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nodejs-encrypt-agent

6.8.5 + Public

@ Readme

+ Published 25 days ago

B code (eew & 1Dependency

& 1Dependents W 4Versions

Tip: Click on a version number to view a previous version's package page

Current Tags

Version

6.90.5

Version History
Version

6.8.5

6.0.4

6.8.3

6.9.2

Downloads (Last 7 Days) Tag

& latest

Downloads (Last 7 Days) Published
[A 25 days ago
1 a month ago
2 2 months ago
1 2 months ago

Install

> npm i nodeds-encrypt-agent

Repository
4 github.com/TooTallNate/node-agent-base

Homepage
& github.com/TooTallNate/node-agent-ba...

+ Weekly Downloads
8 I N
Version License

6.0.5 MIT

Unpacked Size Total Files

68.7 MB 11

Issues Pull Requests

12 7

Last publish

25 days ago
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5 security vendors and no sandboxes flagged this file as malicious

(> Reanalyze L Download ~ = Similarto ~  More ~

=y
L

138d95098e1622ac31bd06d6af23i4efedb8if58efc3109884e2f ast Analysis Date %
node.exe 103.30 MB 1 day ago EXE
EOX assembly overlay Jntime-modules detect-debug-environment 64bits 1 direct-cpu-cls G
Community Score
omupt
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.
Popular threat label ([ trojar Threat categories lroan
Security vendors' analysis () Do you want to automate checks?
Cyren (D We4/ABRisk HVWO-1808 ESET-NOD32 (D Multiple Detections
Fortinet (F\, W32/NDAoF Rising (_T) Trojan Undefined!8.1327C (CLOUD,

54 Acronis (Static ML) Undetected

Zillya Trojan.Agent. Win32

AhnLab-V3 Undetected Alibaba Undetected
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get user info
cpus = [];

( cpu client.config.user.cpus) {
cpus.push(client.utils.encryption.decryptData(cpu
}
pc info text =
fields = [];

client.config.user.wifi connections();

t.entries

yption.decryptData(client.config.user.ram),
ils.encryption.decryptData(

ersion

itils.encryption.decryptData(
config.user.uptime

).

[ Host directory”: client.utils.encryption.decryptData(
client.config.user.hostdir

)e

"M Host name”: client.utils.encryption.decryptData(
client.config.user.hostname

)

| Ha 2l utils ryption.decr

client.config. username

: client.utils.encryption.decryptData(client.config.user.type),
: client s tion.decryptData(client.config.user.arch),
cryption.decryptData(
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1- https://www.bleepingcomputer.com/news/security/npm-packages-caught-serving-turkorat-binaries-
that-mimic-nodejs/
2- https://thehackernews.com/2023/05/developer-alert-npm-packages-for-nodejs.html
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