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1: kd» dt PEB @%peb -y KernelCallbackTable

CVE_2018_B8453! PEB

+8xB58 KernelCallbackTable :

1: kd» dps expeeer7ffc 46133870
ppee7ffc 46133070 00007ffc 468d2bde USER32! fnCOPYDATA

peee7ffc” 46133878 02Re7ffc 4612ae7@ USER32! fnCOPYGLOBALDATA

eoea7ffc” 46133082 00ee7ff7 ebcflefe CVE 2018 B453!TnDWORD hook [c:'project
200a7ffc” 46133088 00@O7ff7 ebcfl1348 | CVE 2018 BA53 ! fnNCDESTRDY hook [c:\prd
popa7ffc” 46133098 00007 ffc” 468d96ad USER32! fnDWORDDPTINLPMSG

poee7ffc” 46133098 e0ee7ffc 4612b4ad USER32! fnINOUTDRAG

exeeea7ffc” 46133070 Void

peee7ffc”461330a0 02007 ffc” 468d5d40 USER32! fnGETTEXTLENGTHS

poee7ffc 461330a8 ©0OOO7TTc 4612b220 USER32! fnINCHNTOUTSTRING

peee7ffc 461330b2 00OO7TTc4612b758 USER32! fnINCHNTOUTSTRINGMULL
peee7ffc”461330b8 00RR7ffc 468d75c@ USER32! fnINLPCOMPAREITEMSTRLUCT
eeea7ffc”461330ce eeee7ff7 ebcfl43@ [(VE_ 2018 B453 ! TnIMLPCREATESTRUCT hook
2o00a7ffc” 461330cE 00007 fc 4612b2ed USER3I2! tnINLPDELETEITEMSTRUCT
pooa7ffc” 461330de eee7ffc” 468dbc@@ USER32! fnINLPDRAWITEMSTRUCT
poea7ffc” 46133048 eeee7ffc 4612b330 USER32! fnINLPHELPINFOSTRUCT

Peee7ffc” 4613300 0007 ffc 4612b330 USER22! fRINLPHELPINFOSTRUCT

poee7ffc 4613308 0OOO7TTc 4612b438 USER32! fnINLPMDICREATESTRUCT
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(fnINLPCREATESTRUCT flag)

(!strcmp(className, "SysShadow"))

SetWindowPos(MainClass, NULL,
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FnINLPCREATESTRUCT (msg) ;
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FIEE=ERSE

if (fnid == FNID_CLEANED)

M TERSE

if {((fnid < Bx2AR) && *(Fnid & ~FHID_CLEANED))

ME

loc_1CBBF14CD:
nov ecx, loc_1CO184878:
mov ecx,
jmp loc_1CABF14D2

M=

loc_1COBF14A7: loc_1CBBF14D2:

mou rax, [rdi+ 1 call UsersSetLastError
mou ebx, jmp short loc_1COOF14B4
or [rax+ ], si ; |= fnid HNtUserSetWindowFNID endp
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:(https://doxygen.reactos.org/dd/dva/include yntuser Ah.html#avaabasdbevacyadby . cfa:Asoeede-af)

/* ENIDs for NtUserSetWindowFNID, NtUserMessageCall */
#define FNID_SCROLLBAR :x:Y4A

#define FNID_BUTTON «x: YA)
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#define FNID_FREED +xA+++ /* Window being Freed... */
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Function name

f fengshui_simple_sub_18000208C
E fengshui_14393_sub_18000215C
E fengshui 15063 _sulb_ 180002304
|E| fengshui_ 16299 _sulb_ 180002708

[F] fengshui_17134_sub_1800028CC
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Bitmaps

= CreateBitmap(©x27E,

(int i i++)
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(int i
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(int i = @; i < ©x20;

Bitmaps_©x176_©x20[i]
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GetSystem{L( TR address)

ad(backward + UniqueProcessId_offset) == SystemlId)

lWrite(address + Token_offset, Arbit sd(backward + Token_offset));

forward = Arbitr d(forward + ActiveProcesslLinks_offset) - ActiveProcessLinks_offset;
backward = Arbi (backward + ActiveProcesslLinks_offset + 8) - (ActiveProcessLinks_offset + 8);

(forward == address
i+= 1;

(backward == address)
i = =

(i==2)
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