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http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16875
https://vuldb.com/?source_cve.160840
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0908
http://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0908
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0761
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0856
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0718

{1+ 2 1 3 3 3

Sl

Slellb) Lzl
Spoofing Vulnerability

Feature Bypass

Slel 285
(Elevation of Privilege)
Glel 285

akhdl> o JUs! 59,
(Memory Corruption)
Gl b

Skl &85

49 oy 5l as 6l
(XSS) o Sl 3,5

49 oy 5l as gl
(XSS) o Sl 32,5
(XSS) o Sl G2y
(XSS) con Sl o)
(XSS) o Sl 32,55
(XSS) co Sl o)

490 oy 5l as 6l >
(XSS) Cun Sl 32y

absl> o JWis| 5q

CVE-2020-0664

CVE-2020-0837

CVE-2020-1045

CVE-2020-1115

CVE-2020-1012

CVE-2020-16884

CVE-2020-1506

CVE-2020-0878

CVE-2020-16857

CVE-2020-16858

CVE-2020-16860

CVE-2020-16859

CVE-2020-16861

CVE-2020-16872

CVE-2020-16864

CVE-2020-16878

CVE-2020-16862

CVE-2020-16871

CVE-2020-16875

Srdcumw!
1

Active Directory

Active Directory

Federation Services

ASP.NET

Common Log File
System Driver

Internet Explorer

Internet Explorer

Internet Explorer

Microsoft Browsers

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft
Dynamics

Microsoft Exchange

Server

©ole rguivainb

el <o 35 po» ay @laso woew (1] (G0 g (g0bo Foi> alS


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0664
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0837
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1045
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1115
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1012
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16884
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1506
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0878
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16857
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16858
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16860
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16859
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16861
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16872
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16864
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16878
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16862
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16871
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16875
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0921
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0998
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1091
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1152
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1097
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1083
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1053
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1308
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1245
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1285
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1256
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1250
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1039
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1074
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0838
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1594
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1335
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16855
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1338
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1332
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1224
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1218
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1193
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1345
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1205
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1210
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1514
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1595
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1523
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1440
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1200
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1482
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1198
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1227
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1576
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1452
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1575
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1453
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1460
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CVE-2020-1471

CVE-2020-16879

CVE-2020-1013

CVE-2020-1532

CVE-2020-1491
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16853
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16851
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16852
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1057
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1180
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1172
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1596
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1169
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1593
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1159
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1598
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0790
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0922
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0782
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0648
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0766
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1590
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1376
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1471
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16879
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1013
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1532
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1491
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1303
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1252
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1559
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1507
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1508
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0914
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0886
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0989
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0875
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0912
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1038
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0908
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1052
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0911
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0805
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1119
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1146
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0951
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1122
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1098
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1319
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0997
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1129
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0839
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1228
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0836
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16873
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1044
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16874
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16856
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16881
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1031
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1130
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1133
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