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Microsoft Windows

Microsoft Edge (EdgeHTML-based)
Microsoft Edge (Chromium-based)
Microsoft ChakraCore

Internet Explorer

Microsoft Scripting Engine

SQL Server

Microsoft JET Database Engine
NET Framework

ASP.NET Core

Microsoft Office and Microsoft Office Services and Web Apps
Microsoft Windows Codecs Library
Microsoft Dynamics

Solos 5l asilsiiee (Gloyza,n plnil ogm 5 (lyjgsa wiajlss sloases 5l 25T (ol (ol5 1)
plos cand Jolo "Affected_product.xlsx" sl b aswes bl pioed owsles soliiw! cdlug,Sole
Slyig,d dejls sleaseus den Jluyjgm oolils L1 oyl g Lo e KB alie b cov Slgae

il o
oo ity (5L 1 Sy b 31 ALy caiplod g7 sl 30 39033 Jole s (3,15
G394 w03l Loy Jole i oS (o0 oliiw] (i £F L (Sl VY j9udn g Jole primonn

bl o0

©ole rguvaib ol € palo 35 por 4 Ghaio doww o9l Ggix0 9 GOlo Fade alS



Y SR s

P 0 39y SBG Iyl ¥

W s alog ,Lisil ) LS CVE-2020-1380 4 CVE-2020-1464 (claawlis b pyio 55, (6 pdyas] 39

eoldzd 13 618 50 00 390 1 S Lawwgi oSl
CVE-2020-1464 g ydycam! V=¥

L ol bl g oo 901y cutsl slo Sy asly oo SL cpl 5l g)lo porpe bla S plplo 04d o 18
AS oyl 1) caw ol gladl

CVE-2020-1380 LS)JNWT Y-y

ol Internet Explorer 3 59,0 cos Sl 9550 50 SU 5l 286 CVE-2020-1380 awlis b (s pdoa]
S Sl yg390 5| OFfice sladals p oolatwl Glasl ol Lo .a5,ls )13 6 pdocam] opl 56 o 5 Office

ol Office glacies. STy jo g Olxas render g ass slp IE 55550
el @by e pdyaml 5 55500 G pdycaml Gl gylop0 e b o509 (S S sloi) IS ubol

(St S 10,5 ale  sgiz0,S slolS b 4 (CVE-2020-0986 awliss b (s pdscaml ) Ve 5900
Aoled cladlre 355 slosls 5l aiiles o Virtual Area Networks |l sl b s oo a4 calos S Lo
Q‘J.:)Lf ol 6)9)»5 WirleSS Lng)‘J.SLb )‘ cdasloes Lg‘).: LD.:‘} W )o J‘j]’b )‘ oéLD.;.w‘ W

SSL (2lss o lacolucg sl esliiul pac g1+ oaig 1B 55550 (Slujjon b sy oo 1 (Jgens

S o] Cond  F

anloaionls ioled YoV sl ole Slusyjg,a 10 0ol 28 s iy Jgo 5o

©ole rguvaib el Galo 35 w0 4 Blaio Wew (] (G950 g (500 Fodi> allS


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1380
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1380
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4o CVE-2020-1476 NET Framework
e CVE-2020-1046 NET Framework
P CVE-2020-1597 ASP.NET
Sl CVE-2020-1567 Internet Explorer
P CVE-2020-1591 Microsoft Dynamics
4o CVE-2020-1569 Microsoft Edge
e CVE-2020-1568 Microsoft Edge
4o CVE-2020-1562 Microsoft Graphics Component
R CVE-2020-1577 Microsoft Graphics Component
o CVE-2020-1561 Microsoft Graphics Component
REPS CVE-2020-1510 Microsoft Graphics Component
4o CVE-2020-1529 Microsoft Graphics Component
0 CVE-2020-1473 Microsoft JET Database Engine
P CVE-2020-1558 Microsoft JET Database Engine
REPS CVE-2020-1557 Microsoft JET Database Engine
RS CVE-2020-1564 Microsoft JET Database Engine
S CVE-2020-1483 Microsoft Office
RS CVE-2020-1504 Microsoft Office
o CVE-2020-1503 Microsoft Office
4o CVE-2020-1495 Microsoft Office
P CVE-2020-1494 Microsoft Office
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1591
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1569
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1562
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1577
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1561
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1510
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1529
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1473
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1558
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1557
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1564
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1483
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1504
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1503
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1495
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1494
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CVE-2020-1493

CVE-2020-1496

CVE-2020-1502

CVE-2020-1498

CVE-2020-1497

CVE-2020-1581

CVE-2020-1563

CVE-2020-1582

CVE-2020-1583

CVE-2020-1505

CVE-2020-1573

CVE-2020-1499

CVE-2020-1500

CVE-2020-1580

CVE-2020-1501

CVE-2020-1570

CVE-2020-1555

CVE-2020-1380

CVE-2020-1492

CVE-2020-1485

CVE-2020-1587

CVE-2020-1551

CVE-2020-1484
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Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office SharePoint
Microsoft Office SharePoint
Microsoft Office SharePoint
Microsoft Office SharePoint
Microsoft Office SharePoint
Microsoft Office SharePoint
Microsoft Scripting Engine
Microsoft Scripting Engine
Microsoft Scripting Engine
Microsoft Video Control
Microsoft Windows
Microsoft Windows
Microsoft Windows

Microsoft Windows
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1493
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1496
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1502
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1498
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1497
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1581
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1563
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1582
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1583
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1505
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1573
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1499
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1500
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1580
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1501
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1570
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1555
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1380
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1492
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1485
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1587
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1551
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1484
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CVE-2020-1489

CVE-2020-1584

CVE-2020-1486

CVE-2020-1488

CVE-2020-1490

CVE-2020-1515

CVE-2020-1513

CVE-2020-1553

CVE-2020-1552

CVE-2020-1566

CVE-2020-1579

CVE-2020-1512

CVE-2020-1511

CVE-2020-1480

CVE-2020-1542

CVE-2020-1543

CVE-2020-1540

CVE-2020-1541

CVE-2020-1544

CVE-2020-1547

CVE-2020-1519

CVE-2020-1545

CVE-2020-1546
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Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1489
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1584
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1486
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1488
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1490
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1515
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1513
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1553
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1552
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1566
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1579
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1512
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1511
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1480
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1542
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1543
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1540
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1541
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1544
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1547
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1519
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1545
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1546
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CVE-2020-1539

CVE-2020-1528

CVE-2020-1530

CVE-2020-1526

CVE-2020-1527

CVE-2020-1534

CVE-2020-1537

CVE-2020-1520

CVE-2020-1535

CVE-2020-1536

CVE-2020-1470

CVE-2020-1509

CVE-2020-1459

CVE-2020-1538

CVE-2020-1475

CVE-2020-1464

CVE-2020-1467

CVE-2020-1550

CVE-2020-1517

CVE-2020-1518

CVE-2020-1516

CVE-2020-1549

CVE-2020-1383
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Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1539
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1528
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1530
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1526
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1527
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1534
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1537
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1520
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1535
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1536
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1470
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1509
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1459
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1538
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1475
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1464
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1467
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1550
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1517
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1518
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1516
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1549
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1383
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CVE-2020-1574

CVE-2020-1560

CVE-2020-1585

CVE-2020-1472

CVE-2020-1455

CVE-2020-0604

CVE-2020-1521

CVE-2020-1522

CVE-2020-1524

CVE-2020-1474

CVE-2020-1578

CVE-2020-1417

CVE-2020-1479

CVE-2020-1379

CVE-2020-1554

CVE-2020-1339

CVE-2020-1525

CVE-2020-1487

CVE-2020-1478

CVE-2020-1477

CVE-2020-1337

CVE-2020-1466
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Microsoft Windows Codecs
Library

Microsoft Windows Codecs
Library

Microsoft Windows Codecs
Library

Netlogon
SQL Server
Visual Studio
Windows Al
Windows Al
Windows Al
Windows COM
Windows Kernel
Windows Kernel
Windows Kernel
Windows Media
Windows Media
Windows Media
Windows Media
Windows Media
Windows Media Player

Windows Media Player

Windows Print Spooler
Components

Windows RDP
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1574
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1560
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1585
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1455
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0604
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1521
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1522
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1474
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1578
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1417
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1479
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1554
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1339
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1525
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1478
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1337
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1466

CVE-2020-1377

CVE-2020-1378

CVE-2020-1565

CVE-2020-1531

CVE-2020-1571

CVE-2020-1548

CVE-2020-1556
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CVE-2020-1533
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Windows Registry
Windows Registry
Windows Shell
Windows Shell
Windows Update Stack
Windows Update Stack
Windows WalletService

Windows WalletService
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https://www.zdnet.com/article/microsoft-august-2020-patch-tuesday-fixes-120-vulnerabilities-two-

zero-days/

https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Aug
https://www.cybersecurity-insiders.com/zero-day-vulnerability-in-windows-os-and-internet-

explorer-exploited/
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https://www.zdnet.com/article/microsoft-august-2020-patch-tuesday-fixes-120-vulnerabilities-two-zero-days/
https://www.zdnet.com/article/microsoft-august-2020-patch-tuesday-fixes-120-vulnerabilities-two-zero-days/
https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Aug

