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' Speculative execution
" Cache
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" Branch prediction
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if (offset < arrayl->length)

{
unsigned char value = arrayl->data[offset];
unsigned long index = ((value&l)*0x100)+0x200;
if (index < array2->length) // length is < 6x300
unsigned char value2 = array2->data[index];

}
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value = nospec_load(pointer, Lower, upper);
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if (slow_condition)
{

unsigned char value = Rernel_data[offset];

unsigned Long index = ((value&l)*0x100)+0x200;

if (index < Llength)

unsigned char value2 = array[index];
}
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o 1.9 January 3, 2018—KB4056892 (OS
| Build 16299.192)

Learn more about update KB4056892, including
improvements and fixes, any known issues, and
how to get the update.

API for inhibiting speculative arbitrary read primitives [LWN.net]

2.9 APIfor inhibiting speculative arbitrary
read primitives [LWN.net]

Avoid speculative indirect calls in kernel [LWN.net]

3.9 Avoid speculative indirect calls in kernel
[LWN.net]

Dell Client Statement on Intel ME/TXE Advisory (INTEL-SA-00086) | Dell US

4.9 Dell Client Statement on Intel
ME/TXE Advisory (INTEL-SA-00086)
| Dell US

Dell US

Information concerning the Intel ME/TXE Advisory
(INTEL-SA-00086) issue.
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The current state of kernel page-table isolation

5.9 The current state of kernel page-table
isolation

At the end of October, the KAISER patch set was unveiled:;
this work separates the page tables used by the kernel...

kernel/qgit/torvalds/linux.qgit - Linux kernel source tree

6.9 Kkernel/git/torvalds/linux.git - Linux kernel
source tree

arm64: Unmap the kernel whilst running in userspace (KAISER) [LWN.net]

7.9 arm64: Unmap the kernel whilst running
in userspace (KAISER) [LWN.net]

[patch V163 00/51] x86/pti: Updated patch queue

8.9 [patch V163 00/51] x86/pti: Updated
patch queue

Email message ("[patch V163 00/51] x86/pti: Updated
patch queue") from Thomas Gleixner
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