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e The kernel mode
e The privileged user mode (SYSTEM)
e The unprivileged user mode



Unprivileged User i SYSTEM

User Interface : Windows Service
* System State talks to * Monitor File Access
« Virus Waming — |+ Virus Quarantine
+ Saettings + Updating
S TR e User Mode
@

/ Kerne! Mode

Kernel Component

+ Scanning
+ Remediation (f.e. Process killing)
+ Rootkit Detection
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Tries to load Library

l s KnownDLL? in Application Still not found?
Diractory?
Load from Load from Try to Load from
knawn Path Application System & Windows
Application Folder Directories and the

/ CWD
We want to place
our file here!
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Mklink

Updatea Aprl 17, 2012
Appiles Too Windows Vista, Windows Server 2008, Windows Sevver 2012, Windows 8
Creates & symbosic dnk

For exungies of how 1o use this command. see Examplea

Syntax

x1Lnd d Lin® 7 B
Parameters
P D
P
o Creates a drociory symbolic link. By defautt, mklink creades a fe symbolc bk
m Croates a hewd link mstoad of a symbolic link
L] Creaies a Duwaciory Junction
<Link> Specifes (he name of the symbolic link that is bang crealed
<Target> Specifies the path (relative of absolute) that 1 new symbolic 1k refers ro

Displays help at the command promed
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“Malicious" File Virus Quarantine
1 Anti-Virus moves Altacker manipulates

file to quarantine h 2 Restor process by abusing

NTFS directory junclions, so
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that the file can be placed to
any filesystem location
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Because of the new filesystemn
3 (ccation, the malicious fie is

loaded by another process,

which in tlum executes the
Code Execution as payload {e.f. DLL Sudeloading)
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Restored File



