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 فهرست مطالب

 

 1 .............................................................. یتیامن یریپذبیآس 11 رفع و سکویس دیجد یروزرسانبه 1

  



 1 پذیری امنیتیآسیب 11روزرسانی جدید سیسکو و رفع به

 عادی: یبندطبقه است. «مرکز ماهر »ن سند متعلق به یا یو معنو یحقوق ماد هیکل

 پذیری امنیتیآسیب 11و رفع  سیسکوروزرسانی جدید به 1

 منتشر کرده است.پذیری آسیب 00روزرسانی امنیتی برای رفع چندین به 0101اکتبر سال  0سیسکو در 

مورد  00 ، کنترل سیستم را در اختیار بگیرند.توانندها می پذیریاین آسیب برخی از برداری ازنفوذگران با بهره

لیست  0جدول در  مورد از این موارد دارای شدت بالا هستند. 9ها دارای شدت متوسط و پذیریاز این آسیب

 .شودمیهای رفع شده نمایش داده پذیریآسیب

 نام محصول 
شدت 

 پذیریآسیب
 پذیرینوع آسیب شناسه

0 
Cisco Webex 

Teams Client for 

Windows  

 CVE-2020-3535 بالا
 DLLدزدی 

(DLL Hijacking) 

0 Cisco Identity 

Services Engine  
 CVE-2020-3467 بالا

زدن مجوز دور  

(Authorization Bypass) 

9 

Cisco Video 

Surveillance 8000 

Series IP Cameras 

Cisco Discovery 

Protocol 

  CVE-2020-3544 بالا

 

اجرای کد از راه دور و انکار 

 سرویس

0 Cisco StarOS 

Privilege  
  CVE-2020-3602 متوسط

 

 ارتقاء مجوز دسترسی

(Escalation Vulnerability) 

0 Cisco StarOS  متوسط CVE-2020-3601  

 
 ارتقاء مجوز دسترسی

0 Cisco SD-WAN 

vManage  
  CVE-2020-3536 متوسط

 

 تزریق اسکریپت

(Cross-Site Scripting) 

0 Cisco Nexus Data 

Broker Software  
  CVE-2020-3597 متوسط

 

 پیمایش مسیر

(Path Traversal) 

8 Cisco Nexus Data 

Broker Software  
  CVE-2020-3597 متوسط

 
 پیمایش مسیر

1 Cisco Identity 

Services Engine  
  CVE-2020-3589 متوسط

 
 تزریق اسکریپت

01 Cisco Industrial 

Network Director  
  CVE-2020-3567 متوسط

 
 انکار سرویس

00 
Cisco Firepower 

Management 

Center  

  CVE-2020-3320 متوسط

 
 تزریق اسکریپت

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-teams-dll-drsnH5AN
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-teams-dll-drsnH5AN
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-webex-teams-dll-drsnH5AN
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-auth-bypass-uJWqLTZM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-auth-bypass-uJWqLTZM
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-rcedos-mAHR8vNx
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-rcedos-mAHR8vNx
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-rcedos-mAHR8vNx
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-rcedos-mAHR8vNx
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cdp-rcedos-mAHR8vNx
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-staros-privilege-esc-pyb7YTd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-staros-privilege-esc-pyb7YTd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-staros-priv-esc-gGCUMFxv
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-xss-xXeLFpC3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-xss-xXeLFpC3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-path-traversal-wVDyXZPy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-path-traversal-wVDyXZPy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-path-traversal-wVDyXZPy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndb-path-traversal-wVDyXZPy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-xxs-mf5cbYx5
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-xxs-mf5cbYx5
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ind-dos-BwG634zn
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ind-dos-BwG634zn
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-xss-yLrjqqU
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-xss-yLrjqqU
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-fmc-xss-yLrjqqU


 2 هشدار

 عادی: یبندطبقه است. «مرکز ماهر»ن سند متعلق به یا یو معنو یحقوق ماد هیکل

00 

Cisco Expressway 

Series and 

TelePresence Video 

Communication  

  CVE-2020-3596 متوسط

 
 انکار سرویس

09 
Cisco Email 

Security Appliance  
  CVE-2020-3568 متوسط

 

 URLدورزدن فیلتر 

(URL Filtering Bypass) 

00 
Cisco Vision 

Dynamic Signage 

Director  

  CVE-2020-3598 متوسط

 

حراز هویت فراموش شدها  

(Missing Authentication) 

 منبع

https://us-cert.cisa.gov/ncas/current-activity/2020/10/08/cisco-releases-security-updates 

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-expressway-vcs-dos-n6xxTMZB
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-expressway-vcs-dos-n6xxTMZB
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-expressway-vcs-dos-n6xxTMZB
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-expressway-vcs-dos-n6xxTMZB
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-url-bypass-zZtugtg3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-url-bypass-zZtugtg3
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cvdsd-missing-auth-rQO88rnj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cvdsd-missing-auth-rQO88rnj
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cvdsd-missing-auth-rQO88rnj

