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Advisory ID: cisco-sa-ioxPE-KgGvCAfS CVE-2020-3227
First Published: 2020 June 3 16:00 GMT CWE-264
Version 1.0: Final

Workarounds: No workarounds available

Cisco Bug IDs: CSCvgl18527
CSCvg33400
CVSS Score: Base 9.8 @
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Advisory ID: cisco-sa-ios-iot-udp-vds-inj-f2D5Jzrt - CVE-2020-3205
First Published: 2020 June 3 16:00 GMT CWE-20
Version 1.0: Final

Workarounds: MNo workarounds available

Cisco Bug IDs: CSCvgb6443
CVSS Score: Base 88 @
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Cawlaslds .55 CGR1000 (Cisco 1000 Series Connected Grid Riders)
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Advisory ID: cisco-sa-ios-iot-rce-xYRSeMNH CVE-2020-3198
First Published: 2020 June 3 16:00 GMT CVE-2020-3258
Version 1.0: Final CWE-118
Workarounds: MNo workarounds available

Cisco Bug IDs: CSCvr12083
CSCvrd6885
CVSS Score: Base 98 @
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Cisco 800 Industrial ISRs .

Cisco 809 Industrial ISRs .
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Cisco 829 Industrial ISRs .

CGR1000 (Cisco 1000 Series Connected Grid Routers) .
IC3000 Industrial Compute Gateway .

Industrial Ethernet (IE) 4000 series switches .

Catalyst IE3400 secure series switches .

IR510 WPAN routers .
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e https://tools.cisco.com/security/center/publicationListing.x
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