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Vuln [0 # Summary ) CVSS Severity o

CVE- 20170785 Aintormation dischosiae vuinesability in the Android system [blustooth], Product: Android, Versions 4,44, 502, 5.LL 60,600, 70701, 702, VLY
0. Android ID; A-6314665, 2

Published: September 14, 2017; 02:29:00 PR 0400

CVE-2017-0788 A inbormation disclosize valnesabality in the Androed system [blustooth], Product: Android, Verses 444,502,511 60,600, 70,701,712, 3
&0 Android |0 A-63145701. 20

Published: September 14, 2017: (3:29:00 P 0400

CVE-20074782 A remote code evceution vulnerabiliry i the Android sysiem |bluetoothl Product: Android. Versons: 44,4, 502 5.0 60,608 70,711,712, B
&0 Android I0: A-€63146237. 74

Publishad: September 14, 2017; 03:25:00 PM 04:00

OVE-20

=
=3
&
=

81 A remote code exscution vulnerahiley i the Androld system (bhoetcothl, Product: Androkd, Versions: 44,4 5,02, 5.L1 80,608, 70, 1.0L 702, ¥2 RS
£.0. Ancrowd |0x A-£3146105, 2 e

Published: September 14, 2017; 13:29:00 PM - 04:00

CVE-2017-3628 Wicrosoft Blugsocth Detver in Windows Server 2008 SP2 Windows 7 5P1, Windows & 1. Windows RT &1, Windows 30 Geld, 1511, 1607, 103 alows W3 00"
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a stack overflow winerabulity in the processing of L2CAP confiperation resporses resulting In Remote tode exccution in kemel space.
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https://arstechnica.com/information-technology/2016/09/hands-on-blue-hydra-can-expose-the-all-too-unhidden-world-of-bluetooth/
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" Denial of service (DoS)
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http://www.makeuseof.com/tag/the-differences-between-bluetooth-4-0-and-wi-fi-direct-you-need-to-know/
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http://www.ijsrp.org/research-paper-0416/ijsrp-p5252.pdf
https://duo.com/blog/an-analysis-of-blueborne-bluetooth-security-risks
https://www.trendmicro.com/vinfo/au/security/news/internet-of-things/blueborne-
bluetooth-vulnerabilities-expose-billions-of-devices-to-hacking
http://www.makeuseof.com/tag/5-myths-bluetooth-can-safely-ignore-now/
https://pomcor.com/2015/06/03/has-bluetooth-become-secure/
https://nvd.nist.gov/view/vuln/search-

results?query=bluetooth&search _type=all&cves=on
https://arstechnica.com/information-technology/2016/09/hands-on-blue-hydra-can-
expose-the-all-too-unhidden-world-of-bluetooth/
http://www.makeuseof.com/tag/the-differences-between-bluetooth-4-0-and-wi-fi-
direct-you-need-to-know/
http://www.makeuseof.com/tag/3-ways-bluetooth-device-security-risk/
https://www.bluetooth.com/what-is-bluetooth-technology/discover-bluetooth
https://www.us-cert.gov/ncas/current-activity/2017/09/12/BlueBorne-Bluetooth-
Vulnerabilities

https://www.kb.cert.org/vuls/id/240311
https://www.webroot.com/us/en/business/resources/articles/corporate-security/a-
review-of-bluetooth-attacks-and-how-to-secure-mobile-workforce-devices
https://cve.mitre.org/

https://nvd.nist.gov/vuln/categories
https://www.kaspersky.com/blog/bluetooth-security/1637/
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