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Sogo 4 Sl Lo a8 e Glab e Sledbl g (Jxe Glas g ol ddusa CSle ) Dl
SleMbl (ie3)08 3 jems Sl oslitwl canlw Lzl sobie 4 cpl , ssde 3gh cbiblre laoT Iyl

g bl (6,138 30, 5l 03liael b 0L 3y gus 9 43le e

:LJ&:.O .))M 6)|K}A) A
23 5,8 Jld olgs e service password-encryption jgiws b 1) Ksbegsl < yg0 s 3 9m0 (5138 50,
JJ,.«JJGA L;)L)f)A) &;Lo,ﬁl O Hguo 4 LQ.)),.WA fLoS rg_;.).u)gﬁ O g0

Router(config)# service password-encryption

ainl 03,57 Jlas Y
L S0y ol Gk Sl w iy 03,5 Jlad Logd 0 i 25 enable secret jgiws b Sl onl 55 3 g
29 plxsl RADIUS L TACACSt asle AAA JSGg 0 SO

Router(config)# enable secret <strong-password>

VTY bghs 5)9u .Y
asls VTY bz 0 5l G olKiws (5 0 sl (Kon uimeds 359 00 cis o5 b3 0 6l jgun ol

linevty 0 4
password<strong-password>
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AAA B g

(HTTPS 9 HTTP telnet SSH) (o a0 Sl ow piws doa . 2bl oo gw iwd Ja8 slp ohg) AAA

Hgh 8 AAA L sk
AAA 03,5 Jlss )

Wl juizs e 4sd > Cais ID asGul 1 Oliuebl @l 59 o0 Jlzd aaa new-model )giws L AAA
g (S S aaa session-id common giws b

aaa new-model
|

aaa session-id common

& )9 yuw og)f i 2 Y
o3 lazwl D9 w0 le)a %Kl» .J\{:K gx':’ C,w.)l )J.Q., 5UL§A| C)),.»a )9 ..)9.«; mb.u“ J.:la AAA LsLm)j)w 09;
9 53k ,Sey b 35 RADIUS bls,l | TACACS sl s IP o pnT 355

tacacs-server host <TAC+server1> single-connection key <strong-key>
tacacs-server host <TAC+server2> single-connection key <strong-key>
radius-server host <RADserverl>auth-port 1645 acct-port 1646 key <strong-key>
radius-server host <RADserver2>auth-port 1645 acct-port 1646 key <strong-key>
!

aaa group server tacacst <TACACS-group>

server<TAC+server1>

server<TAC+server2>

!

aaa group server radius <RADIUS-group>

server<RADserver1>

server<RADserver2>

!

! Define the source interface to be used to communicate with the TACACS+/RADIUS servers
iptacacs source-interface <Loopback or OOB interface>

ip radius source-interface <Loopback or OOB interface>

:Wt\.gbg)g LSI)-E ol )|)_>| LSI)-"I Y
Jlael 0ol oslitwl gwiws slabs daa 9 VTY JoudS 45 9 35 iy 25 jloee 01 8 5l cud G 0L

S oo 05ltwl Ayl aze Olgic 4 TACACS+ 9 RADIUS .55 3
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aaa authentication login <authen-exec-list> group <AAA-group> local-case
!

line con 0

login authentication <authen-exec-list>
!

linevty 0 4
login authentication <authen-exec-list>
!

sslizel TACACS+ 3l 51 39800 Jls RADIUS | TACACS+ 45 (s i (gomiwssliel LIS ol
Slr 0ol 6, pb ol 5IRADIUS L3505 oubiis OT (sl 1) enable s 9uy 9 03,5 sloul $15enab$
A58 oo 03lital oontan el 03,8 Jled

aaa authentication enable default group <A AA-group>enable

exec joxs sl .0
bl ALbls sw yiws exec e 45 Jlgs

aaa authorization exec author-exec-list group <A AA-group> if-authenticated
line vty 0 4
authorization exec <author-exec-list>

(sl 03,5 Jlas 5

S —- b sl Golslus sl ien 23,8 Jle b exec accounting (lbls )l il sl
9 Jld piucs )l bl 1L

aaa accounting send stop-record authentication failure

aaa accounting exec default start-stop group tacacs-group

aaa accounting commands 15 default start-stop group tacacs-group
aaa accounting system default start-stop group tacacs-group
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S oo 3990 T b 306900 49 (o yhuwd
telnet wyiws )
4 b3 05,5 3900 huwgs Llgs oo telnet pw yiws .39k o5kl telnet sl 4 SSH 51 0l & jg0 )

.).»;:l., o3 05 laswl 5399 (J)I.«{ le): ACL gS{ )l 4.{13)9,@ 09 5.)9.«; d)lo.{ telnet

3935w b Klg5 oo SSH (puw i 235,85 o0 Jlad o5 Sl ygiws Sl oslatwl b 5429 & y90 5 SSH (o i
.).»;:l., o oalawl S29.9 (J)l»{ (5|)3ACL g&)l 6&)}4@ PE) ‘..)9,«; d)ljSSH e b u.);

! Configure a hostname and domain name
Router(config)# hostname <router-host-name>

Router (config)# ip domain-name <domain-name>

! Generate an RSA key pair, automatically enabling SSH.
Router (config)# cry key generate rsa

! Configure time-out and number of authentication retries.
Router (config)# ip ssh time-out 60

Router (config)# ip ssh authentication-retries 2

25,5 oolaw! WL HTTP sl> & HTTPs 5l Sl & a0 4o

aaa authentication login default group tacacs-group local-case
aaa authorization exec default group tacacs-group local

ip http server

ip http access-class 22

ip http authentication aaa

access-list 22 permit 172.26.0.0 0.0.255.255

access-list 22 deny any log

line vty 0 3

transport input telnet

aaa authentication login default group tacacs-group local-case
aaa authorization exec default group tacacs-group local

no ip http server

!

ip http secure-server
!
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ip http access-class 22

ip http authentication aaa

access-list 22 permit 172.26.0.0 0.0.255.255
access-list 22 deny any log

line vty 0 3

transport input telnet

W ywd sl g b JSTg 9 4o 5 Sguxe
W59 p put (o pawd ok 03,5 Jlab i )
S5 Js e Olgs e noexec pgiws lesliwl b ) 25gd sos osliiwl a5 slacs s

line aux 0
no exec

:Lms?g)ﬁ 9 Lm‘_s.bg)g L;Lmdi?g)g ().); d9d>xa Y

.).45,50‘5%?#‘/.fi.)dLLmlc\;onSdlvu|9,..ccbW)|o.)L&u|;9.w)| Lmts?g)ﬁ().);.bgm

line vty 0 4

transport input ssh
transport output ssh
transport preferred none

:ACL L, eLuo ().); S9d>xs Y

3505 515 0lpae 0T 5o a8 sibe $lais 15 Ysame @i 390 o2kl @lie J 8" (sl ACL
35,5 (530,50 access-class oG b cpuixed 39b o8 9,5 7S A (s i Sl 39290 VTY O{):’-T
St o d JoBoad sl 5 sleel LB slapiess buwg s VTY ¢l & 598 Jool> 0lusbl b

30l

! Grants access from management subnet. Set port to 22 for SSH and 23 for telnet.
access-list 111 permit tcp <management-subnet> <inverse-mask> any eq <port>
access-list 111 deny ip any any log-input

I ACL for last resort access

access-list 112 permit tcp host <management-station> any eq <port>

access-list 112 deny ip any any log-input

line vty 0 3

access-class 111 in

!

line vty 4

access-class 112 in
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lodady pulais ¥
9 lolils sl TCP-keepalives .35 pubais iy b csilosds a5 )l,5 oslatwl 5,90 a5 bghs o
S oo o3liiwl Blre Slads> i
service tcp-keepalives-in
!
line vty 0 4

session-timeout 3

exec-timeout 10 0

S0 o Colu 3
Ll ol Hl 1)

b Sloma bLi)l 6)1,8 5 sl sl i puimed 390 Jled 1L )59, dea yo asluwa clol >
g o3l glate slasds” 51 bLs)l a sl da s, Koo

! OSPF MD5 authentication

interface <interface-type/number>

ip ospf message-digest-key <key-number> md5 <strong-password>
!

router ospf <process>

network <network> <mask> area <area-number>
area <area-number> authentication message-digest
! EIGRP authentication

key chain <key-chain-name>

key 1

key-string <strong-password>

!

interface <interface-type/number>

ip authentication mode eigrp <process> md5




~ 9
Jﬁhﬁt‘;’ " " worlar Ll g gl gl 1 H
& - G310 395 ol g il y ENDI psririrl

) i s e | i 8 Joly gy gl ot e

PRI

ip authentication key-chain eigrp <process> <key-chain-name>

!
router eigrp <process>

network <network>

!

Sl slion iy a3 Y

router eigrp <process>
network <network>
neighbor <peer-address> <interface-type/number>

102 Ul gy e il T

router <protocol> <process>

! Disable routing updates on all interfaces by default

passive-interface default

! Explicitly enable routing updates on interfaces where you expect routing peers
no passive-interface <interface-type/number>

D9 (A S
router bgp <as-number>
neighbor <ip-address> ttl-security hops <hop-count>
S o SS9 5l

ol plasl 1y 55 Jol oo b ol s Ko il (55lunoly g

A
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S8 gl Sl ol Al G 4l 0ad s g ool s g w8 s 5L WAN

A e

! Incoming route filter applied at the WAN edge and that only allows the branch subnet.
!

router eigrp <process>

network <network>

distribute-list 39 in <interface-type/number>
!

access-list 39 permit <remote-subnet> <inverse-mask>

L5L.o| le.m).?g) ) l.{b).:..m QJ;)S.L.\..[) 6‘)—"' Y

sl 51 G sgl plosl o e 05,57 il ldee (ool a8l b 90 o) O 9 laasll > L
D9 68 olx el ol s Sl

sl 5l Oluebl Jga> )gkaie 4y eigrp stub connected jgiws I gwwl EIGRP I oslaiwl & )90 )

5,5 o3litel Kilosd Juato aitns ob 4 45 pladSed lgis

router eigrp <process>
network <network>
eigrp stub connected

1Wgh oS Somm Sl ks Wb GRs Sy l esliinl &0
! Outbound route filter applied at the branch router.
!
router ospf <process>

distribute-list 33 out <interface-type/number>
!

access-list 33 permit <branch-subnet> <inverse-mask>

less sla 5y, 4 by e sl S Y

b 68 GlS Alusa Glasg) 4 by e lacunis cundy i LL da sy, dea o

q
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Logging neighbor changes in EIGRP
router eigrp <process>

eigrp log-neighbor-changes

! Logging neighbor changes in OSPF
router ospf <process>
log-adjancey-changes

ol sl

UDP/TCP slac g rolJS 4l ssalice sl show control-plane host open-ports giws 1 Olgs 0
25,5 oolatl (59l Jlad 1t 2L g ju plaS7 aSCol uuns 9 aia listening J> )5 39,

cr18-7200-3#show control-plane host open-ports

Active internet connections (servers and established)

Prot Local Address Foreign Address Service State

tep *:22 *:0 SSH-Server LISTEN

tep *:23 *:0 Telnet LISTEN

tep *:63771 172.26.150.206:49 10S host service ESTABLIS
udp *:49 172.26.150.206:0 TACACS service LISTEN

udp *:67 *:0 DHCPD Receive LISTEN

crl8-7200-3#

it Jlad e b e (5,8 i sgb 4 S Glamg e aSOT 5l 8L Ol Y
&9, » UDP 9 TCP sla,g 0 9 identification (identd) . finger 035 Jled e 51 Gb 5l & yem0 )
25 ol Olsbl la 5y, ples

! Global Services disabled by default
Router(config)# no ip finger

Router(config)# no ip identd
Router(config)# no service tcp-small-servers
Router(config)# no service udp-small-servers

sloas Juad e Jlad (5,8 i sob 4 (IS Gla gy aSOT 5l ok Olebl Y

2 PAD slauas w9 Toe TP oyl Gulil 5y (ol jeae BOOTP ¢sgy Jlai pi 5l b 5l &osguo o
...5; J.pb ()l.'u:.o.bl lm)S” rcl.oa” S9)
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! Disable BOOTP, IP Source Routing and PAD global services
Router(config)# no ip source-route

Router(config)# no ip bootp server

Router(config)# no service pad

9 Jlad ul e il 4ot (S9) 1 palliens (ASden Ll

! Disable IP directed broadcasts on all interfaces
Router(config)# interface <interface-type/number>
Router(config-if)# no ip directed-broadcast

‘59)))LJL1.0 (5')" ‘..).))f dLﬂ).:.C-CDP .).':’L, 5M)k>uo)M PE) w 6)L> 6&&5,&6@[&))

! Disable CDP on externally facing interfaces
Router(config)# interface <interface-type number>
Router(config-if)# no cdp enable

(IACLs) wolw 9 y Bdlxo b ACL

WAN aJ 5 i ,il ad .l o Hluy a3 a5 Jlesl &g 43 TACL s 4z M3 a5 ohilea
Gl 5 b JS59, 5l B cslis B IACL sbul sl axib s IACL (s3leosly sl 0o o ige
£ ACL  olb bl jigr doun )3 il azils 3529 g0 oolitul csluyns 3 a5 5l
S ,S Sosb b 63909 8 4 bl aidls a2l oad 0ols 7,8 ACL ladlis 5 53 3gd
268 adgs ool a8 Al e

access-list 133 permit eigrp any any log
access-list 133 permit icmp any any log
access-list 133 permit tcp any any eq tacacs log
access-list 133 permit udp any any eq ntp log
access-list 133 permit tcp any any eq 22 log
access-list 133 permit udp any any eq syslog log
access-list 133 permit ip any any log
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S,b 5 ACL o5 1 piebae ginl 53,8 Jls IACL b ol Olea y5 b i (>1,b ACL a5 Sl
] 03 ;,9.1).25 )35) WAN ‘LaJ PR ACL ){) (JLIA PR Ju;)l) (R ‘5)1.»\:0.)[.\3 le?l.)

interface GigabitEthernet4/46
description To Branch 4

ip address 10.139.5.10 255.255.255.254
ip access-group 133 in

5,5 sxaliwe show logging 9 show access-list giws | eslatwl b 1) ACL cudled Olgs 0

cr18-7604-1#sh access-1 133

Extended IP access list 133

10 permit eigrp any any log (76 matches)

20 permit icmp any any log

30 permit tcp any any eq tacacs log (10 matches)
40 permit udp any any eq ntp log (8 matches)

50 permit tcp any any eq 22 log (35 matches)

60 permit udp any any eq syslog log (4 matches)
70 permit ip any any log (24 matches)

ot &S 5l 5929 Sl ) oy ol 9 Sy, e a5 sas e 0lis any any (39,9
225 oziws 3l Olgin it Gdaie ACL (53959 02,51 b ladiuy plas” aul ssalive sl 2iloais

3,5 05wl
cr18-7604-1#sh logging

%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(55786) -> 172.26.150.206(49), 1 packet
%SEC-6-IPACCESSLOGDP: list 133 permitted icmp 10.139.5.11 -> 172.26.159.166 (8/0), 1 packet
%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(22) -> 172.26.159.166(11031), 1 packet
%SEC-6-IPACCESSLOGRP: list 133 permitted eigrp 10.139.5.11 -> 224.0.0.10, 34 packets
%SEC-6-IPACCESSLOGP: list 101 permitted udp 10.139.5.11(123) -> 172.26.158.236(123), 1 packet
%SEC-6-IPACCESSLOGDP: list 133 permitted icmp 10.139.5.11 -> 172.26.159.166 (8/0), 4 packets
%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(22604) -> 172.26.150.206(49), 19 packets
%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(55786) -> 172.26.150.206(49), 5 packets
%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(22) -> 172.26.159.166(11031), 31 packets
%SEC-6-IPACCESSLOGRP: list 133 permitted eigrp 10.139.5.11 -> 224.0.0.10, 8 packets
%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(13621) -> 172.26.150.206(49), 2 packets
%SEC-6-IPACCESSLOGRP: list 133 permitted eigrp 10.139.5.11 > 224.0.0.10, 1 packet
%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(22) -> 172.26.159.166(11032), 1 packet
%SEC-6-IPACCESSLOGP: list 133 permitted tcp 10.139.5.11(40429) -> 172.26.159.167(22), 1 packet
%SEC-6-IPACCESSLOGP: list 133 permitted tep 10.139.5.11(22604) -> 172.26.150.206(49), 7 packets
%SEC-6-IPACCESSLOGP: list 101 permitted udp 10.139.5.11(58557) -> 172.26.150.206(514), 4 packets
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Olis 385 eb 4 ) SSidls 0L, K slac,e 9 ais Aol Osixed show logging giws
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access-list 133 permit eigrp host 10.139.5.11 host 224.0.0.10

access-list 133 permit icmp host 10.139.5.11 172.26.0.0 0.0.255.255
access-list 133 permit tcp host 10.139.5.11 eq 22 172.26.0.0 0.0.255.255
access-list 133 permit tcp host 10.139.5.11 172.26.0.0 0.0.255.255 eq 22
access-list 133 permit tcp host 10.139.5.11 host 172.26.150.206 eq 49
access-list 133 permit udp host 10.139.5.11 eq ntp host 172.26.158.236 eq ntp
access-list 133 permit udp host 10.139.5.11 host 172.26.150.206 eq syslog
access-list 133 permit ip any any log

slassgg b lanl asl oad Jol> ait Kl 5 e 9 S8 595 2 (295 2 ld b 0gT )
a3 172.26.0.0/16 Jle cpl )5 gd s ,m5 4K sla o] e3gae 5l cbiblns gl Jam 2o
Dgb 3)ly slasll s Sl als e3game ¢l )o Glats ud 45 ) 9 sl 0ul 9,5, OOB

1--- Module 1: Anti-spoofing, deny special use addresses
! Deny your OOB address space as a source in packets
access-list 101 deny ip 172.26.0.0 0.0.255.255 any

g i 25 BL el [aw IP 031 b sladins 03,8 390ue sl B399 Hrixen

1--- Deny special-use address sources.

1--- See RFC 3330 for additional special-use addresses.
access-list 101 deny ip host 0.0.0.0 any

access-list 101 deny ip 127.0.0.0 0.255.255.255 any
access-list 101 deny ip 192.0.2.0 0.0.0.255 any
access-list 101 deny ip 224.0.0.0 31.255.255.255 any

4.1.9).?.)[.3’  ACL L"%)b )| a5 63'&&:9‘)3 O Ol o)lel )925.0 L®) f)y 6“&5-’9)9 .\.gla 5[09..) 4J.>),o 2y
23,5 iy Kl

1--- Module 2: Explicit Permit

! Permit valid traffic destined to the infrastructure

access-list 101 permit eigrp host 10.139.5.11 host 224.0.0.10

access-list 101 permit icmp host 10.139.5.11 172.26.0.0 0.0.255.255
access-list 101 permit tcp host 10.139.5.11 eq 22 172.26.0.0 0.0.255.255
access-list 101 permit tcp host 10.139.5.11 172.26.0.0 0.0.255.255 eq 22
access-list 101 permit tcp host 10.139.5.11 host 172.26.150.206 eq 49
access-list 101 permit udp host 10.139.5.11 eq ntp host 172.26.158.236 eq ntp

\Y
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access-list 101 permit udp host 10.139.5.11 host 172.26.150.206 eq syslog

Al A Slasaie 4 6,55 bl 5 e Jle gl ) g 3y sl ) 4 (6,55 pw iwd 8 Sl Y
5 basls 5 4 on WAN slacid sl 10.139.5.0/24 3500 39dume «iilo sy 53 oads o3l
05 955, OBB 4% (sl,s 172.26.0.0/16 39550 05kl (535 10 im0 4sa sl 10.122.0.0/16

A8 gy 2l 030l g3 Al e 5y 51 b adSih ool & yeine S5

1--- Module 3: Explicit Deny to Protect Infrastructure

! Deny all other access to infrastructure

access-list 101 deny ip any 10.139.5.0 0.0.0.255

access-list 101 deny ip any 10.122.0.0 0.0.255.255

access-list 101 deny ip any 172.26.0.0 0.0.255.255

G K (5,500 Kbl e o el b oos S s, cgs ACL bs u.z/..’>T O can o Ll s F

Jaie & Sl JyuS ol Bua & sei e sl WAN a @l iIACL G Jle cplys 35,8 o
25,5 0 oolatwl any any (659,9 s9e Jl dms yo bl e el )

1--- Module 4: Explicit Permit/Deny for Transit Traffic
! Permit transit traffic enterprise inner iACL
access-list 101 permit ip any any

Port Security
Glogime 305 slaale> K5 9 MAC Glul Jow Kbl (2als gl suie S59  Port Security
le.muKo )ig.s D s ‘Lﬁa)g)...u Acgaxs0 9 d..(w"u S D ) yo Juful.a@ (CAM) ¥ 4\.3& Le .L:-,.:).A abisl>

bl o Port Security Jlesl sl 5 6 59L coglol slyls asiss

gl JWs 5 Jolwe b Port Security (s5lwesly Hobain 4
tsw pwd 4 5 Port Security .\

S, (S92 e MAC Sl oT sloss Ao 03,5 3930 ygkiin 45 lagmdgm o Port Security
show mac- )9.:.“4.) L) CAM LJ}J-" w2 ‘Q)% P le)l O MAC u.»).)T LSAL»L.,.:; le).) u,} bl) gg‘{

.Asb 0 address-table
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r17-3750-2#show mac-address-table vlan 20
Mac Address Table

Vlan Mac Address Type Ports

All 0100.0ccc.ccece STATIC CPU

All ffff.ffff. ffff STATIC CPU

20 000f.352¢.4bd1 DYNAMIC Gi2/0/48

20 0014.292¢.7737 DYNAMIC Gi2/0/47

20 0015.627f.abb0 DYNAMIC Gi2/0/47

20 0015.629¢.2f33 DYNAMIC Gi2/0/47

Total Mac Addresses for this criterion: 25
crl7-3750-2#

Port 4.‘?::.:3)_3 ‘Mbsn)ls.&) C,wlb.L&LJ..MMAC w))TQ@‘)%AMQIM‘w;MQU))

335 0 63,50 MAC sl by 5,850 polKe b Security

0ol K g5 a5 Bgd 3K SIS 4 b e e lesl 0L 4 & mse 3l oy
g Jnate g0 0T 4 wilg MAC

Router(config)# interface gigabitethernet0/2
Router(config-if)# switchport port-security maximum 1
Router(config-if)# switchport port-security violation restrict
Router(config-if)# switchport port-security

23,5 39058 MAC u,31 53 4 3L «aiiwa Juaie IP phone 4 oS o sl sy

Router(config)# interface gigabitethernet0/1
Router(config-if)# switchport port-security maximum 2
Router(config-if)# switchport port-security violation restrict
Router(config-if)# switchport port-security

:DMZs ,> Port Security .Y
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wgwlqb@)ﬁuoTé}ﬁéQ@ygﬁ@ﬁ@@qhwo&ﬁgu@mp
S o5 a5 5 8 g2 S sl 4 1) Port Security olgise it Juaie guigw pasuive &g SO 4

B30 Ol 1) mdgw <9 4 Juate MAC u“)-‘T show mac-address-table ,giw>

r17-3750-2#show mac-address-table vlan 20
Mac Address Table

Vlan Mac Address Type  Ports

All 0100.0ccc.cccc STATIC CPU

All ffff fff £FfF STATIC CPU
20 000f.352c.4bdl DYNAMIC Gi2/0/48

Total Mac Addresses for this criterion: 25

&Le,&‘l{.); S9d>xn0 6'4;;4;',\ é;,w C))ygx':’ul,ssaa 4.39(?6&»;:‘ o o3l ul.«fw 2D LJLIA PE)

Router(config)# interface gigabitethernet2/0/48

Router(config-if)# switchport port-security maximum 1
Router(config-if)# switchport port-security mac-address 000f.352c.4bd1
Router(config-if)# switchport port-security violation shutdown
Router(config-if)# switchport port-security

Ol & bgsye slai,lf wws ek 4 SNMP (5 8 i)l 8 p oo b g oo 0latul SNMP S
Sgd Jlad (iles S Haws |, port-security (scuwluw a5 SNMP sl 5 51 aws

snmp-server enable traps port-security
snmp-server enable traps port-security trap-rate <max number of traps per second>

299 0l 3 &S sl

ol Aibios pos 9 o9 2 2090 S wlbli)l g laslag, Julow 9 4555 s5kie 4 Ol SHlupKen
il qolul 5l G sl 5 Sl ples 9, 2 NTP 05,5 Jled
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2By (St 9 Jualos 9 43555 Jugus sk 0 Clu sl 13 Sl adhaie Gl eslizal e

NTP ol 1ol 65kl Jlab 5 sl azsls bL)INTP g b ailys o a5 SLols Jyus @

39901y 1S 51 W NTP 21,0

A sl as by Ses 4 ibios WAN alils G ) &5 59, G dawgs Jgore yob 45 59 ol 5o
GPS | ail cels G aSil Ko 00,5 J13 ol Gise K)o g o0 oolanl ais S50 ,o a8 Sl
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External é
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kol 88 JONTP 21,0
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S8 el ) ol s (b Llsle Ola Olge )15 3529 OOB b pae asls a5 > o
&Bly Jobs olej slajg o L client/server bls)l g ,b 5l olaj sg mw Olgie & slyse 555 0 sla 59,
slasy, olge a4 a8 layby, Ko dgh S 2B el L Sala 5 gel pise Ko
L client/server bls)l & ,b 51 (0lb) )9 ,m Olgic 4 silgs oo 505 90 05 [als ol ;I distribution
blo)l G,b 5l wwlge Jols lacads Ko ples puizen . bgd a0 S0 635+ sla s,

X g riKoA distribution (sl ,59, L client/server

NTP leb)g).w (&
g b 1l 5 Jole gden G, 0le) lasg s Olgis 4 lagisw 5 55, 4SelKia

lapls 65015 9 o) JKST sl Ole) iz y Sledbl 0557 Jleb -

Router(config)# service timestamps debug datetime localtime show-timezone msec
Router(config)# service timestamps log datetime localtime show-timezone msec

slo) adhis o_s;[,,.:hzj—\‘

Router(config)# clock timezone zone hours-offset [minutes-offset]
Router(config)# clock summer-time zone recurring [week day month hh:mm week day month hh:mm
[offset]]
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Router(config)# ntp source <interface-type/number>

M)l}fbb)lpﬁl;@ul)l)éGLﬁuTuLimmzﬁ'jl&)j)wIP uu).)TQ.);.)j.W—f

Router(config)# access-list 10 remark ACL for NTP Servers and Peers
Router(config)# access-list 10 permit <NTPserver1>

Router(config)# access-list 10 permit <NTPserver2>

Router(config)# access-list 10 permit <NTPpeer1>

Router(config)# access-list 10 permit <NTPpeer2>

Router(config)# access-list 10 deny any log
!

Router(config)# ntp access-group peer 10

Router(config)# access-list 15 remark ACL for NTP Client
Router(config)# access-list 15 permit <Client1>
Router(config)# access-list 15 permit <Client2>

Router(config)# access-list 15 deny any log
!

Router(config)# ntp access-group serve-only 15

NTP sl 5l,o1 p5ulKo 03,8 Jlab -5
Router(config)# ntp authentication-key <key#> md5 <strong8charkey>

Router(config)# ntp trusted-key <key#>
Router(config)# ntp authenticate

NTP (sla g oo iy o5 =Y

Router(config)# ntp server <NTPserver1>
Router(config)# ntp server <NTPserver2>

g 25 NTP slalioa 5l plas™ ja 0L -A

Router(config)# ntp peer <NTPpeer1>

NTP gbeaod (o
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Router(config)# service timestamps debug datetime localtime show-timezone msec
Router(config)# service timestamps log datetime localtime show-timezone msec

sl aihis 05,8 ["'J:w 25 =Y
Router(config)# clock timezone zone hours-offset [minutes-offset]

Router(config)# clock summer-time zone recurring [week day month hh:mm week day month hh:mm
[offset]]

g oo 03latl NTP (sladinn sl a5 Tae TP yuyoT 03,8 qubiss -V

Router(config)# ntp source <interface-type/number>

NTP ol 5,1 r:}:.}KA 03,5 Jls ¥

Router(config)# ntp authentication-key <key#> md5 <strong8charkey>
Router(config)# ntp trusted-key <key#>
Router(config)# ntp authenticate

NTP (sla g o -0
Router(config)# ntp server <NTPserverl>
Router(config)# ntp server <NTPserver2>

Ol pand Sl 5 b LT
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lanlos 4Kl sl anl s s WAN a5 izl 4 sile cigison o3lisual 45ad 5,0 s o
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Router(config)# interface <interface-type number>
Router(config)# load-interval 60

PRI PR 1)
o9 9 LA{ el sasas plis as (s CJLUO Lo .La,.g).n oledbl le::\.c.,.a:gm l.:bé:j,.w 9 l.:b).?g)

&mleb)lJCﬂoLﬁﬁj)jLﬁéﬁ"MfL&g_sllpb”»;:w)l@ﬂ)).)M@G)l)&l)ﬁwwlw

cabasl> a5l )
soiws Sl ik e abisls S oy Ve 4 slyT abisls asl b (h) SO ogd Jlab Bl Gasie

3,8 o3latwl Olgs go o yiws 3 s3T abisl> g abisl> JS" 02> sl show memory

Router#show memory

Head Total(b) Used(b) Free(b) Lowest(b) Largest(b)

Processor 6572AD00 915231348 27009876 888221472 374721396 361583220
1/0 C000000 67108864 5856500 61252364 61233808 61232028

Router#

s 6 S G pilSe Sl cbliz 03,8 Jlab Y
05 Ol3es &1 el Ko 39750 Al ko 398 0n £lil 6305 sloug s Sig) Ky o alKin
.),»;: oowlwsh)lm u:«{l.oa k_;l/p )35) .b.w,.;b.)}»;: 99)) CJ.&L”.L:{\"’ J§|A>

Router(config)# memory reserve critical 1000
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g5 Jud b CPU wliw! 4 by 0 SNMP jlaia ¥

SNMP

no ,giuw> jl ol 03,5 Jd e jshin 45 590 o0 oolatwl Al )y Dljgas <o uae 9 Giul sl o SNMP

g oo 03kl ladsns 4o )5 snmp-server

5,5 eslawl Olgs o0 ol agent Oaus &l » show snmp gsws I

Router# show snmp
%SNMP agent not enabled
Router#

295 b b i Jole 0T S35, sl el Sl 2,50 SNMP 4ol

ol |)>| Js o (’Eﬁj}“’ L »9) 89 45" SNMP agent «, .).»l,SGA as @LQW QJ; 3945 .\
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Router(config)# access-list <ACL#> remark ACL for SNMP access to device
Router(config)# access-list <ACL#> permit <SNMPserverl>
Router(config)# access-list <ACL#> permit <SNMPserver2>
Router(config)# access-list <ACL#> deny any log

39350 ARP Jslaz 9 b e slo TP uyoT aoa 56kl 0L SNMP ¥ ases 5l oslizwl &g )5 .Y

g
! Define an SNMP view which denies queries to download the full IP routing and ARP tables
Router(config)# snmp-server view <restricted-view 1> internet included
Router(config)# snmp-server view <restricted-view 1> ipRouteTable excluded
Router(config)# snmp-server view <restricted-view 1> ipNetToMediaTable excluded
Router(config)# snmp-server view <restricted-view 1> at excluded
S b (51 921
uRPF

g plasl o5 Joloe b g e Jlab il & 3 URPF aSeolsia
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Router(config)# interface <Type Number>
Router(config-if)# ip verify unicast source reachable-via rx

394 (S S URPF ST el bl ol b das e a8 puad il 5o Y

Router(config)# interface <Type Number>
Router(config-if)# ip verify unicast source reachable-via any

f ey ad
g Jlad 95 0l Sl b ol [ cw yiws ad 51 b s 5ug2s ol 5> LU URPF sg9ae >

Router(config)# interface <Type Number>
Router(config-if)# ip verify unicast source reachable-via rx

Soudd g >l o3

oo oy e

R ralgu‘l o dole KLY Y cole sy )

Router(config)# interface type slot/port Router(config-if)# switchport mode access

3,5 Joe b 505 Gbes 4 s g Sl Glosgame 9y 1 S ol 05,5 b e sl n

Router(config)# interface range type slot/first-port — last-port
Router(config-if)# switchport mode access

55,8 Jlsb b 5 st 3l osbizl b aial 4xsln o5 L STP Sy

Router(config)# interface type slot/port
Router(config-if)# spanning-tree portfast
Router(config-if)# spanning-tree bpduguard enable

.);J.M:J«LL, 2D u::g)‘blmg"))}g )l 6‘039W Gg)fBDPU .))lf u.); (JL!B le),

Router(config)# interface range type slot/first-port — last-port
Router(config-if)# spanning-tree portfast
Router(config-if)# spanning-tree bpduguard enable
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Router(config)# interface type slot/port

Router(config-if)# shutdown
Router(config-if)# switchport access vlan <vlan_ID>

)i) )91»:.) )l oalazwl 09 VLAN gx.:' PE) LQUT U.)l.) )|)§ 9 LQC)),J )l Ls|o..>g)aw U..); dl.xﬁ ),:.r_ lej"
3 gu 50 03wl
Router(config)# interface range type slot/first-port — last-port

Router(config-if)# shutdown
Router(config-if)# switchport access vlan <vlan_ID>
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