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service timestamps debug datetime localtime show-timezone msec

service timestamps log datetime localtime show-timezone msec

22 G, i b Klgs e 0ai 3ls OLis PST Olgie 4 Jlo ol 3 a5 03,008 4l Ol ddbrie

clock timezone EST -5

:.)9.4.2 dl.z.’i

20 S, g b Lles o cuwl 0ol o3ls OLis PDT (sl b ¢l Lo a5 0liob Juad olakass

clock summer-time EDT recurring

:.)9.»:: dl&‘)

access-list 10 remark ACL for NTP Servers and peers

access-list 10 permit <NTPserverl>
access-list 10 permit <NTPserver2>
access-list 10 permit <NTPpeer1>
access-list 10 deny any log

!

ntp access-group peer 10

access-list 15 remark ACL for NTP clients
access-list 15 permit <Client1>

access-list 15 permit <Client2>

access-list 15 deny any log

!

ntp access-group serve-only 15

X9 S905e ACL b wiily o 505 NTP ol j2iee




“iﬂ!j ‘E}“;’ = 2 & 5 JERRLTT e =, PRCE 1 PO 1Y
- Lt 0> dlﬁj‘“ 9 “Jlnu E)lbl olheole Uil g g sbe s
o i, s e el Al yiuy b Sl i

ntp source <Loopback or OOB interface>

NTP Moles rolgu‘l Sl 9 9 o, MDS LS a5 ol NTP Caga >l s ralf ool
239 03wl

ntp authentication-key <key#> md5 <strong8charkey>

ntp trusted-key <key#>

ntp authenticate

ntp update-calendar

19 o0 a5 ) (60 S et L NTP (gla g
ntp server <NTPserver1>
ntp server <NTPserver2>

1395 o0 Sy py Sy Hetwd b 3 NTP (sliea 52
ntp peer <NTPpeerl>
ntp peer <NTPpeer2>
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per-interface 6‘& )loT

5 (PPS) sllec 0lgs leMbl Joli a5 auibgo (o ,iws 5 per-interface sla,lo] (oK 10S 3
oo Fwd > show interface )giws jl oslatwl b wlgs oo per-interface sl Asbe BPS) kb (sl
38 8

Router#show interface gigabitEthernet 4/48

GigabitEthernet4/48 is up, line protocol is up (connected)

Hardware is C6k 1000Mb 802.3, address is 0013.5f21.6¢80 (bia 0013.5f21.6c80)
Description: cr17-3845-1 fe0

Internet address is 10.139.5.8/31

MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, 1000Mb/s

input flow-control is off, output flow-control is off

Clock mode is auto

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:03, output 00:00:00, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/15005/235 (size/max/drops/flushes); Total output drops: 1
Queueing strategy: fifo

Output queue :0/40 (size/max)

S minute input rate 4751000 bits/sec, 3006 packets/sec

5 minute output rate 4499000 bits/sec, 2755 packets/sec

L2 Switched: ucast: 19841909032 pkt, 3347755205145 bytes - mcast: 96885779 pkt, 5131184435 bytes
L3 in Switched: ucast: 27282638229 pkt, 5095662463006 bytes - mcast: 94 pkt, 5191 bytes mcast
L3 out Switched: ucast: 43107617667 pkt, 7275264441541 bytes

47118207406 packets input, 9306459456266 bytes, 0 no buffer

Received 83653389 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 649 overrun, 0 ignored

0 input packets with dribble condition detected

43210876182 packets output, 8089398934796 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets
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0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

25 0ol Sledbl osls 15 G b el o Kon j5 0T 435 sl 8 5 [0S Kuww pipe giws

bl, K)o ST 9 5399 C}., 42,95 g,(g@).w salivne t5|)4. Jle uly.c 4 Ogu oolazwl Ll SIS

:r‘,{)l.)

Router#show interface <interface-type numer> | include 1 minute
1 minute input rate 54307000 bits/sec, 17637 packets/sec
1 minute output rate 119223000 bits/sec, 23936 packets/sec

Gole L) Hansis ghie 4 Llg e (SlAids G090 SO (b s Wb (29,5 b S2909 F 5 iAze

Al e )l

S sl el oY ol 033 b sl Sl Gols Luld K s 45 assT 0w el el
:r,.i)l.) .b.)l) ox)u QJ;

Router#clear counters <interface-type number>

Per-Interface IP 099 oAb

bil, & 69y p o0 a0, Su IP Gla 59 5,90 o per-interface o559 Sledbl (SKuuw 10S 55
Adbon dde [l Jl> )5 ACL pU b ojleds (plulils sl sgiws onl (pols sb 45058 0 &)1 el
bl oo w yiwd ) show ip interface )giws b per-interface 63,9 ledbl

Router#show ip interface <interface-type number>
!

Router#show ip interface FastEthernet 2/0
FastEthernet2/0 is up, line protocol is up
Internet address is 198.133.219.6/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is 110

Proxy ARP is disabled
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Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are never sent

ICMP unreachables are always sent
ICMP mask replies are never sent

IP fast switching is enabled

IP fast switching on the same interface is disabled
IP Flow switching is disabled

IP CEF switching is enabled

IP Feature Fast switching turbo vector

IP Feature CEF switching turbo vector
IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF
Router Discovery is disabled

IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Policy routing is disabled

Network address translation is disabled
BGP Policy Mapping is disabled

WCCP Redirect outbound is disabled
WCCP Redirect inbound is disabled
WCCP Redirect exclude is disabled
Router#

sgiwd .S oo 45l |, per-interface uURPF oul drop (sladiug sl show ip interface )giws (yaizxon

.)9.5.) 05 laiwl ledbl L)'il L) (S D )95.«44 L) -’-’|95c5° M 10S PR plpe

Router#show ip interface <interface-type number> | include 1 verification
!

Router#show ip interface FastEthernet 2/0| include veri

IP verify source reachable-via ANY

794407 verification drops

1874428129 suppressed verification drops

IP Sl 33 s yloT
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4 by S5 Ao Sl b pald kel Sledbl TP Sl OB bl (g TOS 5
show ip  eiws b Ll oo TP Sl 5 LT (sdu iz Kbl 5 uzea 9 UDP TCP ICMP Gy 5
3,58 51,8 G iws o traffic

Router#show ip traffic

IP statistics:

Rcvd: 4744853 total, 4650886 local destination

0 format errors, 0 checksum errors, 0 bad hop count

0 unknown protocol, 0 not a gateway

0 security failures, 0 bad options, 0 with options

Opts: 0 end, 0 nop, 0 basic security, 0 loose source route
0 timestamp, 0 extended security, O record route

0 stream ID, 0 strict source route, 0 alert, 0 cipso, 0 ump
0 other

Frags: 0 reassembled, 0 timeouts, 0 couldn't reassemble
0 fragmented, 0 fragments, 0 couldn't fragment

Bcast: 1432237 received, 9 sent

Mcast: 3156376 received, 3147383 sent

Sent: 3213086 generated, 284 forwarded

Drop: 42692 encapsulation failed, 0 unresolved, 0 no adjacency
0 no route, 0 unicast RPF, 0 forced drop

0 options denied

Drop: 0 packets with source IP address zero

Drop: 0 packets with internal loop back IP address

ARP statistics:

Rcevd: 1419832 requests, 4643 replies, 300822 reverse, 0 other
Sent: 1057 requests, 4897 replies (0 proxy), 0 reverse

a5 lag)bual asis ly Sl gz cul bie Jls B plicus Gl s ol

.Jj)GA

2038”0 a5l |, uRPF ol drop sladin, LT show ip traffic jgiws cpuioxed

Router#show ip traffic | include RPF
0 no route, 124780722 unicast RPF, 0 forced drop

PRI PR 1)
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Router#show processes cpu

23,8 13 eslaxl 5 90 Klg5 0 CPU hags (b mas Oledbl B3> )ghiie 45 9K IOS 5 pipe giws

Router#show processes cpu | exclude 0.00%_0.00%_ 0.00%

CPU utilization for five seconds: 38%/26%; one minute: 40%; five minutes: 43%
PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
5192962596 13452649 14343 0.00% 0.52% 0.44% 0 Check heaps

15 4227662201540855414 274 0.65% 0.50% 0.49% 0 ARP Input

26 2629012683680473726 71 0.24% 0.29% 0.36% 0 Net Background
50 9564564 11374799 840 0.08% 0.07% 0.08% 0 Compute load avg

51 15291660 947844 16133 0.00% 0.03% 0.00% 0 Per-minute Jobs

58 15336356 92241638 166 0.08% 0.02% 0.00% 0 esw_vlan_stat pr

67 10760516 506893631 21 0.00% 0.01% 0.00% 0 Spanning Tree

68 31804659682556402094 1244 7.02% 7.04% 7.75% 0 TP Input

69 25488912 65260648 390 0.00% 0.03% 0.00% 0 CDP Protocol

73 16425564 11367610 1444 0.08% 0.02% 0.00% 0 QOS Stats Export
81 12460616 1020497 12210 0.00% 0.02% 0.00% 0 Adj Manager

82 442430400 87286325 5068 0.65% 0.73% 0.74% 0 CEF process

83 68812944 11509863 5978 0.00% 0.09% 0.11% 0 IPC LC Message H
95 54354632 98373054 552 0.16% 0.12% 0.13% 0 DHCPD Receive

96 61891604 58317134 1061 1.47% 0.00% 4.43% 0 Feature Manager

> g0 as )3;@ O gano 6{.:_9|)3 Cg):> 9 39,9 le)-.’ s ua}LZ: ‘o.x})'b).g S5l eslanwl YL Hlusae

ool Sl K eole cunsy calis 9 4l o i SlaeKiws el sgde K5l 5 6,80

Syslog saldl> AlwT jluid
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Router(configy#memory free low-watermark processor <kilobytes threshold>
Router(configy#memory free low-watermark io <kilobytes threshold>

D9 dgu upL> aliw] 2> 5l ).Z.af S92 g0 .)l)T absl> as” L D59, g L;.x»)&:a laasliwl as GAK&
e Olgie & 5 o oy EXbl 5 00 Gaiin ST 31 YL 10y 0 s3mg ST abiils a5 L
33 5 0 3y ) (29,5 ik ead Gasie Sl 4>l S ST adisls o e

000029: *Aug 12 22:31:19.559: %SYS-4-FREEMEMLOW: Free Memory has dropped below 2000k

Pool: Processor Free: 66814056 freemem lwm: 204800000

Example output when available free processor memory recovered to more than the specified threshold
000032: *Aug 12 22:33:29.411: %SYS-5-FREEMEMRECOVER: Free Memory has recovered 2000k
Pool: Processor Free: 66813960 freemem_Iwm: 0

S Gl ylid sl Al 4,5

LS o gl |y ol o8 ois o prlie o olKin i & 399 5l cilnn Uly5 3K 10S
oD )3 9 39dsa 9050 By cud sl b oKy 9, p AbSl Sl At G (Siag cnl Sl eslal
35S0 b o) s9ies b gy s sy abiils 55, 590 Salss

Router(config)# memory reserve critical <kilobytes>

SNMP (§ 30 31 CPU & pao Al gdaw 31 ygus ylunid

b sl b 5l 508l b 56 0asls 0 5l eslaul o 355 oo oyl Sk
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13,5 (34,5 process cpu threshold giws b wilgs oo CPU &iliw] i joue jloia

Router(config)# process cpu threshold type {total | process | interrupt} rising <percentage>
interval <seconds> [falling <percentage> interval <seconds>]

O 5l G sl oadslo g STTA 5l oo eolain] s )0 SNMP wiy G L)l (6l Jlie ylgie 4

il 4l O 5 i Gl TV 5l S B pan g 4l
Router(config)# snmp-server enable traps cpu threshold
Router(config)# snmp-server host 172.26.150.206 traps public cpu
Router(config)# process cpu threshold type total rising 80 interval 5 falling 20 interval 5

Process Cpu ,giws lawgs CPU B pan ol Jgoz ple g Sledbl 39,9 75 (55, 2 45 ol g
13,5 olx] Codgue

Router(config)# process cpu statistics limit entry-percentage number [size seconds]

ia”ub Y. . |) (5’L°) O)l.vj BW-JR) f. ).:l).: |) oledbl 39,9 C)J u|95(5A 4.:9{?6)&.)(50 UL\:/J 20 dl.iA

:_s)f[,,.:i':.;j

Router(config)# process cpu statistics limit entry-percentage 40 size 300
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MAC 38T cunog Jouo
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Router#tshow mac-address-table

L Soliwl &g 4 aol dlozr ol oo 00 0,055 MAC 6L{huu)3T 390 3 Sledbl Jolss 9,5
interface 9 VLAN 56 5 cuwl jai> Jgdz > 0og pol> 0l ow o 51,5 Lgy & pgmo 4
by, o

:r‘,{)b Catalyst6500 ;5 MAC 0100.5¢00.0128

Router# show mac-address-table address 0100.5¢00.0128
Legend: * - primary entry

age - seconds since last seen

n/a - not available

vlan mac address type learn age  ports
+ + S +
Supervisor:

* 44 0100.5¢00.0128 static Yes - Fa6/44,Router
* 10100.5¢00.0128 static Yes - Router
Module 9:

* 44 0100.5¢00.0128 static Yes - Fa6/44 Router
* 10100.5¢00.0128 static Yes - Router

mac- ,giwd b Ailgs o0 0a5le (BL slas Hlaie 9 MAC Address Jgaz ,5 oais 0,053 MAC ool slaws
> catalyst 6500 G 5 ol Ml K sl (29,5 Aiges K394 03ls Olis address-table count
Wl 0345 030 ULLJ ).3.)

Router# show mac-address-table count slot 1
MAC Entries on slot 1 :

Dynamic Address Count: 4

Static Address (User-defined) Count: 25
Total MAC Addresses In Use: 29

Total MAC Addresses Available: 131072
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45,8 5L MAC law)al .as salss o e o Ko 0bo) 4 4595 L MAC Address Jsas slass,g
:.); Jl) 22D )gRwd Lv ul,SGA |) l{y O )guo A 0l

clear mac-address-table dynamic

SLICL ST L
oslatwl lemc,S,,w 9 led)),.g: Ag..\.ll )l UL.:.o.bl d,m ),B.'uo L®) J.ll.: oli:.w.) gﬁi PA} )La LSLQC))% 9 Lﬁd}w
l.3 u|9jL5‘° |) )l.) QSLQC)),.” Lﬁdaf,.w ‘M 10S 2 JJ,.A.:: )@ A dlﬂ ).:.C- 6)9).1.5).3.&- l.: 8IS

23,5 s 3aliwe show control-plane host open-ports giw>

Router#show control-plane host open-ports
Active internet connections (servers and established)

Prot Local Address Foreign Address Service State

tcp *:22 *:0 SSH-Server LISTEN

tep *:23 *:0 Telnet LISTEN

tcp *:63771 172.26.150.206:49 I0S host service ESTABLIS
udp *:49 172.26.150.206:0 TACACS service LISTEN
udp *:67 *:0 DHCPD Receive LISTEN
Router#

394 o0 03wl show ip sockets siws 5l UDP slacs 90 03 5 > g

Router#show ip sockets

ol 00 03l OIS 55 L (29,5 Aiges S

Router#show ip sockets

Proto Remote Port Local Port In Out Stat TTY OutputlF
17 0.0.0.0 0 198.133.219.6 67 0 0 2211 O

88 --listen-- --any-- 1000000

17 172.26.150.206 49 172.26.159.16549 0 0 21 0

17 --listen-- --any-- 1610010

17 --listen-- --any-- 16200110

17 --listen--  --any-- 56443 0 0 1 O

17 172.26.150.206 514 172.26.159.165 55759 0 0 210 O
Router#

J.),.JJ o3l ULLJ ).3.) C)I),J.w.) l.a 4.19)./: 93 > J.Z.)|9JL50 )l.a LSLQQ)}.’. JOS M > GLQW 0
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Router#show tcp brief all
Router#show tep tcb

s3lizu] TCP i curdg 9 uaie 3 lawe [P wysT 0aus cug> show tep brief all soiuwd Sl oslatwl
! 559y g sad eslatwl J3ls awlis K a8’ (TCB) Jlsl J,u8 Sl uimed joiws ol g o0

D gul 0 o5 lawl
Router#show tcp brief all
TCB Local Address Foreign Address (state)
661BB46C 172.26.159.165.49128 172.26.150.206.49 ESTAB
6612A398 198.133.219.6.179 198.133.219.10.11003 ESTAB
20465FC8 172.26.159.165.22 172.26.159.164.15774 ESTAB
50711308 198.133.219.6.16422 198.133.219.5.179 ESTAB
661B9248 172.26.159.165.19110 172.26.150.206.49 CLOSEWAIT
6612ACC4 *.179 198.133.219.5.* LISTEN
661294C0 *179 198.133.219.10.* LISTEN
Router#

2394 50 03wl TCP s G (6l 0 Juaiin 9 oo slacS guw 0 3alis (sl show TCB TCP g

Router#show tcp tcb 20465FC8

Connection state is ESTAB, /O status: 1, unread input bytes: 0

Connection is ECN Disabled, Mininum incoming TTL 0, Outgoing TTL 255
Local host: 172.26.159.165, Local port: 22

Foreign host: 172.26.159.164, Foreign port: 15774

Connection tableid (VRF): 0

CDP JSGg ) 090 39 SbAwo g

Sl Y Y s Lol b a5 il oo oK laolKiws cads JSG9 5 K (CDP) oK ololids SS9 50
3550, 5535 L oledbl Jols 4 g slaolKiws b sas o

@ Cams CDP does )5 ogd 0 oobiw 3 ol b olblsyl 9 (5l e & yg0 4 CDP oledbl
15l a8t il ) o Sy 3550 53 el Sledbl slidl dlon 1 ablge iy eslituls g

ASCS SHelees 9 559, Jw ol 5l P A JP u»)bT
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)l Cawl &,le CDP (silwepal o9y o i
abhi-a,-abi clw ) ;5 CDP 05,8 Jlas @
o Sl s Sl 5)90 &5 Sladal, b g 650 GlaelKiws )5 CDP 058 Jle e @
LAN L iws &) O
<ol Jlsl ad o
extranret aJ O

SPE 6[&.&3‘) LsﬁlAS O

:35,5 Jled ue no cdp run gl oslatwl b 2ilgs co mg s ol 39 03 osliiw] (stial Jluwe b

Router(config)#no cdp run

1355 Jled ue no cdp runjl eslazwl b per-interface < g045 Llgs5 0 CDP lans

Router(config)# interface <interface-type number>
Router(config-if)# no cdp enable
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Router#show cdp neighbors
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cr18-7301-1#sh cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge , S -
Switch, H - Host, I - IGMP, r - Repeater
Device ID Local Intrfce Holdtme Capability Platform Port ID
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Router(config)#logging source-interface <interface>
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Router(config)#logging host <syslogserver>
Router(config)#logging trap <level>
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Router(config)#logging facility <facility>
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Router(config)#logging rate-limit 5
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Router(config)#logging rate-limit 1 except 2
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SPAN / RSPAN
) diw a5 cuwl IOS oK sla S 59 ale> 51 Remote Switchport (SPAN / RSPAN) ¢ Switchport
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Router(config)# vlan access-map capturel 10
Router(config-access-map)# match ip address net 10
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Router(config-access-map)# action forward capture
Router(config-access-map)# exit
Router(config)# vlan filter capturel vlan-list 2, 4-6

Router(config)# interface interface
Router(config-if)# switchport capture
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