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e  Cisco Discovery Protocol (CDP)

e Directed Broadcast

e  Finger

e Maintenance Operations Protocol (MOP)
e [P BOOTP Server

e [P Redirects

e [P Source Routing

e PAD
e Proxy ARP
e Ident

e TCP and UDP Small Servers

Cisco Discovery Protocol (CDP)
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Router(config)# no cdp run
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Router(config-if)# no cdp enable

Directed Broadcast
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Router(configif) # no ip directed-broadcast
Finger
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Router(config) # no service finger
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Router(config) # no ip finger

Maintenance Operations Protocol (MOP)
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Router(config-if) # no mop enabled
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IP BOOTP Server
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Router(config) # no ip bootp server

IP Redirects
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Router(config-if) # no ip redirects

IP Source Routing
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Router(config) # no ip source-route

PAD
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Router(config) # no service pad
Proxy ARP
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Router(config-if) # no ip proxy-arp

Ident
S8 Cusa b sas o ool (s 4 &S cwl (SS9, TCP Client Identity Protocol (Ident) JsGg 5
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Router(config) # no ip ident

TCP and UDP small Servers
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Router(config) # no service tcp-sm all-servers
Router(config) # no service udp-sm all-servers

Infrastructure Protection Access Control Lists (iACLs)
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! Deny your infrastructure space as a source of external packets
access-list 101 deny ip your_infrastructure block any
1--- Deny special-use address sources.

1--- See RFC 3330 for additional special-use addresses.
access-list 101 deny ip host 0.0.0.0 any

access-list 101 deny ip 127.0.0.0 0.255.255.255 any
access-list 110 deny ip 192.0.2.0 0.0.0.255 any
access-list 110 deny ip 224.0.0.0 31.255.255.255 any

! Deny RFC1918 space from entering AS

access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 172.16.0.0 0.0.15.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any

S,b 4 (SSH L 9 SNMP OSPF BGP J2a) jlxe (pde 5 Ju8 lackals 4 b pos Josle
4 lre oKl sl il b el 5L ke (aed 4085 Haue o5l Al cale s J3ls Sl e
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G G o9 S sl ad e 9 el sl SlacKil s gae 5l s bl Sl (5 Lo sl (S
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! Permit eBGP session

access-list 101 permit tcp host bgp_peer host local ip eq 179
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access-list 101 permit tcp host bgp _peer eq 179 host local ip
! Permit OSPF

access-list 101 permit ospf host ospf neighbor host 224.0.0.5
! Permit DR multicast address, if needed

access-list 101 permit ospf host ospf neighbor host 224.0.0.6

access-list 101 permit ospf host ospf neighbor host local ip

! Deny all other access to infrastructure
access-list 101 deny ip any your infrastructure block

4" W5gu S L g sl Mlé)ycb)bl L;bLo ;i:sl)JGALoSl.:Af_\).;LSA).Lu)A 63[.@.»9[0)[.@.? Josle
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! Permit transit traffic (ISP), enterprise inner iACL
access-list 101 permit ip any any
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Receive Access Control Lists (rACLs)
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Control Plane Policing (CoPP)
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