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<parameter name="NetworkTimeout" description="Timeout for blocking network calls (in seconds). Use -1 for no timeout." type="S16">
<default>60</default>
</parameter>

<parameter name="TargetIp" xdevmap="TARGET IP V4 ADDRESS" description="Target IP Address" type="IPv4"/>

<parameter name="TargetPort" xdevmap="TARGET PORT" description="Port used by the Double Pulsar back door" type="TcpPort">
<default>445</default>

</parameter>

<paramchoice name="Protocol" xdevmap="DOUBLEPULSAR PROTOCOL TYPE" description="Protocol for the backdoor to speak">
<default>SMB</default>
<paramgroup name="SMB" description="Ring © SMB (TCP 445) backdoor">
</paramgroup>
<paramgroup name="RDP" description="Ring © RDP (TCP 3389) backdoor">
</paramgroup>

</paramchoice>
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mineXMR.com =

Fast and Reliable PPLNS Monero Mining Pool since 2014

Key Pool Features

Multiple global mining servers and daemons for stability
PPLNS payment method for best profit

DDOS Protection reducing downtime

Monitoring of each rig add .workerlD to username

Hashrate history easily keep track of your hashrate

Custom Difficulty append +DIFF to address (min +20001)
Direct to exchange mining - all address types supported
Custom Payment Threshold for standard wallets

Free Payments above your threshold

Optional Manual Payouts (fee 0.004XMR) below your threshold

Important PoW change on 6th April 2018

There was a change to the PoW used by Monero.

Updated miners: XMRig 2.5, Cast XMR 0.9.0, xmr-stak 2.3.0, Claymore v11.3

Botnets / webminers are not supported and will be banned. Any legitimate high-worker
count operation (ie more than 100 miners) should use xmrig-proxy, which allows you to
manage your miners efficiently.

Network

@ Hash Rate: 475.19 MH/sec

© Block Found: 2 minutes ago
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Game Over Good Luck By Wind

FunctionMstsc

FunctionMmc

FunctionRegedit

FunctionTaskmgr

FunctionCMD
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TermService
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SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
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e N.exe
e S.exe
e Svchost.exe
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« All of the v-+ files dropped in 1IS

« C:\Program Files(xAs)\svchost.exe

« C:\Program Files\AppPatch\mysqgld.dlI

o C:\Program Files(xA#)\StormlIl\mssta.exe

o C:\Program Files(xAs)\StormlI\*
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e https://securityintelligence.com/news/new-crypto-mining-malware-zombieboy-
exploits-multiple-cves-for-maximum-impact/

e https://securityaffairs.co/wordpress/Va - Y - /malware/zombieboy-monero-miner.htmi

e https://www.alienvault.com/blogs/labs-research/zombieboy

e https://medium.com/@SwiftSafe/zombieboy-new-crypto-mining-malware-exploits-
multiple-cves-edaYAcYao# VYA

e https://www.howtogeek.com/Y \ \ #4 f/cryptocurrency-miners-explained-why-you-dont-

want-this-junk-on-your-pc/




