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. . | Cannot create file "C:\Users\UB-CERT\Desktop'desktop.ini”. Access is
denied.

ZOLDON Crypter V3.0

Alert: Your computer and Files are encrypted By Zoldon Virus
$150 within 24 hours. $400 after 24 hours
Write this information down——
' d Email: zoldon-staff@mail.ru

Bitooin QR

How to Remove the virus ?

After the payment send to Bitcoin Address ,

send a Email to [zoldon-staff@mail.ru] containing Your Machine ID
Once payment is received you will get the decryption password

and simple instructions to restore all your files and computer to normal
instantly

Without the decryption password you will not get them back.

If we do not reach the amount within 72 hours
We will publish all the contents of your device on the Internet

= IF YOU LOOSE THIS INFO YOU WILL NOT BE ABLE TO CONTACT US
Start Time

Your Files will be lost on Bitcoin Address: 1AHhnEDUHS1AFkSdcg3nQRZEPHs1QECALY Copy
Machine ID: 0000034C38F73 Copy

Password:
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Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions E E

Address 1AHRNEDUHS1AFKSdcg3nQRZEPHs 1QECALY No. Transactions 0

Hash 160 65e1d425a1c1151c8b10db35b47b5a03fale578 Total Received 0BTC -
Final Balance 0BTC : .j

[=]

Request Payment  Donation Button
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. v Computer » Local Disk (C) » Windows »

.08

Organize « 3 Open Include in library + Share with + Burn Mew folder
¢ Eavori Mame Date mc:dvified Type Size
w0 Favorites ] - . P =
Y winhlp32.exe 7/14/2009 5:44 AM Application 10 KB
Ml Desktop _ ) R i
twunk_32.exe 7/14/2000 5:44 AM  Application 31 KB
4 Downloads - - . . .
. || mib.bin 7/14/2009 3:36 AM  BIN File 43 KB
1=l Recent Places = i ~ ) o B
%) twain.dll 6/11/2009 211 AM  Application extens... 93 KB
o Libear [ twunk_16.exe 6/11/2008 211 AM  Application 49 KB
LS B systemini 6/11/20091:38 AM  Configuration sett... 1KB
@ Documents P . o .
J Musi || WMSysP9.prx 6/11/20091:22 AM  PRX File 310 KB
He 4 | msdfmap.ini 6,/11/20091:06 AM  Configuration sett... 2KB
(&5 Pictures . ;
B vid = Starterxml 6/11/20091:01 AM XML Decument 48 KB
aees =) Enterprisexml 6/11/20091:00 AM XML Document 53KB
_ | . Temp 8/23/2018 110 PM  File folder
18 Computer - -
- J inf 8/15/20189:27 AM  File folder
&, Local Disk (C3) ) )
J System32 8/15/20189:27 AM  File folder
. Registration 7/25/201810:23 AM  File folder

[ S NP

ey v| . v Computer » Local Disk (C:) » Windows »
T —— S ——
Organize = j Qpen ~ Print Burn Mew folder
¢ Favorites Mame Date modified Type Size
Bl Desktop | || WindowsUpdate.log 8/23/2018 11:10 AM  Text Document 110 KB
4. Downloads | setupact.log 7/25/2018 10:21 AM  Text Document 30 KB
f,._"- Recent Places || bootstat.dat 772572018 10:21 AM  DAT File 66 KB
| PFRO.log 7/22/2018 10:31 PM Text Document 21 KB
4 Libraries || Dtclnstall.log 3/3/2018 2:31 AM Text Document 4 KB
(ST — = o — _
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Organize L | Open Share with + Burn MNew folder
<% Eavorites MName Date modvified Type Size
Bl Desktop | MTUSER.DAT 8/23/2018 1:16 PM DAT File 1,280 KB |
& Downloads | ntuser.dat.LOG1 8/23/2018 1:16 PM LOG1 File 256 KEI|
1= Recent Places NTUSER.DAT{01688... 3,/2/2018 3:05 PM REGTRAMS-MS File 512 KB
NTUSER.DAT{01688... 3,/2/2018 3:05 PM REGTRAMS-MS File 512 KB
=l Libraries NTUSER.DAT{01688... 3/2/2018 3:05 PM BLF File G4 KB
@ Documents ntuser.ini 3/2/2018 3:02 PM Canfiguration sett... 1KB
d"ﬂ Music ntuser.dat.LOG2 o LOG2 File 0O KB
[B5] Pictures | i Desktop 8/23/2018 1:08 PM File folder |
B# videos & Downloads 8/15/2018 10:15 AM  File folder
| My Decuments 7/16/2018 2:52 PM File folder

oo UB CERT » AppData » Local » Temp 3
T ————

COrganize « E Open Share with « Burn Mew folder
S Favorites MName Date mod‘ified Type Size
Ml Desktop | | Ipksetup-20180823-130559-0.log 8/23/2018 1:06 PM  Text Document 4 KB|
& Downloads | || Ocejhapo 8/23/2018 12:31 PM  File 1 KB|
=l Recent Places || jusched.log 7/25/2018 10:27 AM  Text Document 185 KB
| wmplog05.5qm 1/22/2018 5:54 PM SQM File 2KB
4 Libraries || ~DFO3ESZEOSDAALO0EL. TMP 7/18/2018 1:08 AM  TMP File 0KB
lpksetup-Y« YA+ AYY-\ Y+ 004-+.log L (gl sima
7| Ipksetup-20180823-120550-D.log - Natepad =i

File Edit Format View Help

[L3:05:59:606 : INFO: _wseTlocale returns: Eng'l'lsh_umted states.1252
13 606 : PERF: ChsClient::Initialize -
: INFO! created Cbs session 0x269d78
! DEBUG: Found TI process (C: \mndows\serv‘lmng\TrustedInstaﬂer exe)
: PERF: Chsclient::Initialize -
: PERF: ChsClient::Initialize - ENTER
: PERF: CbsClient::Initialize - LEAVE
! PERF: Enumerating installed languages - ENTER
: DEBUG: CreaterromIdentity("microsoft-windows-client-Languagerack-rackage~31bf3856ad364e35-amd6d~en-us-6.1.7601.17514")
: DEBUG: CreateFromIdentity("Client™)
: LanguagePack en-US created.
Type: MU
¢ ddentity: microsoft-windows-client-Languagerack-rPackage-31bf3856ad364e35~amdéd-en-us~6.1.7601.17514
: WARN: Unable to open Lpksetup reg key
: DEBUG: CreateFromIdentity("Microsoft-windows-Client-Refresh-LanguagePack-Package~31bf3856ad364e35~amd64~en-Us~6.1.7601.17514")
! DEBUG: CreateFromIdentity("Client”)
: Languagerack en-us created.
type: MUT
identity: Microsoft-windows-Client-Refresh-LanguagePack-Package~31bf3856ad364e35~amd64~en-UsS~6.1.7601.17514
! WARN: unable to open kasetu? reg key
1 PERF: Enumerating installed anguages - LEAVE
: INFO: Session 0x269d78 finalized, reporting no required reboot
: INFO: destroying ChsSession 0x269d78
i INFO: attempt to re-finalize session 0x269d78 not acted on
: PERF: Restorepointeénd - ENTER
: PERF: RestorePointEnd - LEAVE
: DEBUG: Cleaning working path in a new process

Ocejhapo ;b (gl s

Hex Workshop - [C\Users\UB-CERT\AppDataLocal\TempOcejhapo]
File Edit Disk Options Tools Plug-Ins Window Help

ICHS® (YE B o - @B
8 el @E m

G| 1 |2 |3 | 4 5 | 6 8 9 A B C D E | F 10 11 12 13 14 |15 0123456789ABCDEF012345
00000000 EB 52 65 67 42 €1 &3 6B 75 70 5D 0D OR 50 72 6F 78 7% 48 74 74 70 [RegBackup]..ProxyHttp
00000016 31 2E 31 3D 34 32 35 34 3% 36 37 32 3% 35 0D OA 5B 43 6F 6E 66 65 1.1=42945%67285..[Confi
0000002Cc 67 42 61 63 6B 75 70 5D 0D 0OA 43 6F G6E 6E 43 68 61 6E 67 65 64 3D gBackup]..ConnChanged=
00000042 31 0D 0A 43 6F 6GE 6E 46 6C 61 &7 73 3D 31 0D 0Aa 1..CconnFlags=1..
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UPX) with unusual entropies V.4YTA{AACAA

"Sample_°bldalVicbica®tad:caYeb®.exe.bin" has a section named "UPX+"
"Sample_°bldalVécbfca®tad:caYeb®.exe.bin" has a section named "UPX\"

A3 S ol Ol 51 s 3,0 DRI 2l BB 03 g Sl 51

pusn eax
push eax

mov eax, [esp+24h+IdleTime.dwLowDateTime]
xor edx, edx

or eax, [esp+24h+var_24]

or edx, [esp+24htvar_28]

add esp, 8

mov [ebx], eax

mov [ebx+4], edx

mov eax, [esptlCh+UserTime.dwHighDateTime]
xor edx, edx

mov edx, eax

xor eax, eax

push edx

push eax

mov eax, [esp+24h+UserTime.dwlowDateTime]
xor edx, edx

or eax, [espt+24htvar_24]

or edx, [esp+24h+var_28]

add esp, 8

mov [ebx+8], eax

mov [ebx+8Ch], edx

mov eax, [esp+lCh+KernelTime.dwHighDateTime]
xor edx, edx

mov edx, eax

xor eax, eax

push edx

push eax

mov eax, [espt24h+KernelTime.dwLowDateTime]
xor edx, edx

or eax, [esp+2dh+var_24]



whplele Ublg 5 gUs ¢ lojLu

: ZOLDON Crypter VY. )\J-,élcb_ L g eslaial 550 laailbuls

oleaut¥Yy.dll | shellry.dll  user¥Y.dll version.dll winspool.drv

VariantCopy SHGetMalloc = GetDC VerQueryValueW  OpenPrinterW

ADVAPIYY.dIl | comctl¥Y.dll KERNELYY.DLL gdivy.dil msvertdll | glevy dil

RegCloseKey Imagelist_Add @ VirtualFree Pie memset IsEqualGUID
ExitProcess
VirtualProtect
LoadLibraryA
VirtualAlloc
GetProcAddress

sl by =5 asl 3 d =1 51 s ZOLDON Crypter VY'.» )lj-;\cp s S g0 Sla s o ol 5

. @Sample °blda)Vicbécacfad caVeb®.exe (PID: V¢« ¢)

(S ey S S

el wslsl (g ey slallds

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Multimedia\ActiveMovie\Filter Cache64
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Z0Idon

e wdlal slis

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Multimedia\ActiveMovie\Filter Cache64\0
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EA}\ Count\P:\Hfref\HO-PREG\Qrfxgbc\Fnzcyr_506qn174po4pn54nq0pn7ro5.rkr
HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Run\ZOldon: "C:\Users\UB-
CERT\Desktop\Sample_5b6dal74cb4ca54ad0ca7eb5.exe”
HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Z0Idon\start: "8/20/2018"
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Ad-Aware
Arcabit

AVG
BitDefender
ClamAv
Cylance
DrWeb

eScan
F-Secure
GData
Jiangmin
K7GW
Malwarebytes
McAfee
Microsoft
Qihoo-360
Sophos AV
Tencent
TrendMicro-HouseCall
Webroot

ZoneAlarm

bbb RPEPPEPRPPEPEPDEPDPPDPD

Trojan.GenericKD.31162221

Trojan.Generic.D1DB7F6D

Win32:MdeClass

Trojan.GenericKD.31162221

Win.Trojan.Agent-6641204-0

Unsafe

Trojan.Encoder.25821

Trojan.GenericKD.31162221

Trojan.GenericKD.31162221

Trojan.GenericKD.31162221

Trojan.Gen.xu

Trojan ( 00510ab41)

Ransom.Zoldon

Artemis!CE20FB4C6D44

Trojan:Win32/Occamy.C

Win32/Trojan.Ransom.f73

Mal/Generic-5

Win32.Trojan.Raas.Auto

Ransom_ZOLDON.THHAOAH

W32.Malware.Gen

Trojan-Ransom.win32.Gen.kgx

Antiy-AVL
Avast

Avira
CAT-QuickHeal
Comodo

Cyren

Emsisoft
ESET-NOD32
Fortinet

Ikarus

K7AntiVirus
Kaspersky

MAX
McAfee-GW-Edition
Panda

Rising

Symantec
TrendMicro

VBA32

Zillya

AegisLab

obbPPPEPRPPEPPEPPEPEPEPPEDEPDD

Trojan[Ransom]/Win32.AGeneric

Win32:Malware-gen

TR/FileCoder.xhaoy

Trojan.GENERIC

UnclassifiedMalware

W32/GenBl.CE20FB4CIOlympus

Trojan.GenerickD.31162221 (B)

avariant of Win32/Filecoder.NMJ

W32/Filecoder.NMJ!tr

Trojan-Ransom.FileCoder

Trojan ( 00510ab41)

Trojan-Ransom.Win32.Gen.kgx

malware (ai score=100)

BehavesLike.Win32.Dropper.tc

Trj/GdSdaA

Ransom.Gen!8.DE83 (CLOUD)

Trojan Horse

Ransom_ZOLDON.THHAOAH

BScope.Trojan.Bitrep

Trojan.GenericKD.Win32.137184

Clean



