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U j0 a8 sl sas lel register_hooks «b o init hook eoalie b (S (ol 10 (6 pdscuw] RS

Sl ooy ools Lis 5

includes/Classes/Bootstrap.php

// Login | Register
add_action('init*, [$this, 'login_or_register_user']);

el 3 Oygas B ) gl o >l login_or_register_user &b < UL oS (o

includes/Traits/Login Registration.php

public function login_or_register_user() {
do_action( 'eael/login-register/before-processing-login-register', % POST );
// login or register form?
if (i t( $_POST["eael-login-submit'] ) ) {
: in();

ST[ 'eael-register-submit'] ) ) {

$_POST[ 'eael-lostpassword-submit'] ) ) {
s->send_password_reset();

f ( isset( $_POST['eael-resetpassword-submit'] ) ) {
$this->reset_password();

}

do_action( 'eael/login-register/after-processing-login-register', $ POST );
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includes/Traits/Login_Registration.php
public function reset_password() {
$ajax = wp_doing_ajax();
$page_id = 0;
if (! empty( $_POST['page_id'] ) ) {
$page_id = intval( $_POST['page_id'], 10 );
} else {

$err_msg = esc_html__( 'Page ID is missing', ‘'essential-addons-for-elementor-lite' );

$widget_id = 0;
if (! empty( $_POST['widget_id'] ) ) {

$widget id = sanitize_text_field( $_POST['widget_id'] );
} else {

$err_msg = esc_html__( 'Widget ID is missing', 'essential-addons-for-elementor-lite' );

$rp_data = [
‘rp_key' => | empty( $_POST['rp_key'] ) ? sanitize_text_field( $_POST['rp_key'] ) : '',
'rp_login' => ! empty( $_POST['rp_login'] ) ? sanitize_text_field( $_POST['rp_login'] ) :

update_option( 'eael_resetpassword_rp_data_' . esc_attr( $widget_id ), maybe_serialize(
$rp_data ), false );

update_option( 'eael_show_reset_password_on_form_submit_' . $widget_id, true, false );
if (lempty( $err_msg )){
if ( $ajax ) {
wp_send_json_error( $err_msg );

}

update_option( 'eael_resetpassword_error_

. $widget_id, $err_msg, false );
if (isset($_SERVER['HTTP_REFERER'])) {

wp_safe_redirect($_SERVER[ "HTTP_REFERER']);

exit();
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if ( empty( $_POST['eael-resetpassword-nonce'] ) ) {

$err_msg = esc_html__( 'Insecure form submitted without security token', 'essential-addons-
for-elementor-lite' );

if ( $ajax ) {
wp_send_json_error( $err_msg );

}

update_option( 'eael_resetpassword_error_' . $widget_id, $err_msg, false );

if (isset($_SERVER['HTTP_REFERER'])) {
wp_safe_redirect($_SERVER[ '"HTTP_REFERER']);

exit();

¥
if ( ! wp_verify_nonce( $_POST['eael-resetpassword-nonce'], 'essential-addons-elementor' ) ) {

$err_msg = esc_html__( 'Security token did not match', 'essential-addons-for-elementor-
lite' );

if ( $ajax ) {
wp_send_json_error( $err_msg );

}

update_option( 'eael_resetpassword_error_' . $widget_id, $err_msg, false );

if (isset($_SERVER['HTTP_REFERER'])) {
wp_safe_redirect($_SERVER[ "HTTP_REFERER']);

exit();

}
$settings = $this->1r_get widget_settings( $page_id, $widget_id);

if ( is_user_logged_in() ) {

$err_msg = isset( $settings['err_loggedin'] ) ? __ ( Helper::eael_wp_kses(
$settings['err_loggedin'] ), 'essential-addons-for-elementor-lite' ) : esc_html__( 'You are already
logged in', 'essential-addons-for-elementor-lite' );

if ( $ajax ) {
wp_send_json_error( $err_msg );

}

update_option( 'eael_resetpassword_error_' . $widget_id, $err_msg, false );
if (isset($_SERVER['HTTP_REFERER'])) {

wp_safe_redirect($_SERVER[ 'HTTP_REFERER']);

exit();

do_action( 'eael/login-register/before-resetpassword-email' );
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$widget_id = ! empty( $_POST['widget_id'] ) ? sanitize_text_field( $_POST['widget_id'] ) : '';

// Check if password is one or all empty spaces.
$errors = [];
if (! empty( $_POST['eael-passi'] ) ) {

$post_eael passl = trim( $_POST['eael-passl'] );

if ( empty( $post_eael passl ) ) {

$errors['password_reset_empty_space'] = isset( $settings['err_pass'] ) ? _ (
Helper::eael wp_kses( $settings['err_pass'] ), ‘'essential-addons-for-elementor-lite' )
esc_html__( 'The password cannot be a space or all spaces.', 'essential-addons-for-elementor-lite’

)s
}
} else {
if ( empty( $_POST['eael-passl'] ) ) {

$errors[ 'password_reset_empty space'] = isset( $settings['err_pass'] ) ? _ (
Helper::eael wp_kses( $settings['err_pass'] ), 'essential-addons-for-elementor-lite' )
esc_html__( 'The password cannot be a space or all spaces.', 'essential-addons-for-elementor-lite'

)5

if( ! empty( $_POST['eael-passl'] ) && strlen( trim( $_POST['eael-passl'] ) ) == 0 ){

$errors['password_reset_empty'] = esc_html__( 'The password cannot be empty.', 'essential-
addons-for-elementor-lite' );

}

// Check if password fields do not match.

if (! empty( $_POST['eael-passl'] ) & & $ POST['eael-pass2'] !== $ POST['eael-passi'] ) {

$errors['password_reset_mismatch'] = isset( $settings['err_conf_pass'] ) ? __
Helper::eael_wp_kses( $settings['err_conf_pass'] ), 'essential-addons-for-elementor-lite' )
esc_html__( 'The passwords do not match.', 'essential-addons-for-elementor-lite' );

}

if ( (! count( $errors ) ) && isset( $_POST['eael-passl'] ) && ! empty( $ POST['eael-passl'] )
) o

$rp_login = isset( $_POST['rp_login']) ? sanitize_text_field( $_POST['rp_login'] ) : '';

$user = get_user_by( 'login', $rp_login );

if( $user || ! is_wp_error( $user ) ){

reset_password( $user, sanitize_ text_field( $_POST['eael-passl'] ) );
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el 595 98 6 essential-addons-elementor nonce lade ;8,91 Cawds 3> 4 UL >0 aen Lo a5
&b Lug this->localize_objects$ ,xie 9o sl wpoyy ol amio o Jlake ol

D9 oo iy l0ad_commnon_asset

includes/Classes/Asset_Builder.php

// localize object

$this->localize objects = apply_filters( 'eael/localize objects’, [
'ajaxurl’ > admin_url( ‘admin-ajax.php’ ),
'nonce’ > wp_create_nonce( 'essential-addons-elementor® ),

< olexe 4 frontend_asset_load sl o s &0 jlade UL oS o a5 this->localize_objects$ .z

b awles oolaiwl wp_localize_script sb !,

includes/Classes/Asset_Builder.php

public function frontend_asset_load() {
$handle = 'eael';
$this->post_id = get _the ID();

is->elements_manager->get_element_list( $this->post_id );
load_commnon_asset();
->register_script();

wp_localize_script( $handle, 'localize', $this->localize_objects );
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https://patchstack.com/articles/critical-privilege-escalation-in-essential-addons-for-elementor-
plugin-affecting-1-million-sites/
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