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Azure DevOps Py CVE-2020-17145
Azure DevOps P CVE-2020-17135
Azure SDK P CVE-2020-17002

Azure SDK P CVE-2020-16971

Azure Sphere PP CVE-2020-17160
Microsoft Dynamics PSS CVE-2020-17147
Microsoft Dynamics RS CVE-2020-17133
Microsoft Dynamics e CVE-2020-17158
Microsoft Dynamics S CVE-2020-17152
Microsoft Edge gl CVE-2020-17153
Microsoft Edge S CVE-2020-17131
Microsoft Exchange Server RS CVE-2020-17143
Microsoft Exchange Server RS CVE-2020-17144
Microsoft Exchange Server PP CVE-2020-17141
Microsoft Exchange Server e CVE-2020-17117
Microsoft Exchange Server S CVE-2020-17132
Microsoft Exchange Server S CVE-2020-17142
Microsoft Graphics Component P CVE-2020-17137
Microsoft Graphics Component Py CVE-2020-17098
Microsoft Office P CVE-2020-17130
Microsoft Office RS CVE-2020-17128
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17145
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17135
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17002
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16971
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17160
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17147
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17133
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17158
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17152
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17153
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17131
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17143
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17144
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17141
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17117
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17132
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17142
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17137
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17098
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17130
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17128
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CVE-2020-17129

CVE-2020-17124

CVE-2020-17123

CVE-2020-17119

CVE-2020-17125

CVE-2020-17127

CVE-2020-17126

CVE-2020-17122

CVE-2020-17115

CVE-2020-17120

CVE-2020-17121

CVE-2020-17118

CVE-2020-17089

CVE-2020-17136

CVE-2020-16996

CVE-2020-17138

CVE-2020-17092

CVE-2020-17139

CVE-2020-17103

CVE-2020-17134

ADV200013

CVE-2020-17148

CVE-2020-17159
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17129
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17124
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17123
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17119
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17125
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17127
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17126
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17122
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17115
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17120
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17121
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17118
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17089
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17136
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16996
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17138
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17092
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17139
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17103
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17134
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV200013
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17148
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17159
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Visual Studio RS CVE-2020-17156
Visual Studio RS CVE-2020-17150
Windows Backup Engine P CVE-2020-16960
Windows Backup Engine RS CVE-2020-16958
Windows Backup Engine P CVE-2020-16959
Windows Backup Engine P CVE-2020-16961
Windows Backup Engine RS CVE-2020-16964
Windows Backup Engine P CVE-2020-16963
Windows Backup Engine RS CVE-2020-16962
Windows Error Reporting P CVE-2020-17094
Windows Hyper-V e CVE-2020-17095
Windows Lock Screen RS CVE-2020-17099
Windows Media N CVE-2020-17097
Windows SMB N CVE-2020-17096
Windows SMB N CVE-2020-17140

https://www.zdnet.com/article/microsoft-december-2020-patch-tuesday-fixes-58-
vulnerabilities/
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17156
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17150
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16960
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16958
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16959
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16961
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16964
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16963
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16962
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17094
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17095
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17099
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17097
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17096
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-17140

