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Command Prompt - a x

D:\>netsh wlan show profile aaaa key=clear

Applied: All User Profile
Profile information

Version g al
Type : Wireless LAN
Name . aaaa
Control options H
Connection mode : Connect automatically
Network broadcast : Connect only if this network is broadcasting
AutoSwitch : Do not switch to other networks
MAC Randomization : Disabled

Connectivity settings

Number of SSIDs g &l

SSID name : "aaaa™

Network type : Infrastructure
Radio type : [ Any Radio Type ]

Vendor extension : Not present

Security settings

Authentication : WPA2-Personal
Cipher : CCMP
Authentication : WPA2-Personal
Cipher : GCMP

Security key : Present

Key Content : aaaaaaaad9

Cost settings

: Unrestricted
Congested : No
Approaching Data Limit : No
Over Data Limit : No
Roaming : No
Cost Source : Default
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Extract the embedded payload and execute it

ReZerOV2
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Extract the embbeded resource, decrpyt and execute it
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Data collection

. A
/ Get list of available profiles !

Netsh wlan show profiles

Extract credentials for each profile

Netsh wlan show profile PROFILENAME
\ key=clear |

Build a smtp message and sent to smip server

smip.yandex.com
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https://gbhackers.com/new-agenttesla-malware/

https://www.bleepingcomputer.com/news/security/hackers-steal-wifi-passwords-
using-upgraded-agent-tesla-malware/
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