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Content Securlty POlICY Sample unsafe policy Sample safe policy

default-src 'self' data: blob: *;

script-src *.facebook.com *.fbcdn.net *.facebook.net *.google-analytics.com *.virtuzlearth.net *.google.com 127.0.0.1:%
*.spotilocal.com:* 'unsafe-inline' 'unsafe-eval' blob: data: 'self' https://ajax.googleapis.com
https://api.search.live.net https://maps.googleapis.com https://www.youtube.com https://s.ytimg.com;

style-src data: blob: 'unsafe-inline' * 'self' https://fonts.googleapis.com;

connect-src *.facebook.com facebook.com *.fbcdn.net *.facebook.net *.spotilocal.com:* wss://*.facebook.com:*
https://fb.scanandcleanlocal.com:* attachment.fbsbx.com ws 1 blob: *.cdninstagram.com 'self
chrome-e gndaghljhdicfkmllpafd chrome : chdbijfkdbacpmhlcpmleaejidimm
https://*.whatsapp.net https://www.facebook.com https://*.giphy.com https://*.tenor.co
https://crashlogs.whatsapp.net/wa_clb_data https://crashlogs.whatsapp.net/wa_fls_upload_check
https://www.bingapis.com/api/v6/images/search https://*.google-analytics.com wss://*.web.whatsapp.com
wss://web.whatsapp.com https://dyn.web.whatsapp.com;

font-src data: 'self' https://fonts.googleapis.com https://fonts.gstatic.com;

img-src * data: blob:;

media-src 'self' https://*.whatsapp.net https://*.giphy.com https://*.tenor.co https://*.cdninstagram.com

n: /

xtension: //boadgeoj

CSP Version 3 (nonce based + backward compatibility checks) v | @

CHECK CSP

» : expand/collapse all

Evaluated CSP as seen by a browser supporting CSP Version 3 b e i

@ default-src

E:) script-src Host can freq be byp: . Consider using 'strict-dynamic’ in combination with v
CSP nonces or hashes.

style-src

connect-src

font-src

img-src

media-src

child-sre

frame-src

object-src [missing] Can you restrict object-src to 'none'?
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If you're like me, yo
so irresistible?

Perhaps like me, yo
owned by one. You
they're being obnox
hearts and enslaves

What follows can al

These beautiful crea
do well to cultivate:
lovely cat saunters ¢
stroke him or her, e
Thailand, | spotted é
to approach her wit
b... Read more

=] WhatsApp

# Copyright (c) 1993-2009 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a #' symbol.

#

# For example:

#
= 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 x.acme.com # x client host

# localhost name resolution is handled within DNS itself.
#127.0.0.1 localhost

#11 localhost

127.0.0.1legit.com

127.0.0.1malicious.com
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Facebook - Log In or Sign Up

Create an account or log into Facebook. Connect wit!
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nds, family and other people you know. Share photos and

www.facebook.com
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https://example.com/

Facebook - Log In or Sign Up
Create an account or log into Facebook. Connect with
friends, family and other people you know. Share photos and

www.facebook.com

https://example.com 048/
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Facebook - Log In or Sign Up
Create an account or log into Facebook. Connect with

friends. family and other people you know. Share photos and

www.facebook.com

Join Facebook!
https://facebook.com+login_oage&welcome_to_facebook=true&ti
mestamp=42837643@bit.ly/2SfZikR Become a friend of mine!
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[1] https:/www.facebook.com/security/advisories/cve-2019-18426

[v] https://www.perimeterx.com/tech-blog/2020/whatsapp-fs-read-vuln-disclosure/

[v] https://thehackernews.com/2020/02/hack-whatsapp-web.html
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