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.. v Computer » Local Disk (C:) » file »

Search file

I Organize = Include in library = Share with « Mew folder =~ [ @
I ¥ Favorites Name : Date modified Type Size i
|_| 1htest.bmp.aes 4724/2018 10:25 AM  AES File 511,748 KB
il Libraries || 1htest.doc.aes 4/24/2018 10:26 AM  AES File 51T KB
@ Documents || 1htest.docx.aes 4/24/2018 10:26 AM  AES File 148,857 KB =
& Music || 1htest.frm.aes 4/24/2018 10:27 AM  AES File 508,232 KB
[E5] Pictures |_| 1htest.jpg.aes 4/24/2018 10:28 AM  AES File 51,201 KB
B videos || 1htest.mdb.aes 4/24/2018 10:28 AM  AES File 615 KB
|_| 1htest.mov.aes 4/24/2018 10:28 AM  AES File 516,045 KB
18 Computer || 1htest.png.aes 472472018 10:30 AM AES File 512,529 KB
|| 1htest.bd.aes 4/24/2018 10:31 AM  AES File 1KB
€l Network || 1htestxls.aes 4/24/2018 10:31 AM  AES File 51,201 KB
|| abat.aes 4/24/2018 10:31 AM  AES File 1KB
|| hltest.bat.aes 4/24/2018 10:31 AM  AES File 6 KB
|_| hltest.bmp.aes 4/24/2018 10:32 AM  AES File 511,748 KB
|_| hltest.doc.aes 4724/2018 10:32 AM  AES File 517 KB
|| hltest.docaes 4/24/2018 10:33 AM  AES File 148,857 KB
|_| hltest.mdb.aes 4/24/2018 10:33 AM  AES File 615 KB
|| hltest.miov.aes 4724/2018 10:33 AM  AES File 52 KB
|| hltest.mp3.aes 4/24/2018 10:33 AM  AES File 7074 KB
|| hltest.pdf.aes 4/24/2018 10:33 AM  AES File 6,279 KB
[T Witect ce 1/2/2018 511 PA SN File 407 KR | S
’ 57 items
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A sua CONTRIBUICAD
fetuada até
472772018 2:46:46 PM

Tempo Restante
D H M 5

02:23:49:11

Arquivos totalmente
PERDIDOS até

3/3/2018 2:46:46 FM

Tempo Restante
D H M 5

08:23:49:11

omymousBr - HPAZ

Milhares de seres humanos estdo nesse momento rufigiados, feridos, com fome e sofrendo...

Todos como vitimas de uma guerra que ndo & nem mesmo deles!!

Lembre-se.., contribuindo #0 val estar apenas recuperando os Seus arquivos...
...2 8im ajudando a recuperar a dignidade dessas vitimas...

0.01

litecoin litecoin

gecepted heve gerapted here

LSfKetPxMsubGwdF8Tm6GoKArb4eVYP8vgl
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A sua CONTRIBUICAO
devera ser efetuada até

4/27/2018 11:02:53

Tempo Restante
D H M S

02:22:35:22

Arquivos totalmente
PERDIDOS até

5/3/2018 11:02:53 AM

Tempo Restante
D H M S

08:22:35:22

Obter Litecoin
Sobre o Litecoin

@AnonymousBr - HPAZ
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Posso RECUPERAR meus arquivos?, ...e € CON FIAVEL?

Como DOAR?

Atengdo!, Em alguns casos o processo para aquisigdo dos Litecoins pode levar horas ou até dias dependendo do processo
cadastral da corretora escolhida para obté-los, portanto aconselhamos iniciar o quanto antes o processo para adiquiri-los
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f@ichecked = .chkSubFal
» folderFilesPaths ext. (fichecked);
folderFilesPaths)
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(file + " Encript
count++;

(file);
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e ADVAPIvy.dll
e  C:\WINDOWS\Microsoft.NET\Framework\v¥.- ¥-¥ya\mscoreei.dl|

e SHLWAPLII

e C:\WINDOWS\Microsoft. NET\Framework\v¥f.. ¥-¥ya\clr.dll
e mscoree.dll

e ntdll

o rpcrtt.dil
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e C:\WINDOWS\assembly\Nativelmages_v¥t.-x-¥1a_ry\mscorlib\cecead-: Yose\AfYYbsfoAYbas
q.#.0df\mscorlib.ni.dll
e AdvApiry.dll

e HookSwitchHookEnabledEvent
e  C:\WINDOWS\system¥yy\MSCTF.dlI|

e C:\WINDOWS\Microsoft.NET\Framework\v¥.- ¥-¥ya\culture.dll

e olerv.dll

o C:\WINDOWS\Microsoft. NET\Framework\v¥.- ¥'- ¥\a\nlssorting.dll

e kernelyv.dll

e C:\WINDOWS\Microsoft.NET\Framework\v¥.- ¥ v\a\clrjit.dll

e C:\WINDOWS\assembly\Nativelmages_v¥f..x-¥1a_rv\System\viysacfyy-viaf.-v-vvbicdraac
ydbcbe\System.ni.dll

e C:\WINDOWS\assembly\Nativelmages_v¥.-.¥-v14_yv\System.Drawing\cad-dfavbeyavddba-
aArfrbs v fysatdd\System.Drawing.ni.dll

e C:\WINDOWS\assembly\Nativelmages_v¥f.. ¥-¥14_yv\System.Windows.Forms\-vadsAcbyf-e
ayydvdffaavdcsayaabf\System.Windows.Forms.ni.dll

e uxtheme.dll
e useryy.dll

e immvyv.dll

e comctlvy.dll

o gdivy.dll

e advapivy.dll

e C:\WINDOWS\Microsoft.NET\Framework\v¥f.- .¥-¥ya\mscorrc.dll

e NTDLL.DLL
e 9q9¢E.exe

e  C:\WINDOWS\Microsoft.NET\Framework\v¥.- ¥ v\a\diasymreader.dll

rifous 0098 HIHBIZL ol wisT 3 50 55 313 (6 iz 5 GBS

e \Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\aasE.exe

o \Registry\MACHINE\System\CurrentControlSet\Control\SafeBoot\Option

e \Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers

e \REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\Trans
parentEnabled
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\REGISTRY\USER\S-1-0-Y -V FATEYSA - V-1 £FOOTYYTFA-1FIV. - A TYY-
&+ -\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\mscoreei.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\ntdlIl.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\KERNEL¥¥.dlI

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\GDIyvy.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\USERYY.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\Securyy.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\RPCRT¥.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\ADVAPIyvy.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\msvcrt.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\WSYHELP.dII

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\WSy_rv.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\SHLWAPI.dII

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\PSAPI.DLL

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\winimevv.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\mscoree.dl|

\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\mscoree.dl\CheckAppHelp
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\IMM¥Y.DLL

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\USP\ - .dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\LPK.DLL

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\MSVCR\Y-._CLR-¥...dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\clr.dll
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\REGISTRY\MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\d44sE.exe\RpcThreadPoolThrottle

\REGISTRY\MACHINE\Software\Policies\Microsoft\Windows NT\Rpc
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\olevy.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\mscorlib.ni.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\MSCTF.dlI

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\culture.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\nlssorting.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\clrjit.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\uxtheme.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\System.ni.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\System.Drawing.ni.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\System.Windows.Forms.ni.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\comctlyy.dll

\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\VERSION.dII

\REGISTRY\MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Windows Error
Reporting\DebugApplications

\REGISTRY\USER\S-1-0-Y -V FAYEYFO - V-1 FEAOYYTTA-V FIV . -\ FYY-

&+ -\SOFTWARE\Policies\Microsoft\Windows\Windows Error Reporting\DebugApplications
\REGISTRY\USER\S-1-0-Y -V FAYEYFO - V-1 FEAOYYYTA-VFIV .\ FYY-

8- -\SOFTWARE\Policies\Microsoft\PCHealth\ErrorReporting

\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\PCHealth\ErrorReporting
\REGISTRY\MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\ShowUl
\REGISTRY\MACHINE\SOFTWARE\Microsoft\PCHealth\ErrorReporting\DoReport
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\diasymreader.dll
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\\Windows\\CurrentVersion\\Run" 5
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55 4.513936 158.69.67.193 192.168.56.15 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message
56 4.599780 159.203.146.126 192.168.56.15 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message
57 4.789413 192.168.56.15 158.69.67.193 > A43 [ACK] Seg=457 Ack=5568 Win=65640 Len:

¢ 9 5 20 6
63 5.794193 208.113.168.89 192.168.56.15

64 5.794276 192.168.56.15 208.113.168.89 TCP 54 63540 » 8@ [ACK] Seq=325 Ack=1552 Win=657
65 8.163861 192.168.56.15 8.8.8.8 DNS 78 Standard query @xcbae A ocsp.usertrust.com

66 8.168669 8.8.8.8 192.168.56.15 DNS 94 Standard query response @xcbae A ocsp.usertrust.com A 178.255.83.1

DNS (ol clss o

dalo = &l oyl g
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ssl.gstatic.com IVY.YIV.YY.A4 (S ol oazie YL
srv.buysellads.com YAANPEAYYAY. sl
sY.buysellads.com Yyavyayy (S5 el oazie YL
platform.twitter.com Ya4.47.0V.7 (55 el oamie YL
pageadY.googlesyndication.com YV\FOAY-0.09F (55 el oamie YL
ocsp.pki.goog YYY.YVV.YY.VA 55 el oumeie YL
ocsp.int-xY.letsencrypt.org YAAYIY.OF Lo, asolel
ocsp.comodoca¥.com YAVAYY.YYY g, ool
0).tY%.net IRAATARRFLN (S5 el oazie YL
maxcdn.bootstrapcdn.com ARIRVRATAR (55 el oamie YL
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https://www.hybrid-analysis.com/search?query=domain%3Assl.gstatic.com
https://www.hybrid-analysis.com/search?query=domain%3Assl.gstatic.com
https://www.hybrid-analysis.com/search?query=domain%3Asrv.buysellads.com
https://www.hybrid-analysis.com/search?query=domain%3Asrv.buysellads.com
https://www.hybrid-analysis.com/search?query=domain%3As3.buysellads.com
https://www.hybrid-analysis.com/search?query=domain%3As3.buysellads.com
https://www.hybrid-analysis.com/search?query=domain%3Aplatform.twitter.com
https://www.hybrid-analysis.com/search?query=domain%3Aplatform.twitter.com
https://www.hybrid-analysis.com/search?query=domain%3Apagead2.googlesyndication.com
https://www.hybrid-analysis.com/search?query=domain%3Apagead2.googlesyndication.com
https://www.hybrid-analysis.com/search?query=domain%3Aocsp.pki.goog
https://www.hybrid-analysis.com/search?query=domain%3Aocsp.pki.goog
https://www.hybrid-analysis.com/search?query=domain%3Aocsp.int-x3.letsencrypt.org
https://www.hybrid-analysis.com/search?query=domain%3Aocsp.int-x3.letsencrypt.org
https://www.hybrid-analysis.com/search?query=domain%3Aocsp.comodoca4.com
https://www.hybrid-analysis.com/search?query=domain%3Aocsp.comodoca4.com
https://www.hybrid-analysis.com/search?query=domain%3Ao1.t26.net
https://www.hybrid-analysis.com/search?query=domain%3Ao1.t26.net
https://www.hybrid-analysis.com/search?query=domain%3Amaxcdn.bootstrapcdn.com
https://www.hybrid-analysis.com/search?query=domain%3Amaxcdn.bootstrapcdn.com
https://www.hybrid-analysis.com/search?query=domain%3Aisrg.trustid.ocsp.identrust.com
https://www.hybrid-analysis.com/search?query=domain%3Aisrg.trustid.ocsp.identrust.com
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https://www.hybrid-analysis.com/search?query=domain%3Adolarhoje.com
https://www.hybrid-analysis.com/search?query=domain%3Adolarhoje.com
https://www.hybrid-analysis.com/search?query=domain%3Ad3b4n3yyoc8n59.cloudfront.net
https://www.hybrid-analysis.com/search?query=domain%3Ad3b4n3yyoc8n59.cloudfront.net
https://www.hybrid-analysis.com/search?query=domain%3Ad282ykz6vx01th.cloudfront.net
https://www.hybrid-analysis.com/search?query=domain%3Ad282ykz6vx01th.cloudfront.net
https://www.hybrid-analysis.com/search?query=domain%3Acode.jquery.com
https://www.hybrid-analysis.com/search?query=domain%3Acode.jquery.com
https://www.hybrid-analysis.com/search?query=domain%3Acdn.adfront.org
https://www.hybrid-analysis.com/search?query=domain%3Acdn.adfront.org
https://www.hybrid-analysis.com/search?query=domain%3Acas.criteo.com
https://www.hybrid-analysis.com/search?query=domain%3Acas.criteo.com
https://www.hybrid-analysis.com/search?query=domain%3Aajax.googleapis.com
https://www.hybrid-analysis.com/search?query=domain%3Aajax.googleapis.com
https://www.hybrid-analysis.com/search?query=domain%3Aadservice.google.de
https://www.hybrid-analysis.com/search?query=domain%3Aadservice.google.de
https://www.hybrid-analysis.com/search?query=host%3A167.114.46.0
https://www.hybrid-analysis.com/search?query=host%3A167.114.46.0
https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=host%3A172.217.22.67
https://www.hybrid-analysis.com/search?query=host%3A172.217.22.67
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=host%3A46.101.44.61
https://www.hybrid-analysis.com/search?query=host%3A46.101.44.61
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=host%3A104.16.253.64
https://www.hybrid-analysis.com/search?query=host%3A104.16.253.64
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=host%3A185.60.216.19
https://www.hybrid-analysis.com/search?query=host%3A185.60.216.19
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=host%3A2.17.122.224
https://www.hybrid-analysis.com/search?query=host%3A2.17.122.224
https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=host%3A172.217.22.77
https://www.hybrid-analysis.com/search?query=host%3A172.217.22.77
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=host%3A172.217.16.200
https://www.hybrid-analysis.com/search?query=host%3A172.217.16.200
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=host%3A104.16.132.65
https://www.hybrid-analysis.com/search?query=host%3A104.16.132.65
https://www.hybrid-analysis.com/search?query=port%3A443
https://www.hybrid-analysis.com/search?query=port%3A443
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Ad-Aware

AlLYac

Avast

Avira

CrowdStrike Falcon
Cyren

Endgame
ESET-NOD32
Fortinet

Ikarus

K7GW
Malwarebytes
McAfee

Palo Alto Networks
Qihoo-360

Sophos ML
Tencent

TrendMicro-HouseCall
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Trojan.GenericKD.30629268
Trojan.Ransom.RansSIRIA
Win32:Malware-gen
TR/Ransom.mmuvq
malicious_confidence_60% (W)
W32/Trojan.PXTR-6197
malicious (moderate confidence)
a variant of MSIL/Filecoder.Mi
W32/Generic.Mlitr
Trojan-Ransom.FileCoder
Trojan (0052b27f1)
Trojan.MalPack
Artemis!5071732EDDA3
generic.ml

Win32/Trojan.5a2

heuristic
Win32.Trojan.Generic.Stkb

TROJ_GEN.ROOECOWDK18

AegisLab
Arcabit
AVG
BitDefender
Cylance
Emsisoft
eScan
F-Secure
GData
K7AntiVirus
Kaspersky
MAX
McAfee-GW-Edition
Panda
Sophos AV
Symantec
TrendMicro

ZoneAlarm
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Troj.W32.Genericlc
Trojan.Generic.D1D35D94
Win32:Malware-gen
Trojan.GenericKD.30629268
Unsafe
Trojan.GenericKD.30629268 (B)
Trojan.GenericKD.30629268
Trojan.GenericKD.30629268
Trojan.GenericKD.30629268
Trojan (0052b27f1)
HEUR:Trojan.Win32.Generic
malware (ai score=98)
BehavesLike.Win32.BadFile.tc
Trj/GdSda.A

Mal/Generic-S

Trojan.Gen.2
TROJ_GEN.ROOECOWDK18

HEUR:Trojan.Win32.Generic
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