slad dasu

VMware vSphere s jles jlas ycas o dsad (6 jlau(l

(p9 Lads)



Y bbbt e a et bRt a st b e et nen et FURTH
N s vSphere (geddas) 5 ges g (5 lore
G et e vSphere (goddas) 5 gus s S alowl
Y e e e vSphere (gedda ;s pmd pw 4 Oljee 03 Sl
N ettt a e e e e a e a e saetae eméjyduw;ajx
Y e oS es Sy S 02 Slsl V-0
Y e s g 5 4SS gacwls s, Y0
e oJui@j_}féuQ)ﬁW}ﬁQ)% Y-0
LI OO vSphere (soldm ) gl s G 4 (Sl peile SO Ll £-0
Y0 et s limis oy Sy K a ol il dle S Ll V-t-0
Y e vSphere Sohdmls Was gibme laile Oolb 2l Y-£-0
Y s P sa> il Joe slaass
ettt s vSphere las ;3 o g2 VLAN G osbwl V-1

L 20 SO o3 S S 4 posat VLAN G avass V-1

—

(o]



4

whilelelbl g gl ylejlu

stelblaustigeibl s ((“P sow) VMware vSphere (s5lu silbes s 3 4SS (55le oyl ‘Jﬁlb 375:?)

PRV \
vSphere Lo 55 (5ilms slappdle o bLIE )13 5 sl ool gladilse 51 (S5 (sole a0
bl )5 o980 )l 5 S vSphere Lo 55 sl (gl Sy s il OIS coley cl by Lol
vSphere Laows 3 (g5lre a5t SO Sl Sage 3 Solre Slagd s il (il s S
D3l (S GaS b emman 5 [SuSG L el (g3lms slapeile 5 0L oy bl &5 (s
Sold S5 g s 5 vSphere' sl EE £ 35 4 VSphere lasws 53 (g5lme (Slages S o0
03 S o S e Oljee pelans 53 15 aSd G315 VSPhere s llivl ges g g oo eomed vSphere’
GOl e ) To3ls S o o 53 1) 4t (S35 g pke Ll oo VSPhETE oddin 5 i s 45 I
Sl Sy 5 wlo 0 VOPhEre odln 5 s bime 4 SlS ol s e plos (s

A3 a:cméugﬂi{ujud@;ﬁuv;\‘@y@;d\m

vSphere gedda ;s ms g solene Y

LS olaolm aen 4l (s Sy sl 5 S jate g e OSGI VSPhEre (ol 5 el s
vCenterL;o.u;w,,.ﬂwwjﬂvSphereLgon@;j:@:y.aﬂiduﬁﬂbmJa;f;j
.JJS&\VL:.;)LLS\M.E.?SJA&TL{AS&LAQQ}:A?LJ4{&]&&3&3‘5:}&&?.:2;\3
cﬁw)io.ﬂ)cﬁwéufl}@&mﬁ&q}) Joli vSphere Lws 3 4Kl s S IS Sl s
s e plsil ) e 8 (S v (05 S S 03 Szd s Dldes 02ls el sl © ke

S a5l g enlanal esls ck.w sl B i S jshea o cl J s jlele e ck.w

' vSphere Standard Switch (VSS)
“vSphere Distributed Switch (VDS)
" Data center

* Data plane

°* Management plane




Sy bl (p33 ~5w) VMware vSphere (g5lu(glms jim 53 43 (g5lugps! ‘ﬁ'b}f_ﬁ

wlilelelibl s bl

SIS 5 S Ol ol 5 ool (ke 5 035 e 53 o Jals VSPphere skl gl s

.:\:rl.?d\&lf\.kzjsjégw@)yqb s kel o A

Eo e Gl S e e U S e 5 esls - sl VSPhere ol g g
S (s S S ke OSGl Lo (gl aS 5,8 o 13 VCENTEr (Godias s g s (e (S50 0B RS
o b S Gl A Gaon e Sopon osls mla syl e a1 esls S e SO a5
sdeals 52 0l e S g g o dd s e 033 e s Llee L ls B sdd s 8
S gods (o e Ch.d) L g o 3wl VCBNLEr (Golids s por (S0, 2 &S S Sy 555 o0
Sobdm) s gl Su Solone Lipd o Jama (o0l mhacs) Walli e (oS5 2 Slaged s Soon 4 S 55

sl s 031y OLES Y KA s vSphere

dvuplink1

vmnic0 vmnic1

vSphere (gedda s s SO Solens ) IS5

,@;uojyg&,;dud.@;ﬁ sl gl paS AS o Byma | Z_l}u'l,;vSphere Lgo.L.i@)'jS @jy

K5 oo odlaul VMKerel gl s 5 5 (s3le slanidle o K58 sla NIC L

* Host proxy switch




4

whilelelbl g gl ylejlu

stelblaustigeibl s ((“P sow) VMware vSphere (s5lu silbes s 3 4SS (55le oyl ‘Jﬁlb 375:?)

ghgm Sl pKa > dvuplink o5 Sy bouplink oy Sy G uplink o Sy, @
uplink & asb ails uplink wor L S Wl 55 o oAb ) 5 g g 5 g 8y 25 0D S
ol 5 7S ol izman 5 OLsee (G VLl (i S gl 48 ol LIB S
Ly o il s dd 5 s 53 WUPIINK & 0L oo 51 (SG 5 GLANIC 355 oo oslinad L
Sl 5y e oo oot s (G LUPINK S5y K 0 S5 NIC 8 Ol soe e 3
Slags s 4 8555 Dy 4 5 Al oo el LUPNINK (55 5 L dole 5 cnS 4 by e
S by e lagl S 015 oo 5 ol & g e Jie (0315 o) Ol (oS5
slimiF g b &S il plod (S5 GLNIC gl S8l o 0 1) L ol
28 dlsl (ke .lagj.e
63,5 el 1y S3lams Slaeile 4 o3 Jlasl e ddmy Saes S feddm s S @
%ﬂ&wl°>mlpa\j&\)°m@jfojﬁojﬁﬁ..usdamml,VMKemel Sl
NIC (suisarns Jod 51 535050 .55 alulid (il 3 s jeamie ab o3l 55 0 55 Al oS aSod
s o Ve b bowle Ko 5 Sl e K8 (el VLAN L Jsles (e
Aes Jate oddm 55 05 S5 G 4 S (Silme a5 3 S (A0 S e 55 laes S
Jilen 8 o STl a1 ilonkd sty Koy skd 55 o3 Sz 81 85 gilie 5o S s
VCENMEr slps s 5y 53 035 Slaes Sy g 55 S slagds S plink slaes Sy s
Gkl eldms mise S0l plad & JBa Dson Ll il (2 e mla)
Slagile 51y S Ol oo 5 opl L s o pizie (o3l pean) Olsn (ST Slaged s
ehdpi B o9 S Ssy a Sl Slageile Lol panasi Lo S Gl Sy oo L il

I STl | elie 04K slagsdy Sy oS ali

v Failover

* Load balancing

* Distributed port group
" NIC teaming

" Traffic shaping




slibtauyuioiblells (N: o) VMware vSphere 5lesibee s 53 4S5 (g5l pl ‘ﬁ'b}f_ﬁ

wlilelelibl s bl

vSphere (gelda ;s mdgw K bl ¥

Ol jpe oy a8l (S Sy il B S sl eols S 10 G (555 2 1, VSPhere (ol 5 gl o S

S g e (S 0 O Gl 5 Ol e s

Bx3)

Distributed Switch > New 5 o> 5 SKIScly osls 55 6 (55, ,» VSphere Web Client ;s )
S o=l |, Distributed Switch

J.ijJJJLxJWMNeXtQJ;QS:JSj‘OMv\:S‘}:rLJL):Jﬁ.)\.iLich@‘)ﬁG‘;‘}aﬂé‘jrde;J‘)‘jb Y

(Y U5

&= New Distributed Switch

1 Name and locafion Name and location

Specify distributed switch name and location.
2 Selectversion

3 Edit setings Name: ‘Dsmch
4 Ready to complete

Location:  [lg DataCenter_1

Bac nish Cancel
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&= New Distributed Switch

+ 1 Name and locafion Selectversion

Specify a distributed switch version.
2 Select version

3 Editsettings (=) Distributed switch: 6.5.0
This version is compatible with VMware ESXi version 6.5 and later. The following new features are

SREICE e available: Port Mirroring Enhancements.

() Distributed switch: 6.0.0
This version is compatible with Viware ESXI version 6.0 and later. The following new features are
available: Network /0 Control version 3, and IGMP/MLD snooping.

() Distributed switch: 5.5.0
This version is compatible with ViMware ESXi version 5.5 and later. The following new fealures are
available: Traffic Filtering and Marking, and enhanced LACF support.

() Distributed switch: 5.1.0
This version is compatible with VMware ESXi version 5.1 and later. The fellowing new features are
available: Management Network Rollback and Recovery, Health Check, Enhanced Port Mirroring,
and LACP.

() Distributed switch: 5.0.0
This version is compatible with ViMware ESXi version 5.0 and later. The following new features are
available: User-defined network resource pools in Netwerk 1/Q Centrol, NetFlow, and Port
Mirroring.
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&= New Distributed Switch

+ 1 Name and location Editsetiings
Specify number of uplink ports, resource allocation and default port group.
~' 2 Selectversion

3 Editsetiings .
Number of uplinks:

4 Ready to complete

Network /O Control | Enabled -]

Default port group: [¥] Create a default port group

Port group name: ‘DF’orleuM

Cancel
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'™ Cisco Discovery Protocol
'™ Jumbo frames
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S Ol eddim 5 55 o= e VSphere Web Client > .

(0 IS5) aes ol 1, Add and Manage Hosts s« ;S Actions s 5w 51 .Y
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} & DSvitcn_2 & DSwitch_1 650 Netwark /0 Control ver. 3 Raloued Sar S » {92 168 64 150
& DSwitch_2 650 Network /O Control ver. 3 [ Aodand anace Hocts 192,168 64.150
&2 Migrate VMs to Anoiner Network
Upgrate v
Setings »
Move To.
Rename.
Tags & Custom Attributes »
Alarms »
Delete
L] 20bjects [ Export [{yCopy

VSphere (godda )5 gud g & Olijee 03 Sadll 10 IS5

O KE) s SIS Next (g5, 5 5 05,5 il | Add hosts IS Ol gamaws 55 X

_east

4



" (fﬁ o) VMware vSphere 5lesibee s 53 4S5 (g5l pl

whilelelbl g gl ylejlu

[{7» Add and Manage Hosts

s

Select a task to perform on this distributed switch.
2 Selecthosts

3 Selectnetwork adapter fasks (s) Add hosts

g Manage physical network Add new hosts to this distributed switch.

adapters () Manage host networking
Manage VMkemel network Manage networking of hosts attached to this distributed switch.

2 adapters

() Remove hosts
6 Analyze impact Remove hosts from this distributed switch.

7 Ready to complete
() Add hostand manage host networking (advanced)

‘Add new hosts and manage networking of hosts already atiached to this distributed swiich. Use
this option to unify the network configuration of new and existing hosts.

Back || Next || Finish
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Select new hosts

@ Incompativle Hosts (@ Fiter
[ Hest Host Siste Cluster

[ @ 19216864129 Connecied D test

[ @ 19216864153 Connected I test

2items [£3Copy~

OK H Cancel ‘
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[[7» Add and Manage Hosts

+ 1 Selecttask Select network adapter tasks

Select the network adapter tasks to perform
" 2 Selecthosts

3 Select network adapier tasks [¥] Manage physical adapters

4 Manage physical network Add physical network adapters to the distributed switch, 2ssign them to uplinks, or remove existing
adapters ones

Manage VMkemel network
5 adapters [/] Manage VMkemel adapters

Add or migrate VMkernel network adapters to this distributed switch, assign them to distributed port
6 Analyze impact groups, configure VMkernel adapter settings, or remove existing ones.
7 Migrate VM networking [] Migrate virtual machine networking

8 Ready to complete Migrate VM network adapters by assigning them to distributed port groups on the distributed
switch.

Sample distributed switch

Manage VMkernel Manage physical

( Uplink portgroup |
adapiers v VMkarna\ pom L v Uplink ;adaplers

[ vmk [l vmnic
Migrate virtual machines
networking v V\rtua\ Machines
vm
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Select an Uplink for vmnic0

)

Upink Assigned Adapter

R R

(Auto-assign)

N (54 ‘_;Ln”:.;tﬂ < e — VSphere SeddpS s gl g 4 0y 05 Sélal A IS

JS2) S s S 1, VMKernel sls , 52151 Manage VMkernel network adapters (gasis ;5 v

(Ve
S SIS 1, Assign port group 5 1S ol | Vimkernel | golsl &
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Assign destination port group (x)
< ( Fiter -
Zmnpnnewp
M (o Fina - 1items [{3Copy ~
@J
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535 SISISCSI (63555 555, Ol oo il Sl L 0ga ISCSI (555 48l S 3 5055
el Sl e Al e S a e 1y asd e el 0L Lo Dli oy 0 &S LY

Aeas el 1) SIS aslsl 5 lgls S L b

[[Z> Add and Manage Hosts

« 1 Selecttask Analyze impact

Review the impact this configuration change might have on some network dependent services
~ 2 Selecthosts

~ 3 Selectnetwork adapter tasks Overall impact status: @ No impact
v o4 Manage physical network
adapters

Host / Impact Analysis per Service 1a Status

+ 5 Manage VMkemel network - [ 192.168.64.129
S iscsi @ Noimpact
6 Analyze impact
7 Migrate VM networking

8 Ready to complete

No items selected

Cancel
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'* Important
‘* Critical
" Troubleshoot
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Select Network (x)
Show all columns
c (@ Filter -
Name
&, DPortGroup
M (q Find - 1items [ Copy ~
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2, New Distributed Port Group

(oo Selectname and location
sele

ct port group name and distributed switch where to locate it
2 Conlfigure seffings

Name. DF‘urlGruuD i |

Location: DSwitch_1

3 Ready o complete

Back Next Finish Cancel |

ru ;g\;'aﬁ‘—o.\*ﬁ@jj aj;;‘.'a)x&gb\:.u.‘ :\\'JS.‘;

LS i e geddm S s S s Glr ) s Gl Shy (gt Sy Sl gamin s Y
sl 5 3550 Jols Oledas 1. (VE JKS)
o Jaie G3lme Glaile 4 i, 5 Sboj 4 &S US o jasiie 43S ol Portbinding e
L esls yaratS s ddm 5 05 S
Jate s lim s 53 05 Sy 4 Sibme wdle &S Sl Oles Static binding v
Al GRS Sl rdle 4 D 50
o3 Sy g il 3l (g3l dle &S e sl o5 :Dynamic binding v
S (o My arasd (Gilme edle 4 Sy g 08 PR 0 ddm S 8
4 Ol jen LI585 oo Lok 358 o0d plil & 5, L1 Ephemeral - no binding v
LB L eddm 5 o5 S s olee il Kt Joate Ol 4 4S50
s ol (8 g )y

Port allocation e
0305 yamass e, sy plad &S Sl .l A a5 (15 8 iy olsS Elastic v

sl BB
e LJ"‘?"‘”J LAC)‘)ﬁ: {%L«: ASQJLA) sl A U&C)Jﬁ fﬁﬂ slass :Fixed v

3 g sl L;ins Q)ﬁ@a‘x}&

\Y

st

4



_ea

slibtauyuioiblells (N: o) VMware vSphere 5lesibee s 53 4S5 (g5l pl ‘ﬁ'b}f_ﬁ

wbielelibl g 5L lajlu

e e QLS ) el 5 03 Sy s, s sldes Number of ports e
ol o3 Bl el i e 4SS &b Y gl L3 3l aS 5 5055 Network resource pool e
By paeas s i 5 ey S 4 O Ol a3
5 S Ol VLAN 6l 1y 5 slaay S 51 S 0155 s VLAN o
&S 5 oslezul VLAN 31 :None v
(10 JSK8) 355 0 sl VLANID (gl 2 6048 b)) o sde G VLAN v
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2, New Distributed Port Group.

+ 1 Selectname and location Configure seftings

Set general properties of the new port group
2 Configure setiings

3 Configure policies

Port binding. [ static binding [~
3a Security -

J
Port allocation | Elastic -]

3b Traffic shaping
@ Elastic port oroups automatically increase or decrease the number of ports as needed

3 Teaming and failover
3d Monitoring )

T Network resource pool: [ idefauly 3]

4 Editaddiional sefings VLAN

5 Ready o complete VLAN pe- e

Advanced

[ Customize default policies configuration

[ Back || Next Finish Cancel |
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‘2 New Distributed Port Group

‘Configure setiings
Set general properties of the new port group

+ 1 Selectname and location

2 Configure seffings

3 Configure policies

Port binding: Static binding B
3a Security
Port allocation Elastic [~
3b Traffic shaping
@ Eastic port groups automatically increase or decrease the number of ports as needed
3¢ Teaming and failover -
34 Monioring " =
e e Network resource pool (defaull) [~
4 Editadditional settings VLAN
5 Ready to complete
¥ Pl VLAN type: VLAN [~
Advanced

[ Customize default policies configuration

Back Next Finish Cancel

G";QJJ{' 4 VLAN awlis M—eﬁéjj 6};@)}:&;{5\7’-&‘ \o Jﬁ.}

&, New Distributed Port Group

Configure setfings
Setgeneral properties of the new port group

+ 1 Selectname and location

2 Configure setiings

3 Configure policies
~LIEiT Port binding

Static binding ‘ -
Elastic | -
@ Elastic port groups automatically increase or decrease the number of ports as needed
=]

3a Security
Port allocation:

3b Traffic shaping

3c Teaming and failover
Number of ports:

39 Monitoring
Network resource pool:

3e Miscellaneous

4 Editadditional setings VLAN
5 Ready o complete
e VLAN type: VLANtunking |~
VLAN trunk range: ‘04094
Advanced

[ Customize default policies configuration
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2, New Distributed Port Group

+ 1 Selectname and location Security
Controls promiscuous mode, MAG address changes, and forged ransmits
+ 2 Configure setings

3 Configure policies .
Promiscuous mot de | Reject

(s  |v)
MAC address changes: | Reject ‘ - ]

3p Traffic shaping —_—
Forged transmits | Reject B |

3c Teaming and failover
3d Monitoring
32 Miscellaneous

4 Editad

nal setings

5 Ready to complete
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2, New Distributed Port Group

+ 1 Selectname and location Traffic shaping

Controls average bandwidth, peak bandwidth, and burst size ofthe ingress and egress rafiic on each port
+ 2 Configure setings

3 Configure policies

Ingress traffic shaping
v 3a Security
Status: | Disabled -]
3b Traffic shaping /= Y
Average bandwidth (kbits) 00000 =
3¢ Teaming and failover =
3d Monitoring Peak bandwidih (kbit/s) 00000
3¢ Miscellaneous Burst size (KB): 02400
4 Editadditional setings
Egress trffic shaping
5 Ready o complete
Status [ Disabled -]

Average bandwidth (kbit/s)
Peak bandwidih (kbit/s)

Burst size (KB) 02400

@ Traflic shaping policy is applied individually to each port in the port group.
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&, New Distributed Port Group

o { SrEIrTe T Teaming and failover

Controls load balancing, network failure detection, switches notification, failback. and uplink failover order.
+ 2 Configure setfings

3 Configure policies

Load balancing: [ Route based on originating virtual port [ + |
v 3a Security
Netuwork faiure detection: [ Link status only K3
+ 3 Traffic shaping
Notfy switches: [ves K]
3¢ Teaming and failover
Faiback 17 -
3d Monioring (e [-]
3e Miscellaneous Failover order
4 Editadditional settings
LI
5 Ready to complete Active uplinks
Uplink 1

Standby uplinks
Unused uplinks

Select active and standby uplinks. During  failover, standby uplinks activate in the order specified above.

Back Next Finish Cancel
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gl o NetFlow ledes 5pd e b sdin s 03 Sy S, NetFlow Enabled e

el (5 Sy LB VSphere eddm 8 gl s

%, New Distributed Port Group

+ 1 Selectname and location Monitoring
Conirols NetFlow configuration.
2 Configure setings

3 Configure policies
RO NetFlow: Disabled v

Disabled

~  3p Traffic shaping Enabled

~ 3¢ Teaming and failover

3d Monitoring

3e Miscellaneous.

+  3a Security

4 Editadditional setings

5 Ready to complete
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&, New Distributed Port Group

+ 1 Selectname and location Miscellaneous
Conlrols the ports blocking configuration
~ 2 Configure settings

3a Security A\ Selecting Yes wil This might disrupt the normal network operations of the hosts or VMs

3c Teaming and failover

3d Monitoring

4 Editaddiional setfings

5 Ready to complete

Back Next Finish Cancel
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S sl 5 S wlol oy Sy sl cies s S (Edit additional settings sasis 5> A

(YY) S Jaseiin |y oS T s 55 a5 il Aol e

&, New Distributed Port Group

<7 {1 BT IErD Edit additional settings
Modify port group’s description and policy overrides per port
+ 2 Configure setiings

3 Configure policies

Description
v 3a Security
+  3b Trafic shaping
+  3c Teaming and failover

Configure reset at disconnect Enabled ‘ -
+  3d Monitoring
+  3e Miscellaneous Overide port policies

4 Editadditional setlings Block ports: (=) Allowed () Disabled

5 Ready to complete Traffic shaping: () Allowed (=) Disabled
Vendor configuration () Allowed (#) Disabled
VLAN () Allowed (s) Disabled
Uplink teaming: () Allowed (=) Disabled
Security policy: () Allowed (s) Disabled
NetFlow: () Allowed (=) Disabled
Traffic filtering and marking: (O Allowed (=) Disabled

Back Next Finish Cancel
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2 DPG_1 - Edit Settings

General Configure reset at disconnect: Enabled | v

danced | Disabled

Ovemide port policies

Security Enabled
Traffic shaping Block ports: (+) Allowed () Disabled
VLAN Traffic shaping: () Allowed («) Disabled
Teaming and fallover Vendor configuration () Allowed (=) Disabled
Monitoring VLAN: () Allowed (s) Disabled
Traffc fitering and marking Uplink teaming: () Allowed (s) Disabled
Miscellaneous Security policy- () Allowed (s) Disabled
NetFlow: () Allowed («) Disabled
Traffic filtering and marking () Allowed (s) Disabled
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‘2. New Distributed Port Group

+ 1 Selectname and location Configure seffings

Setgeneral properties ofthe new port group.
2 Configure seffings
3 Ready to complete

Port binding Static binding ‘ -
Port allocation Elastic ‘ x

@ Elastic port groups automatically increase or decrease the number of ports as needed

Number of ports:

*JEL

Network resource pool: (default) ‘
VLAN

VLAN type: Private VLAN |-

Private VLAN ID: Promiscuous (20, .. | *

Promiscuous (20, 20)

Advanced community (20, 21)
[[] Customize default policies Community (20, 22)
Isolated (20, 23)
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