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VMware Fixes

High-severity Flaws
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Product Version Running CVE CVSSv3 Severity Fixed Workarounds Additional
On Identifier Version Documentation
ESXi 7.0 Any CVE- N/A N/A Unaffected N/A N/A
2020-3960
ESXi670-
; CVE- 202006401~
ESXi 6.7 Any 2020-3960 71 Important G None None
ESXi650-
; CVE- 202005401-
ESXi 6.5 Any 2020-3960 7.1 Important . None None
Workstation 15.x Any 2020-3960 71 Important None None
F 11.x An 7.1 ek None None
ssion Y| 2020-3960 Important
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https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
https://www.vmware.com/support/policies/security_response.html
https://www.vmware.com/support/policies/security_response.html
https://my.vmware.com/group/vmware/patch
https://my.vmware.com/group/vmware/patch
https://my.vmware.com/group/vmware/patch
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
https://www.vmware.com/support/policies/security_response.html
https://www.vmware.com/support/policies/security_response.html
https://my.vmware.com/group/vmware/patch
https://my.vmware.com/group/vmware/patch
https://my.vmware.com/group/vmware/patch
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
https://www.vmware.com/support/policies/security_response.html
https://www.vmware.com/support/policies/security_response.html
https://www.vmware.com/go/downloadworkstation
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
https://www.vmware.com/support/policies/security_response.html
https://www.vmware.com/support/policies/security_response.html
https://www.vmware.com/go/downloadfusion
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. Running CVE . Fixed Additional
Product Version On Identifier Cvssvs Severity Version Workarounds Documentation
Horizon 5.x and CVE- Important
Client for o Windows 8.4 54.3 None None
- prior 2020-3961
Windows
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Product Version Running CVE CVSSv3 Severity Fixed_Version Workarounds Additional
On Identifier Documentation
VMware 10.1.0 Linux, CVE- N/A N/A Not affected N/A N/A
Cloud PhotonOS 2020-
Director appliance 3956
vCloud 10.0.x Linux, CVE- 8.8 Important 10.0.0.2 KB79091 None
Director PhotonOS 2020-
appliance 3956
vCloud 9.7.x Linux, CVE- 8.8 Important 9.7.0.5 KB79091 None
Director PhotonOS 2020-
appliance 3956
vCloud 9.5.x Linux, CVE- 8.8 Important 9.5.0.6 KB79091 None
Director PhotonOS 2020-
appliance 3956
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https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://www.vmware.com/support/policies/security_response.html
https://kb.vmware.com/s/article/79091
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://www.vmware.com/support/policies/security_response.html
https://kb.vmware.com/s/article/79091
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://www.vmware.com/support/policies/security_response.html
https://kb.vmware.com/s/article/79091
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Product Version Running CVE CVSsv3 Severity Fixed_Version Workarounds Additional
On Identifier Documentation

vCloud 9.1.x Linux CVE- 8.8 Important 9.1.0.4 KB79091 None
Director 2020-

3956
vCloud 9.0.x Linux CVE- N/A N/A Not affected N/A N/A
Director 2020-

3956
vCloud 8.xX Linux CVE- N/A N/A Not affected N/A N/A
Director 2020-

3956
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https://gbhackers.com/vmware-fixes-high-severity-flaw-that-affects-vmware-workstation-fusion-
and-vsphere-products/

https://securityaffairs.co/wordpress/104579/security/vmware-products-flaw.html

https://www.vmware.com/security/advisories/\VVMSA-2020-0010.html

https://www.vmware.com/security/advisories/\VVMSA-2020-0012.html

https://www.vmware.com/security/advisories/\VVMSA-2020-0013.html
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https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://www.vmware.com/support/policies/security_response.html
https://kb.vmware.com/s/article/79091
https://gbhackers.com/vmware-fixes-high-severity-flaw-that-affects-vmware-workstation-fusion-and-vsphere-products/
https://gbhackers.com/vmware-fixes-high-severity-flaw-that-affects-vmware-workstation-fusion-and-vsphere-products/
https://securityaffairs.co/wordpress/104579/security/vmware-products-flaw.html
https://www.vmware.com/security/advisories/VMSA-2020-0010.html
https://www.vmware.com/security/advisories/VMSA-2020-0012.html
https://www.vmware.com/security/advisories/VMSA-2020-0013.html

