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CVE-2021-21974 ESXi 8.8 Heap Overflow

CVE-2021-21972 4wl L vCenter Server & pdy camw! Y-

Lol g oo 5L VRealize Operations vCenter (.51 o coga 5>l pae 5l ax 51 s pds cuml oy
Jld il onls G0 Sy g cual (B8 i (Sdwgp b a5 VCenter Server sleacl, eled o
(unauthorized)e ;U sla  cwyiws il LSl 10 9 Cogr lal ons pzlpe (bl cpl p il o
3y pladladly (oo uyiws ;0 TYY Ojoy Byl 5l &S Glsee (595 22 599 ol 5105 sl 4 S Wil o

XS oéLé.:.w‘;}w 9 LS)“))'.’ 0y LS)"“L' w—‘ U"‘

CVE-2021-21972 awbus 4 VCeNter Server o ;09 pdy coml (owyy  1-1-)
bog p B 5o 1) Gliee IP uyol ol o« VCRNtEr Server S g ndy ol (g2 jskate &
2,5 S>3 559,
https://<VC-IP-or-FODN>/ui/vropspluginui/rest/services/uploadova
CVE-2021-21972 awliis 40 asbip 090 pds coml ) pgai sllas 0 slas plio sanlin & )go,0

D950 ) ye

©ole rguvaib el € palo 35 po» 4 Ghaio doww o9l Ggix0 9 GOlo Fade alS


https://www.tenable.com/cve/CVE-2021-21972
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< C | A nNotsecure | | v/ vropspluginui/rest/services/uploadova

HTTP Status 405 — Method Not Allowed

37 Status Report
[[T==50T Request method 'GET' not supported
The method received in the request-line is known by the origin server but not supported by the target resource.
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This file lets you define a WHITE LIST and a BLACK LIST of plugins to control your own setup.
It overrides the internal black and white lists that are hard-coded in this release.

Fling Note: until further notice all plugins are disabled by the HTML5 client except SDK samples.
Use this file to re-enable specific HTML plugins during your testing.

-=>
<Matrix>
<pluginsCompatibility>
<l—
WHITE LIST:
Add this to enable all plugins whose plugin-package id is com.acme.example.myplugin:
<PluginPackage id="com.acme.myplugin" status="compatible"/>
Or this to specify all versions greater or equal to 2 9:
<PluginPackage id="com.acme.myplugin" version=[2.1.0,] status="compatible"/>
Or this to enable all plugins starting with com.acme:
<PluginPackage id="com.acme.*" status="compatible"/>
-—>

<l—
BLACK LIST:
Add this to disable a plugin whose plugin-package id is com.acme.example.myplugin:
<PluginPackage id="com.acme.myplugin" status="incompatible"/>
-

</pluginsCompatibility>
</Matrix>

compatibility-matrix.xml JsB glgizo : ¥ g
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/etc/vmware/vsphere-ui/compatibility-matrix.xml
2,00 )18 5 ovpol o bl cnl jeang » (e silme Slyee o @

C:\ProgramData\VMware\vCenterServer\cfg\vsphere-ui\compatibility-
matrix.xml

osls 1,8 pluginsCompatibility & ol ;0 ¥ o,leds pgad lae Kol g SO SS ) 55 o> =¥

el 0,3 1) b g
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This file lets you define a WHITE LIST and a BLACK LIST of plugins to control your own setup.
It overrides the internal black and white lists that are hard-coded in this release.

Fling Note: until further notice all plugins are disabled by the HTML5 client except SDK samples.
Use this file to re-enable specific HTML plugins during your testing.
-->
<Matrix>
<pluginsCompatibility>
<l—
WHITE LIST:
Add this to enable all plugins whose plugin-package id is com.acme.example.myplugin:
<PluginPackage id="com.acme.myplugin" status="compatible"/>
Or this to specify all versions greater or equal to 2.1.0:
<PluginPackage id="com.acme.myplugin" version=[2.1.08,] status="compatible"/>
Or this to enable all plugins starting with com.acme:
<PluginPackage id="com.acme.x" status="compatible"/>
-—>
<PluginPackage id="com.vmware.vrops.install" status="incompatible"/>
<l—
BLACK LIST:
Add this to disable a plugin whose plugin-package id is com.acme.example.myplugin:
<PluginPackage id="com.acme.myplugin" status="incompatible"/>
-—>

</pluginsCompatibility>
</Matrix>
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service-control --restart vsphere-ui
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C:\Program Files\VMware\vCenter Server\bin> service-control --
restart vsphere-ui

wled Slo3l 8 1) p5 oyel 5900 S5 4 -0
https://<VC-IP-or-FQODN>/ui/vropspluginui/rest/services/checkmobregister
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yeno 31 client-plugins isw 4 as>le b oaules o VSphere Client s, Ll) 5l colawl L -8
oS W incompatible <> & o,leis pgai 3lke < Administration > Solutions > client-plugins
i JUT/VIOpSPlUGINUE ol Jled e 51 S el () o led sasline |, VMware VROPS Client

Aol oo Obe

vm vSphere Client

Administration

Client Plugins

Access Control v

Roles

Global Permissions

Licensing v

Name Version Status ‘VMware Certified Vendor Description
Licenses = =
O 2 VMware Cloud Director Avallabilty  0.4.0.0 @ Deployed /Enabled  No VMware VMware Cloud Director Availability
Soluti v
olutions O &3 vCenter Server Life-cycle Manager  1.0.0.0 @ Deployed /Enabled  No VMware, Inc. Life-cycle Management for vCenter Ser
Client Plugins er
vCenter Server Extensions O & VMware vSAN HS Client Plugin 7.01.0 & Deployed / Enabled No VMware, Inc. VMware vSAN HS Client Plugin
Deployment v O &2 VMware vSphere Lifecycle Manage  7.0.116858590 @ Deployed / Enabled Yes VMware VMware vSphere Lifecycle Manager
r
System Configuration
O &2 VMware vRops Client Plugin 7010 A Incompatible Unknown VMware, Inc. VMware vRops Client Plugin

Customer Experience Improvement P...

Support v

VMware VROPS CLieNt Sy Cnradg i oy 20 O p2.g0ai
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