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C: \WINDOWS

Sysinterna
usage: acc

irectory,
-3

-nobann

\system32raccesschk

1s - www.sysinternals.com

esschk [-s][-e][-u][-r][-w][-n][-v]-[f <account> ‘ J00-a]|[-k]|[-m]|-p

event log, registry key, process, serv obiject>

Name is a Windows account right. Specify '*' as the name to show all
rights assigned to a user. Note that when you specify a specific
right, only groups and accounts directly assigned the right are
displayed.

Name is a Windows Service e.g. ssdpsrv. Specify "*' as the

name to show all services and 'scmanager’ to check the security
of the Service Control Manager.

Only process directories or top level key.

Only show explicitly set Integrity Levels (Windows Vista and
higher only).

If following -p, shows full process token information including
groups and privileges. Otherwise is a list of comma-separated
accounts to filter from the output.

Name is a file or printer share. Specify '*' as the name to show
all shares,

Ignore cbjects with only inherited ACEs when dumping full access
control lists.

Name is a Registry key e.g. hklm\softuare

Show full security descriptor. Add -1 to ignore inherited ACEs.
Specify upper-case L to have the output format as SDOL.

Name is an event log (specify '*

Show only objects that have no access.

Name is an object in the Object Manager namespace (default is root).
To view the contents of a directory, specify the name with a trailing
backslash or add -s. Add -t and an object type (e.g. section) fo
see only objects of a specific typ

Nlame is a process name or PID e.g. cnd.exe (specify '*' as the
name to show all processes). Add -f to show full process

token information including groups and privileges. Add -t to show
threads.

er

Do not display the startup banner and copyright message.

Show only objects that have read access.

Recurse.

Object type filter e.g. "section”

ot . ’
sAly H
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. AccessEnum - wawsysintemnals,.com - 0O X
| File Options  Help
| AccessEnum displays who has access to items within a directory or registry key:
| CAWINDOWS\Win5xS\FleMaps\83_systemapps_desktopleaming_cwhnthZxyewy pris_7dé87cer
Path Read Wiite Deny A
|j CAWINDOWS Admirigtrators, APPL...  Administrators, NT 5.
|j C:AWINDOWS\appcompat \Programs Adminigtrators, NTA...  Administrators, NT A..
|j CAWINDOWS \appcompat \Programs' Access s denied.
|j CAWINDOWS \AppPatch'\Custom Administrators, APPL...  Administrators, NT 5.
|j CAWINDOWS  AppReadiness Administrators, NT A...  Administrators
| |j CAWINDOWS'Boot Adminigtrators, APPL..  NT SERVICE\Truste...
|j CAWINDOWS\CSC m m m
|j CAWINDOWS\CSCY Access is denied.
|j CAWINDOWS debug Adminitrators, APPL...  Adminiatrators, NT 5. APPLICATI
|j CAWINDOWS debug\WIA Adminigtrators, NTA...  Adminigtrators, NT A..
|j CAWINDOWS diagemxml m m m
|j CAWINDOWS diagnostics Adrminigtrators, APPL...  NT SERVICE\Truste. .
|j CAWINDOWS diagwm xml m m m
|j CAWINDOWS'Globalization\ELS\Hyphen... Administrators, APPL...  NT SERVICE\Truste..
|j CAWINDOWS'\Globalization\ELS\pellic... Admiristrators, APPL...  NT SERVICE\Truste..
|j CAWINDOWS \Help'Comarate Administrators, Users  Administrators
|j CAWINDOWS\Help\OEM Adminigtrators, Users  Administrators
|j CAWINDOWS\mmersiveControlPanel\en-...  Administrators, APPL...  NT SERVICE\Truste...
|j CAWINDOWS\NFTAPISRVADA09 Adminigtrators, APFL..  NT SERVICE\Truste...
|j CAWINDOWS InfusedApps m m m
|j CAWINDOWS InfusedAppst” Access s denied.
|j CAWINDOWS\Installer Everyone Administrators
|j CAWINDOWS LiveKemelReports m m m
|j CAWINDOWS'LiveKemelReports\” Accessia deied.
|j CAWINDOWS'\Logs'\CRS Adminigtrators, APPL..  NT SERVICE\Truste...
] |j CAWINDOWS\Logs\dosve Adrinistrators, APPL...  Administrators, NT S...
|j CAWINDOWS'Logs\DPX\zetupact log m m m
|j CAWINDOWS'\Logs\DPX\aetuperJog m m m
|j CAWINDOWS'Logs\HomeGroup m m m ¥
{ H
Scan Save..  Scamning... III
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— Cache Infarmation Apply
Current size 23372 KB
Clear
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% Disk2vhd - Sysintemals: www.sysinternals.com - X
Disk2vhd v2.01

Copyright © 2009-20 14 Mark Russinovich

Sysintemals - wiw.sysintemals com [/ Use Vhdx
VHD File name: ] Use Violume Shadow Copy

| C:\Jsers MG AppData\LocalTemp Rer$EXa0. 602\DESKTOR-GPP SGDL. vhd | B
Volumes toindude:
Volume Label Size Free Space Required
[ \P\Volume{0dbfcgat-0... [NoLabel] B39.00MB 352.42MB 540,13 MB
[/ \#\Volume{0dbfcal-0... SystemReserved S00.00MB  467.58 MB 46.01MB
e [No Label] 221G 68368 0352 6B
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[t [Type |Fletem |Sutos | Copacty
Simple Basic NTFS Healthy (B.. 3906 GB 0068 5%

Simple  Basic  NIFS Healthy (P.., 1194 GB nee 8%
Simple  Basic NS Healthy (5. 00M8 1M 8% [T

cpsco \
— Basc ) 0 !
L9NGE | X0 MBNTFS 1904 GENTFS !
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Example: diskYvhd * c:\vhd\snapshot.vhd
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diskYvhd <[drive: [drive:]...]|[[*]> <vhdfile>
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o \$Mft

e \$LogFile
e \$Volume
o \$AttrDef
e \$Bitmap
e \$Boot

e \$BadClus
e \$Secure

e \$UpCase
o \$Extend

Jbe sy

contig -v -s $ mft
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windows\systemYY ,._... ,o |, Conig.exe ,l;ol Lo Jliw iy
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EX Administrator: Command Prompt

C:\WINDOWS\system32>contig

Contig v1.8 - Contig
Copyright (C) 2081-2816 Mark Russinovich
Sysinternals

Contig is a utility that defragments a specified file or files.
Use it to optimize execution of your frequently used files.

sage:
contig
contig
contig

-q

-y

Analyze fragmentation

Analyze free space fragmentation

Set valid data length for quick file creation
(requires administrator rights)

Create a new file

Quiet mode

Recurse subdirectories

Verbose

-nobanner

Contig can also analyze and defragment the following NTFS metads
$mft
$LogFile
$Volume
$AttrDef
$Bitmap
$Boot
$BadClus
$Secure
$UpCase
$Extend

Do not display the startup banner and copyright me

C:\WINDOWS\system32>

O Type here to searc

YY
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https://download.sysinternals.com/files/DiskExt.zip
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IOCTL_VOLUME_GET VOLUME_DISK_EXTENTS

S S PR TS GWERY SRV X ¥ KHIPVEJC QT
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B Adrministrator: Command Prompt
licrosoft Windows [Version 10.6.15663]
() 2017 Microsoft Corporation. ALl rights reserved.

C: \WINDOWS\system32sdiskext6d

DiskExt v1.1 - Disk extent dumper
Copyright (C) 2601-2016 Mark Russinovich
Sysinternals - ww.sysinternals.con

jolume: \\?\Volume{@dbfc6al-00@8-@00e-66E0-100000E00ERE )\
Mounted at: <unmounted>
Extent [1]:
Disk: @
(Offset: 1048576
Length: 524283600
Jolume: \\?\Volume{@dbfc6al-0066-0008-6600- 561700800600 )\
Mounted at: C:\
Extent [1]:
Disk:
Offset:
Length:
Jolume: \\M\Volume{Bdbfc6al-8606-0060-6606-1Aac37068608
Mounted at: <unmounted>
Extent [1]:
Disk: @
Offset: 2301225
Length
Jolume: \\?\Volume{adaB642f-ac31-11e7-bedd-a01d48e33fB4}\
Mounted at: D:\
No Extents

C: \WINDOWS\system32y

Y¥
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Usage: ShellRunas [freg [fguiet] | fregnetonly [Jquiet] | funreg | [/netonly] <program:
<parameters ]

Jreg Registers ShellRunas shell context-menu entry
freanetonly Registers ShellRunas fnetonly shell context-menu entry
Note: a command prompt will will flash when the program starts

Jquiet Does not show result dizlog for registration
Jurreg Unregisters ShellRunas shell context-menu entry
fretonly |Use if specified credentials are for remote access only

<program: Runs program with spedfied credentials and parameters
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Runas different user. | - Sy cinternals Run as Different User

Parameter

freg

[regnetonly

funreg

Jquiet

[netonly

<program

Please enter credentials to use for cmd.exe

“Jm nme l
Lmeo:d l

Domain: NTDEV

Mark Russinovich
Sart card credential

o J(ome |

6,8 Sl ygiws
Description
Registers ShellRunas shell context-menu entry

Registers Shel /netonly context-menu entry
Note: a command prompt willflash when the program starts

Unregisters ShellRunas shell context-menu entry
Register or unregisters ShellRunas shell context-menu entry without result dialog
Use f specified credentials are for remate access only

Runs program with specified credentials and parameters
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Parameter Description

-C Print output as CSV.

-ct Print output as tab-delimited values.

-p List processes running in logon session.
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C:\\&gt; logonsessions -p

\[13\] Logon session 0R@R60:6a6d6160:
User name:  NTDEV\markruss
Auth package: Kerberos
Logon type:  RemoteInteractive
Session: 1
Sid: 5-1-5-21-397955417-626881126-188441444-3615555
Logon time: 7/2/2015 6:05:31 PH
Logon server: NTDEV-99
DNS Domain:  NTDEV.CORP.MICROSOFT.COM
UPN: markruss(intdev.microsoft. com
15368: ProcExp.exe
17528: ProcExped.exe
13116: cnd.exe
17100: conhost,exe
6716: logansessions.exe
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Parameter Description

-a Automatically scan and exit when done.
-C Format output as CSV.

-m Show NTFS metadata files.

- Don't scan the Registry.
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Parameter  Description

- Update configuration of an installed Sysmon driver or dump the current configuration if no other
argument is provided. Optionally take a confiquration file.

-h Specify the hash algorithms used for image identification (defaultis SHA1). It supports multiple
algorithms at the same time. Configuration entry: HashAlgorithms,

| Install service and driver. Optionally take a configuration file

| Log loading of modules. Optionally take a lst of processes to track.
-m Install the event manifest (done on service install as well).

‘n Log network connections. Optianally take a list of processes to track
-r Check for signature certificate revocation.

Configuration entry: CheckRevocation,

-5 Print configuration schema definifion,

-u Uninstall service and driver.
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PsInfo v1.6 - local and remote system information vi
Copyright (C) 2001-2004 Mark Russinovich
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System information for \\\\DEVELOPMENT:

Uptime: 28 days, © hours, 15 minutes, 12 seconds
Kernel version: Microsoft Windows XP, Multiproce
Product type Professional

Product version: 5.1

Service pack: ©

Kernel build number: 2600
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Registered organization: Sysinternals
Registered owner: Mark Russinovich
Install date: 1/2/2002, 5:29:21 PM
Activation status: Activated

IE version: 6.0000

System root: C:\\WINDOWS

Processors: 2

Processor speed: 1.0 GHz

Processor type: Intel Pentium III
Physical memory: 1024 MB

Volume Type Format Label Size Free Free
A: Removable 0%

C: Fixed NTFS WINXP 7.8 GB 1.3 GB 16%
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Fixed NTFS DEV 10.7 GB 809.7 MB 7%
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CD-ROM @% Q: Remote 0%
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0S Hot Fix Installed
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Q311889 1/4/2002
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Q314147 3/6/2002

Q314862 3/13/2002
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Clicking the Crash button will cause the system to crash.
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