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, Unhandled exception has occumed in your application. f you click
( | Continue, the application will ignore this emor and attempt to continue. If
, ' you click Qutt, the application will close immediately.

Could not load file or assembly ‘Microsoft Win32. Task Scheduler, |

Version=2.7.2.0, Culture=neutral, PublicKey Token=c416bc1b32d97233'
or one of its dependencies. The system cannot find the file specified.
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J[ﬂ Microsoft .NET Framework (Not Responding)
| F— . } I —— l
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StalinScreamer is not responding

Windows can check online for a solution. If you close the program, you might lose
| information.

* Check for a solution and close the program
* Close the program

< Wait for the program to respond

( \:rl View problem details
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4 Hard Disk Drives (2)

Local Disk (C:) Media (E))
N e |
"W 50 GB free of 20.0 GB " 4.49GB free of 490 GB

4 Devices with Removable Storage (1)
4
@ DVD RW Drive (D)
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Accessories
Accessibility
(empty) SADEGH
System Tools
(empty) Documents
Tablet PC
(empty) Pictures
Windows PowerShell
(empty)
Games
(empty)
Maintenance
(empty)
Startup Devices and Printers
(empty)

Music

Computer

Control Panel

Default Programs

Help and Support
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windows Boot Manager

windows failed to start. A recent hardware or software change might be the
cause. To Tix the problem:

1. Insert your wWindows installation disc and restart your computer.
2. Choose your Tlanguage settings, and then c¢lick "Next."
3. Click "Repair your computer."

If you do not have this disc, contact your system administrator or computer
manufacturer for assistance.

Status: Oxc000000f

Info: The boot selection failed because a required device 1s
inaccessible.

ENTER=Continue ESC=EXit

&LML...; OL—P'jJ:&—iQ|}_&4_|b)‘j3\CL| U'l‘ e LSLAQ"'}):’JL;"TJS‘ ol rl:».a\ LSLAJ”JJ"L;*E

21 5 g 5 baasl s das 51 Jglie (sla °‘)).‘V':“”'~‘~"’”4'-’)‘J"é‘d'-’ 358 Jlaz 1A Wles g5

.v.p; S WIGISy CLJ « StalinLocker )‘J"HCL- c;,,,\s Jeos 5l e

Main(string[1) : void
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Forml X

ProcessId);

OnClosed(EventArgs) : void

o=l pedS s by n) pslal AS s i 1 Saosd e s SIBIEL s sed oLl oS shiles

Forml X

.SpecialFolder.

binaryWrit ter ileStrea . .SpecialFolder.

.SpecialFolder.
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WMP_PlayStateChange(int) : void

NewState)

I= WMPPlayState.
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timer2_Tick(object, EventArgs) : void X

sender, Even

nhiriter streamWriter = Streamhiriter( FileStream("C:\
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timer2_Tick(object, EventArgs) : void X
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%UserProfile%\AppData\Local\fl.dat
%UserProfile%\AppData\Local\ul.dat

%UserProfile%\AppData\Local\stalin.exe

%UserProfile%\AppData\Local\USSR_Anthem.mpY
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ClientInfo
stem.Net;
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FireXc

(networkInterface.
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KeyBox_TextChanged(object, EventArg

sender,

e”, MessageB t .0K, MessageBoxIcon.

taskService = ce())

/ registryKey

/ registrykey2 = 1L

blelUA", 1);




=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu
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Ad-Aware
AhnLab-V3
Arcabit

AVG
CAT-QuickHeal
Cylance

Emsisoft
ESET-NOD32
Fortinet

lkarus

K7AntiVirus
Kaspersky

McAfee

Palo Alto Networks
Qihoo-360

Sophos AV
Tencent
TrendMicro-HouseCall

Yandex
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Trojan.GenericKD.30759243

Trojan/Win32.Blocker.C2504612

Trojan.Generic.D1D5594B

FileRepMalware

Trojan|GENERIC

Unsafe

Trojan.GenericKD.30759243 (B)

a variant of MSIL/Agent.SNU

W32/Blocker.BAltr

Trojan-Ransom.StalinLocker

Riskware ( 0040eff71)

Trojan-Ransom.Win32.Blocker.lacf

Artemis!61C003BAC228

generic.ml

Win32/Trojan.Ransom.719

Mal/MSIL-BA

Win32.Trojan.Blocker.Wops

Ransom_TALINSLOCKER. THEAAAH

Trojan.Blocker!8SNT/INd9xY

AegisLab

AlYac

Avast

BitDefender

CrowdStrike Falcon

Cyren

eScan

F-Secure

GData

Jiangmin

K7GW

MAX

McAfee-GW-Edition

Panda

SentinelOne

Symantec

TrendMicro

VIPRE

ZoneAlarm

N R

Troj.Ransom.W32.Blocker!c

Trojan.Ransom.ScreenLocker

FileRepMalware

Trojan.GenericKD.30759243

malicious_confidence_90% (W)

W32/Trojan.NRGE-3585

Trojan.GenericKD.30759243

Trojan.GenericKD.30759243

Trojan.GenericKD.30759243

Trojan.Blocker.ikr

Riskware ( 0040eff71)

malware (ai score=93)

Artemis!Trojan

Trj/GdSda.A

static engine - malicious

Trojan.Gen.2

Ransom_TALINSLOCKER. THEAAAH

Trojan.Win32.Generic!BT

Trojan-Ransom.Win32.Blocker.lacf



