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Accessories

Calculator
Calculator.Ink.[MastersRecovery@prc
Command Prompt.Ink.[MastersRecov
displayswitch.Ink.[MastersRecovery@ Documents
Math Input Panel.Ink.[MastersRecovel

Mobility Center.Ink.[MastersRecovery Pictures

NetworkProjection.Ink.[MastersRecov )
Music

Notepad.Ink.[MastersRecovery@prot =

Paint.Ink.[MastersRecovery@protonm|

: Computer
Remote Desktop Connection.Ink.[Ma:
Run.Ink.[MastersRecovery@protonmse Control Panel
Snipping Tool.Ink.[MastersRecovery@
Sound Recorder.Ink.[MastersRecoven Devices and Printers
Sticky Notes.Ink.[MastersRecovery@g
Sync Center.Ink.[MastersRecovery@pi Default Programs
Welcome Center.Ink.[MastersRecover
Windows Explorer.Ink.[MastersRecow: Help and Support

Wordpad.Ink.[MastersRecovery@pro’

Back

(PN T—— P—

Shut down
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~ » Computer » Media (E) » v |y earch Med yeo)
Organize ~ Open Burn New folder = v (2]
Favorites
' Libraries testfile (1) aviraenwvp  dnSpyzip.[ READ test file test file test file test file test file test file test file
nb0_5a9fc0 MastersRec ME.txt (1).bak.[Ma (D.docx[M  (1).dwg.Ma (l).exelMas (1)jpg.[Mas (1)key.[Mas (1)kmz[Ma
A Computer 13632be_  overy@prot stersRecove  astersRecov  stersRecove  tersRecover tersRecover tersRecover stersRecove
ws.exe.[M. onmail.co. ry@proto... ery@prot. ry@proto.. y@proton.. y@proton.. y@proton.. ry@proto

& Local Disk (C
Media (E:)

test file test file test file test file test file test file test file test file test file test file test file
(1).m[Mast (1).mov.Ma (1).mp3.M (1).mp4.IM (1).nfo.[Mas 1).pdf.[Mas 1)PNG.[Ma (1)rar.[Mast (1)srt[Mast (1.url.[Mast (2).bak[Ma
ersRecovery stersRecove  astersRecov  astersRecov  tersRecover tersRecover stersRecove ersRecovery ersRecovery ersRecovery stersRecove

@ Network

@proton. ry@proto. ery@prot ery@prot... y@proton, y@proton.. ry@proto... @proton... @proton.. @proton.. ry@proto.
test file test file test file test file test file

(2)docx.[M  (2)JPG.[Mas  (2).mp3.[M (2).mp4.M (2).rar.[Mast
astersRecov  tersRecover astersRecov  astersRecov  ersRecovery
ery@prot. y@proton..  ery@prot... ery@prot... @proton..

-Spartacus
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| READ MExt - Notepad (=2 [

File Edit Format View Help

A1l your data has been Tocked us. You want to return? Write email MastersRecovery@protonmail.com or
MastersRecovery@cock.1i Your personal ID KEY: WR+gtlFjBIt1UjiLp8g/gcZ

+WIU2Xx1AMBWQ6AC1ACVYZPThkxLZbgL OHbF8W1yfm66jRY6RIORr4pGqV3EFWATPSYQMH249LV0IXZ/AWvCrY0Ja9pQs q1BXSUCSRORAMIE S /
N253E0z++InqFYYm18N/7 cK4ywLXebP4B7zgD365K8]al4ndodb4CVOBCTkYFkY1SDOSEAhhQM2u+q5CUk]
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ZUSf5d4xBI0Ybj9Rey

[MethodImpl (MethodImplOptions )1
[1 ( \ueeze, \u0020)

der rsacryptoServiceProvider =

(rsacryptoServiceProvider, \u@@2e);

(rsacryptoServiceProvider, \u@eze,

(rsacryptoServiceProvider I=

Provider);
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cmd.exe /c vssadmin.exe delete shadows /all /quiet

vssadmin.exe delete shadows /all /quiet
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C:\Documents and Settings\Administrator\money.doc

C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\AdobeSysFnt09.Ist
C:\Documents and Settings\Administrator\Favorites\Desktop.ini

C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\SharedDataEvents
C:\Documents and Settings\Administrator\ntuser.ini

C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\UserCache.bin
C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\JavaScripts\glob.js
C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\JavaScripts\glob.settings.js
C:\READ ME.txt

C:\Documents and Settings\Administrator\Application Data\Macromedia\Flash
Player\#SharedObjects\EEY47AFV\admaster.com.cn\admck.sol

C:\Documents and Settings\Administrator\Application Data\Macromedia\Flash
Player\#SharedObjects\EEY47AFV\macromedia.com\redirectSO.sol

C:\Documents and Settings\Administrator\Application Data\Macromedia\Flash
Player\macromedia.com\support\flashplayer\sys\settings.sol

C:\DiskD\READ ME.txt

C:\Documents and Settings\Administrator\Application Data\Macromedia\Flash
Player\macromedia.com\support\flashplayer\sys\#tadmaster.com.cn\settings.sol

C:\DiskX\READ ME.txtC:\WINDOWS\system32\cmd.exe

C:\WINDOWS\system32\advapi32.dll

C:\WINDOWS\system32\rpcrt4.dll

C:\WINDOWS\system32\secur32.dll

C:\WINDOWS\system32\shimeng.dll

C:\WINDOWS\AppPatch\AcGenral.dll

C:\WINDOWS\system32\winmm.dll

C:\WINDOWS\system32\ole32.dll

C:\WINDOWS\system32\oleaut32.dll

C:\WINDOWS\system32\msacm32.dll
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https://www.hybrid-analysis.com/sample/ef25bdbcf05fa478df3ddc5f4f717c070e443da04cfc590d44409c815f237cb3?environmentId=120#00015569-00002488
https://www.hybrid-analysis.com/sample/ef25bdbcf05fa478df3ddc5f4f717c070e443da04cfc590d44409c815f237cb3?environmentId=120#00015656-00003712
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C:\Documents and Settings\Administrator\Application
Data\Microsoft\CryptnetUriCache\Content\2BF68F4714092295550497DD56F57004
C:\DocumentsandSettings\Administrator\ApplicationData\Microsoft\CryptnetUrlCache\Content\60E31627FD
AOA46932BOES5948949F2A5

C:\WINDOWS\WINDOWSSHELL.MANIFEST
C:\DocumentsandSettings\Administrator\ApplicationData\Microsoft\CryptnetUrICache\Content\62B5AF9BE9
ADC1085C3C56EC07A82BF6
C:\DocumentsandSettings\Administrator\ApplicationData\Microsoft\CryptnetUriCache\Content\8DFDF05702
4880D7A081AFBF6D26B92F

C:\WINDOWS\system32\conime.exe

C:\Documents and Settings\Administrator\Application Data\Microsoft\Internet Explorer\brndlog.bak
C:\Documents and Settings\Administrator\Application Data\Microsoft\Internet Explorer\brndlog.txt
C:\Documents and Settings\Administrator\Application Data\Microsoft\Internet Explorer\Desktop.htt
C:\DocumentsandSettings\Administrator\ApplicationData\Microsoft\InternetExplorer\QuickLaunch\desktop.i
niC:\WINDOWS\system32\vssadmin.exe

W 4\...,.,.»3; LchoJ.lLé

C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\SharedDataEvents
C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\UserCache.bin
C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\JavaScripts\glob.js
C:\Documents and Settings\Administrator\Application Data\Adobe\Acrobat\9.0\JavaScripts\glob.settings.js
C:\READ ME.txt

C:\Documents and Settings\Administrator\Application Data\Macromedia\Flash
Player\#SharedObjects\EEY47AFV\admaster.com.cn\admck.sol

C:\DiskD\READ ME.txt

C:\Documents and Settings\Administrator\Application Data\Microsoft\Internet Explorer\brndlog.bak
C:\Documents and Settings\Administrator\Application Data\Microsoft\Internet Explorer\brndlog.txt
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\datapackl
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\datapack2
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\datapack3
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\Dynamark.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\Extension.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\Favorite2.dat
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\FormData.dat
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\HistoryUrl.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\MCPattern.db
C:\Documents and Settings\Administrator\Cookies\administrator@sogou[2].txt

C:\Documents and Settings\Administrator\Cookies\administrator@sohu[1].txt

C:\Documents and Settings\Administrator\Local Settings\Application Data\GDIPFONTCACHEV1.DAT
C:\Documents and Settings\Administrator\Local Settings\Application
Data\Adobe\Acrobat\9.0\Cache\AcroFnt09.Ist

C:\Documents and Settings\Administrator\Local Settings\Application
Data\Adobe\Acrobat\9.0\Updater\updater.log

C:\Documents and Settings\Administrator\Local Settings\Application Data\Adobe\Color\ACECache10.Ist
C:\Documents and Settings\Administrator\Templates\amipro.sam

C:\Documents and Settings\Administrator\Templates\excel.xls

C:\Documents and Settings\Administrator\Templates\excel4.xls

C:\Documents and Settings\Administrator\Templates\lotus.wk4

C:\Documents and Settings\Administrator\Templates\powerpnt.ppt

C:\Documents and Settings\Administrator\Templates\presenta.shw

C:\Documents and Settings\Administrator\Templates\quattro.wb2
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C:\Documents and Settings\Administrator\Templates\sndrec.wav

C:\Documents and Settings\Administrator\Templates\winword.doc

C:\Documents and Settings\Administrator\Templates\winword2.doc
C:\Documents and Settings\Administrator\UserData\index.dat

C:\Documents and Settings\Administrator\UserData\KL238XQ7\www.skycn[1].xml|
C:\Documents and Settings\Administrator\UserData\OH67GPIF\www.skycn[1].xml
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C:\Documents and Settings\Administrator\CMB\PB40\SysData\Cert.db

C:\Documents and Settings\Administrator\CMB\PB40\SysData\CertApply.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Certv01.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Certv01.db~
C:\Documents and Settings\Administrator\CMB\PB40\SysData\SysCfg.ini

C:\Documents and Settings\Administrator\CMB\PB40\SysData\SysConfig.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\User.db

C:\Documents and Settings\Administrator\CMB\PB40\SysData\Userv01.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Userv01.db~
C:\Documents and Settings\Administrator\Cookies\administrator@sogou[2].txt
C:\Documents and Settings\Administrator\Cookies\administrator@sohu[1].txt
C:\Documents and Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\C10S62RY\collect_111220[2].htm

C:\Documents and Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IES\IUKHR8T2\collect_111220[1].htm

C:\Documents and Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\IUKHR8T2\collect_111220[2].htm

C:\Documents and Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\IUKHR8T2\grid-narrow-compressed[1].htm

C:\Documents and Settings\Administrator\Recent\system32.Ink

C:\Documents and Settings\Administrator\Recent\wscui.cpl.Ink

C:\Documents and Settings\Administrator\Templates\excel4.xls

C:\Documents and Settings\Administrator\Templates\lotus.wk4

C:\Documents and Settings\Administrator\Templates\powerpnt.ppt

C:\Documents and Settings\Administrator\Templates\presenta.shw

C:\Documents and Settings\Administrator\Templates\quattro.wb2

C:\Documents and Settings\Administrator\Templates\sndrec.wav

C:\Documents and Settings\Administrator\Templates\winword.doc

C:\Documents and Settings\Administrator\Templates\winword2.doc

C:\Documents and Settings\Administrator\UserData\index.dat

C:\Documents and Settings\Administrator\Application Data\SogouExplorer\datapackl
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\datapack2
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\datapack3
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\Dynamark.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\Extension.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\Favorite2.dat
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\FormData.dat
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\HistoryUrl.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\MCPattern.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\Misc.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\p4p.db
C:\Documents and Settings\Administrator\Application Data\SogouExplorer\rk.dat
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Cert.db
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C:\Documents and Settings\Administrator\CMB\PB40\SysData\CertApply.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Certv01.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Certv01.db~
C:\Documents and Settings\Administrator\CMB\PB40\SysData\SysCfg.ini
C:\Documents and Settings\Administrator\CMB\PB40\SysData\SysConfig.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\User.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Userv01.db
C:\Documents and Settings\Administrator\CMB\PB40\SysData\Userv01.db™~
C:\Documents and Settings\Administrator\Cookies\administrator@sogou[2].txt
C:\Documents and Settings\Administrator\Cookies\administrator@sohu[1].txt
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\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\LogFileName
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\cmd.exe
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-500\Software\Policies\Microsoft\Windows\System
\REGISTRY\MACHINE\SOFTWARE\Microsoft\Command Processor\AutoRun
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\vssadmin.exe
\REGISTRY\MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\vssadmin.exe\RpcThreadPoolThrottle

\REGISTRY\MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options\cmd.exe\RpcThreadPoolThrottle

\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers\262144\Paths
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers\262144\Hashes
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers\262144\UrlZones
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers\262144\Paths
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers\262144\Hashes
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers\262144\UrlZones
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-
ae2e-b91490411bfc}\HashAlg
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-
ae2e-b91490411bfc}\ItemSize
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\O\Hashes\{dc971ee5-44eb-4fe4-
ae2e-b91490411bfc}\SaferFlags

\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\Startup
\Registry\MACHINE\System\CurrentControlSet\Control\Session Manager\AppCertDlls
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\Apphelp.dll
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\AuthenticodeEnabled
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\LevelObjects
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\Levels
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers\O\Paths
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\Personal
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\Local Settings
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\REGISTRY\MACHINE\Software\Policies\Microsoft\Windows\System
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\uxtheme.dll
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\Desktop
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\Favorites
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\My Music
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders\History
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\996E.exe
\Registry\MACHINE\System\CurrentControlSet\Control\SafeBoot\Option
\Registry\Machine\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers
\REGISTRY\MACHINE\SOFTWARE\Policies\Microsoft\Windows\Safer\Codeldentifiers\TransparentEnabled
\REGISTRY\USER\S-1-5-21-1482476501-1645522239-1417001333-
500\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\mscoreei.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ntdlIl.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\KERNEL32.dll
\Registry\Machine\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\GDI32.dII
HKLM\System\CurrentControlSet\Control\Session Manager
HKLM\System\CurrentControlSet\Control\Session Manager
HKLM\System\CurrentControlSet\Control\NIs\Sorting\Versions
HKLM\System\CurrentControlSet\Control\NIs\Sorting\Versions
HKLM\System\CurrentControlSet\Control\SafeBoot\Option
HKLM\System\CurrentControlSet\Control\Srp\GP\DLL
HKCU\Software\Policies\Microsoft\Windows\Safer\Codeldentifiers
HKLM\SOFTWARE\Microsoft\.NETFramework\Policy\v¥.-

HKLM\Software\Microsoft\.NETFramework

HKLM\System\CurrentControlSet\Control\Error

HKLM\System\CurrentControlSet\Control\Error
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F-Secure
GData

K7AntiVirus

Sophos ML

Tencent
TrendMicro-HouseCall
ViRobot

Yandex
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Trojan.GenericKD.40189340
Trojan/Win32.Crypren.C2465616
Trojan[Ransom|/Win32.Crypren
Win32:Malware-gen
TR/Ransom.odaei
Trojan.GenericKD.40189340
UnclassifiedMalware

Unsafe

Trojan.Encoder.25098
Trojan.GenerickKD.40189340
Trojan.GenericKD.40189340
Trojan.GenericKD.40189340
Trojan (0052d79c1 )
Trojan-Ransom.Win32.Crypren.aeii
RDN/Ransom
Trojan:Win32/0Occamy.B
Trj/GdSda.A

static engine - malicious
heuristic
Win32.Trojan.Crypren.Hsta
Ransom_STACUS.THDAFAH
Trojan.Win32.Z.Crypren.86768

Trojan.Crypren!AkeYVfpKhNS

AegisLab
AlLYac

Arcabit

AVG

AVware
CAT-QuickHeal
CrowdStrike Falcon

Gyren

ESET-NOD32
Fortinet
lkarus

K7GW

Sophos AV

TrendMicro

VIPRE
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Troj.Ransom.W32.Cryprenlc
Trojan.Ransom.Spartacus
Trojan.Generic.D2653D09C
Win32:Malware-gen
Trojan.Win32.Generic!BT
Trojan.Occamy
malicious_confidence_100% (W)
W32/Trojan.RRUP-6464
Trojan.GenericKD.40189340 (B)
MSIL/Filecoder.MT
W32/Crypren AEIlitr
Trojan-Ransom.Spartacus
Trojan (0052d79¢1 )
Ransom.Spartacus
RDN/Ransom

generic.ml
Win32/Trojan.Ransom.fob
Mal/Generic-S
Trojan.KillDiskmens
Ransom_STACUS.THDAFAH
Trojan.Win32.Generic!BT
W32.Trojan.GenKD

Trojan-Ransom.Win32.Crypren.aeii



