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Atomic Segments
Elements that share the same policy and protection characteristics

Segment Grouping

Grouping of atomic segments to allow modular protection

Consolidation

Of physical and virtual components, as network security gateways
or as host-based software

Trusted Channels

Protect interactions and data flow between segments
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Segment grouping
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Enterprise segmentation process |
Figure 1-B
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A single security gateway

consolidates enforcement points gy
for multiple segments ~
Figure 1-C
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Security control virtualization
Figure 1-D
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(SDN) Enforcement Layer
Figure 1-F
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SDP/SDN integration
Figure 1-G
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“ Risk description Analysis for an outbound HTTP request

An authorized user pcrforms an interaction

Is the in-segment user authorized to access

Insider ) . ’ ;
that violates security policy the external service?
External An external entity atrempts to gain Could the external service be spoofed by an
attack unauthorized access to assets or services attacker?
Dat An artacker reads or modifies data in transit Is the network path for the interaction
ara . 4 p
GBS or data at rest by accessing network or vulnerable to interception?
storage infrastructure
Data Sensitive darta is transmitted to unauthorized Could significant amounts of data be
leakage users or written to removable media uploaded to unauthorized locations?
An artacker performs a protocol violation What is the chance that a protocol violation
Exploit causing a system failure will erigger a client exploit and malware
download in the segment?
Malicious code delivered over the network Could the request be indicative of malware
Malware or via removable I/O devices adversely behavior (e.g., connection to C&C server or
impacts business assets drop zone)?
. An interaction consumes excessive amounts Could the rate, duration or bandwidth of
De”"?[ of of processing, storage or network capacity, requests conceivably impact the level of
service

denying service for authorized interactions

service for authorized interactions?
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Mapping security controls to risks Figure 2-C

ACCESS CONTROL THREAT PREVENTION DATA
Outbound Pre- Post- PROTECTION

O & | [

Inbound

Insider

External attack

Data access

Data leakage

Exploit

Malware

Denial of service
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Applying security controls
at enforcement points
Figure 2-D

m Logging

n Pre-infection Threat Prevention
Post-infection Threat Prevention
.'..':-E Inbound Access Conirol

[ T T I

@ Outbound Access Control
Data Protection
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