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49 Q} 49 engines detected this file

abc25e66ffad6d0b15c92bb70254c8599b87c69c6a9f1f12e210c6937c9cef3d
° zbetcheckin_tracker_update.exe

peexe

\.g'ﬁ J.*Jaﬁ .0
o 0 5T 0-)

vssadmin.exe Delete Shadows /All /Quiet VSS lad i~

bededit /set {default} recoveryenabled No e LU oLl el 05 5 Jled 8
33dus & s oK Error Recovery s o 03 S Jles 6

bcdedit /set {default} bootstatuspolicy ignoreallfailures
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[E=8 EoR =5

OO ‘. » Victims

Organize = Include in library ~

 Favorites
M Deskiop
4 Downloads

< Recent Places

] Libraries
’. Documents
4. Music
=L Pictures
ﬂ, Videos

& Computer
& Local Disk (C)

@ Network

10 items

Share with ~ New folder

01 Crysis 2 - Intro.mp3.d8cuy2q4
D8CUY2Q4 File
7.34 MB

applied-crypto-hardening.pdf.d8cu

o]
=~ d @

- | 5 ‘ | Search Victims

7 P4

7z1806-x64.exe
7-Zip Installer

Igor Pavlov

Capture.PNG.d8cuy2q4

y2q4

D8CUY2Q4 File Size: 1.36 MB

Cyber.pptx.d8cuy2

Type: DBCUY2Q4 File

4 File
Date modified: 7/20/2019 11:15 PM

D8CUY2Q4 File
14.6 MB

DualBoot.txt.d8cuy?g4
D8CUY2Q)4 File

281 bytes
suspicious.py.d8cuy2g4

D8CUY2Q4 File
391 KB

yead-readme.ixt

Text Document

6.55 KB
sources.docx.d8cuy2qd
D8CUY2Q4 File
185KB
teapotwebm.d8cuy2g4
D8CUY2Q4 File

542 KB

Sl S 350 g0 3Ll LU 2 (slgsl 4 45 (S gy m kb 4z 2o« Jste Sl s 5 Ll b X 5l
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File Edit Format View Help
-——=== Welcome. Again. ===—--

[+] whats Happen? [+]

vour files are encrypted, and currently unavailable. you can check it: all files on your computer has extension aOkx2.
By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant
return your data (NEVER).

[+] what guarantees? [+]
Its just a business. we abso1ute1¥ do not care about you and your deals, except getting benefits. If we do not do our
work and 1iabilities - nobody will not cooperate with us. Its not in our interests.
To check the ability of returning files, you should go to our website. There you can decrypt one file for free. That
is our guarantee.
If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause
just we have the private key. In practise - time is much more valuable than money.
[+] How to get access on website? [+]
You have two ways:
1) [Recommended] Using a TOR browser!
a) pownload and install TOR browser from this site: https://torprogect.org/
b) open our website: http://aplebzud4?wgazapdgksévrcvezenjppkbxbrewketfsenfeag2nmyoyd. onion/C2D97495C4BA3647
2) 1f TorR blocked in your country, try to use VPN! But you can use our secondary website. For this:
a) open your any browser (Chrome, Firefox, opera, IE, Edge)
b) open our secondary website: http://decryptor.top/C2D97495C4BA3647
warning: secondary website can be blocked, thats why first variant much better and more available.

when you open our website, put the following data in the input form:
Key:

Extension name:

a0kx2

11 DANGER !'!!
DONT try to change files b%/ yourself, DONT use anz third party software for restoring your data or antivirus
=

solutions - its may entail damge of the private key and, as result, The Loss all data.
rer e el

ONE MORE TIME: Its in your interests to get your files back. From our side, we (the best specialists) make

everything for restoring, but please should not interfere.
re [ rr

plad 4 ot o3ls 31 3 4 In ail e 12l ol ol plin 53 oS 5 slales
S 4ﬂ‘)‘ LSlJb‘Juxxj‘)‘91~uJ CL%!J\ cLAg)T gjﬁLijL{ OL) k@;s 9 g:Aﬂn\ ol LSﬂ)ijf*}Av) V;;M“:*A DL, 3.9:r.9ﬁ LS\Jbg}iLé
uéLﬁ,; cL;thté uﬁLiﬁf}A) ¢xym~é5 9 JLQLP‘ C;@JT aS &l~w‘ I Y O{jLP B e .Jﬁzbt5n L5AL);;EiQ fL%i BE)
@oMQb‘J&‘ﬁ&bJ&b&Ju‘j:&l}uij.ﬁjv\..s.)\.lbjb r.?—l.@,é .19..&)5 oMf\deUﬁ)\ .,\..:.L:
Lg\J_’J_:.qua\_..?)\ o|)}JjOUGD‘J)‘J5 CbL:.i M‘J‘)J JUJ.: U'i| w‘)JTJwS&u{JA‘) QK{“)Q)‘}«&
550 S il e Tor ases s b 5l Jslely ool ods a3 § L5 55 Colus ool 4 o 2o
&.:TSQ:JS}\_;LL%_U:4_.,L§_éj.ou.ll.ufe456?)}..;):.Q,.w\a.uo>|>)|J3¢UL:Qj)>}:JTorJ§)‘5JA
30T 03 S 5L 5 Sl sl Sheslial ay p55 ol 5 b 3523 Tor S 5550 Go b 5 s e

ol onlaul P .L“JS 4}:.; L@J;\ BE) J.ll.u (a‘.l:ﬁ\ - Chorme Mozilla sl Jjw leﬁjf‘)}]a é—,‘,)b
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Aled eslizal orlen By 4 salgdgo 3555 31 e WOT 51 AL

C,.‘S-\:ﬁ:t_“,.ge-coi).} o.udu“b\w‘)}’wbjdlfbj;b‘bu‘)‘&‘f o.@f\% ujW¢ﬁJﬁj@
:MJLSAOL:\.;‘)CL:

& C | & Secure | https//decryptor.top/3D540083E2B76834

i3 Apps Forquick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

SUBMIT
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[% Your documents, photo: X

C | & Secure | hitps)//decryptor.top/3D540083E2B76834

Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

: 0 Fe
Your docurments, photos To decrypt your files you nead to You can do it right now Follow the
databases and other important files buy our special software - instructions below:. But remember
encrypted 8adS4tav-Decryptor that you do not have much time
8ad94tav-Decryptor price
You have 3 days, 23:58:39 Currentprice 0.03737162 BTC
)y not pay on tme. the price will be doubled =400 UsD
*Time ends on Jul 20, 065403 Aftertimeends  0.07474324 sTc
=800 UsD

Bitcoin address: 24MEUGGE00mMEINoKNU2atEPgCd WgBELET * BTC will be recalculated in 5 hours with an actual rate

o S il sl e 2Ly Sty (sl 0L ety o JUy ol amias i
oS Coulodd a8 b s la b SLiS ey gl Vs Ere dolas o sS4 TV oo el odali
2l b e (ool b s Ll S Sas E Oley Do s STas | OF b L3
odd e e Slgn 33 3 exrles JpdS sl b e GRIB1 Y A Usles o S VE

RSO P WP YK )‘J.; c&%‘}ﬁ) oA C‘}\"jf: 6‘;’

2loy
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INSTRUCTIONS CHAT SUPPORT

Buy Bitcoins with Bank
How to decrypt files? Account or Bank Transfer

You will not be able to decrypt the files yourself If you try, you will lose

your files forever. ° e .
To decrypt your files you need to buy our special software - ad94tav- o =
Decryptor. a
*If you need guarantees, use inal decryplion below: o Coinfinity
How to buy 8ad94tav-Decryptor? o BitPanda
L Create a Bitcoin Wallst twe recommend Blockehain info) e ETCDirect -
2 Buy necessary amount of Bitcoins. Current price for buying is
0.03737162 BTC BLJ‘:,-' Bitcoin with
3. Send 003737162 BTC to the following Bitcoin address: Credit/Debit Card
34NEUBG5cbmS3NoKnU2otXSPgCdWga3ta7
+ This recening address was created foryou, to identify wour transactions o e .
. , o Coinham
4 Wait for 3 confirmations : !
& Huobl
5. Reload current page after. and get a link to download
Sadf4tav-Decryplor o Bitbylicious
o BitFandz
o CoinCafe -

Trial decryption

SOy

* This file should be an encrypted image Exampls
o your-fle-nams jpg SadGdtay o VIrnWox

o your-fle-name png.8ad94tay ) )
Buy Bitcoins with Cash or

o your-fle-name gif SadB4dtav . .
! . Cash Deposit

* This file should be an encrypted image. o LocalBitcoins
o WiE £ -
o
o Bitit

g il sLa sy o 5dd Cmaly Cow O g A3l o JB oy (Sl gt aalsl 5 Loy o Wy
G e e o ol 0 0303 13 L5 slaaly (sl a8 das e 0L [y oS S
Sl omed zmed Sl edd 03ls e 5 LB sl bS5k 4 s LB QLS e Jeall) sz
SIS L S s el s i S L s gif 5 png g sl sy L U G OS] 2LiS e,
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Trial decryption
After following the instructions, you will get the program Bad94tav-

Decryptor to decrypt all your files. But for now, youve uploaded an
encrypted fils for the test this program

Download the file to verify that it is decrypted and program works

Chrysanthemum. jpg

eerlen b il OF 3k 51 0L 3 B ol ol 0dilowiS JU y cl 053 58 carlin b 550 L

ML Cend il B ge 25 sl IS 1S L

INSTRUCTIOMS CHAT SUFPORT

* Current price 0.03737162 bt will be doubled in

3 days, 23:56:25
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All of your files are encrypted!

Find xm57n1-readme.txt and follow instuctions

) Losme dm i S e 53 Sl b 3 1B EL L 5 el sl (6 ey D i

HKLM\SOFTWARE\recfg
o aslal slie

HKLM\SOFTWARE\recfg\sub_key: F1 2B E9 99 C6 4C EC 5C 02 C9 21 B7 CE E1 08 OF 40 19 88 12 EO
4C D7 9A C34CAD DA C6 E8 FC54

HKLM\SOFTWARE\recfg\pk_key: 73 52 0C 89 EB 77 AA 00 66 BD 78 3E BO 14 AB BO 04 EA 93 DD B7
C2 B3 AE43 81 A0 2CE59F 7202

HKLM\SOFTWARE\recfg\sk_key: 78 3D 8B 21 30 07 6E 93 C8 81 F8 30 40 11 75 DF EF 03 50 99 E5 B2
78 F5C198 14 A4F4239F1F63913E5138963C117A3D31A895C4FO6BF10BC842CD 22
OA40A6 72 CEAD AE4E 47 1256 4F 34 219D 82 32 DA0OD 67 23 AC2D 0B 6D 76 08 40 1ICD1 ED 41
59 B2

HKLM\SOFTWARE\recfg\O_key: 24 92 3E 16 BO D1 4D 09 D3 EF 03 4D 91 2C D3 F1 31 E8 A6 F5 06 8C
A681CD8A144D96 E7601E5BCE13 C9 1BEAFBOCE3 E8 F3 0B OF CEE513 150E E1 A2 84 84
880344 D26303D9868BOEB7297525BAF9BF26C24CE289E0123BADE1647401893F
A9 CA

HKLM\SOFTWARE\recfg\rnd_ext: ".1ré6yk2"
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HKLM\SOFTWARE\recfg\stat: ED 6A C2 09 97 8F 6F 63 FC 85 6F 4D 39 05 88 3E 19 DE 08 E9 14 CE 24
5FB4 4E533C80 7877 2586 5CBE 76 AF 12 A1 00 25 B7 OE 4B C1 5F 89 8A 5A C6 91 44 01 DE A4
5D AAB7 A8 8A5A 6E 69 F4 47 56 50 39 CC C1 0B BF CE 76 54 EO C8 60 87 C6 62 6B F3 FC DB 5E 4D
D7B552B7A1143EB1F831F58CED 27 1F DO D4 A4 AE 19 57 6ACCA9 F7 F8 BC72 7F 34 D5 E5
EC3F6E26837D079C48158A 11 D7 7F 3EB3 15 D7 F8 C4 D1 46 7B 35 C7 60 AE 6A OE 63 32 8D
3D 67 53 D1 05 86 CF A1 07 DD 6F 62 DA DO 97 BD 4D B4 5C93 CC2A ED 7F 36 B5 C2 2B D6 A4 98 1B
OE9A 6D 72 8F 23 EO BA C8 AO F7 30 DD BF E5 C8 83 28 3240 7C45B9B4 F194 04 C5 4E 80 BAF4
CE68B9C090015533257B60A120D289266B7135BEBOE4B4D4CO2F03C3CEC25374
2A D4 B9 6E 8E 8B 3F 35 B6 20 CF 6F 7C 8892 4D 9D 47 FF60 EA91 71 ED D7 CB 20 17 FC 42 DA C7
89 B4 FF 8D 50 58 F3 E9 DE 51 74 15 56 95 A6 25 C4 FF BS A0 4D 2C 7E E0 93 51 8C 86 BD EF 4A 2F
F6 24 5ADD 3B 357357 F5C89B0AB9833DC961009D58054BC19A37346ADC88708F7C
EEF39039BD DC3DA07C5394B24167FCCC6AC8623FFA7B115A8CF8E85A01F000F9
DO D57A25ED39C1 DCAD F6 DO4E 7C6D C3 D0 25 E047 63 D9 C6 1087 7023 AC4B5A 47 17 ES
2502 E4825A149F D9 3153 26 7A DO BE 81 4F 31 C8 50 F4 50 BB 92 8F 6D A2 42 93 B7 51 8E 4F
78 B7 4F E5 C8 A8 20 31 F6 6E B3 89 52 8E 3D 85 51 26 FF B4 D3 82 CO 05 C4 8B BB 9F 5A DA F1 27
3B27E4ECF9212C5ED4418F5BEL1C44C4E 94 60 EF 81 7557 EE92 6C 5F 12 FE 14 54 32 85 B7
7A91 2F9EA2F10A0581C5849DDC106213665F7092CB3EC436174D 73 F12A A0 B6 6B
5A89724C14F162 AB AF3ABADFDAO510A7B9 23 7AB89D 42 EE58 CB9E DB C6 1B 62 53 C6
AF 553D 1D 04 34 06 F4 E3 27 F5 AF 00 02 04 05 05 AAE6 8B 3C F1 DF 51 55 B5 3C 4F 85 C3 3A B7
DF 6F 76 1B 81 14 23 9D AD 09 F5 78 42 F4 7D 55 2D 4B AB DO CE AA 7F 29 A8 C1 5F A5 7A 7D 16 92
1F46 7832592343 87D0A36285E31FD9B5A672591536787857EBES5D1AO0AA?24DFD1
F6 C1 5559 0B DO BC DE 67 6F BE 17 BD 00 F4 D4 F8 OC 00 D4 D9 B3 4C DD 33 3B 8F DC 1E 5D 97 55
978822 C6DF02 7A4F DOSE EE 1981 C6 BS AFD3 A3147433D31018E67DBO9F3F397BDC4
B0 4002 C6 2F C8 52 6C DA 63 F9 BD9C D3 5EC3 90 16 79 22 2E F7 B8 90 95 OC FB D6 78 DO 2E 6F
AE47FB10A6EF9531F71F771B56 AFF1 C2 7D EEF3 E7 1F AABB DE 19 68 A6 28 OA BF 60 84
C2870F87CDED6205 1677 D7 27 86 67 66 A4 AE E7 6E 01 OF 7E 98 78 29 47 66 DO CF CA 5D 57
1000 84 9B 3E 86 95 68 F1 86 9C 0D 21 61 08 A7 4F 25 AA 90 CB 3E AD 5599 5A 8D B6 C6 19 C4 3D
E6 AE 65 3E D7 1589 BB 5C 54 89 1B A6 91 F6 OE AF 09 B4 ED 4B 9F 91 4A F8 AO 6E B4 66 23 92 2A

HKU\.DEFAULT\Software\Classes\Local Settings\MuiCache\22\52C64B7E\@C:\Program
Files\Common Files\system\wab32res.dll,-10100: "Contacts"

HKU\.DEFAULT\Software\Classes\Local
Settings\MuiCache\22\52C64B7E\@C:\Windows\eHome\ehepgres.dll,-304: "Public Recorded TV"

HKU\.DEFAULT\Software\Classes\Local
Settings\MuiCache\22\52C64B7E\@C:\Windows\system32\MCTRes.dIl,-200005: "Websites for
United States"

HKU\.DEFAULT\Software\Classes\Local
Settings\MuiCache\22\52C64B7E\@C:\Windows\System32\ieframe.dll,-12385: "Favorites Bar"

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-
9178-9926F41749EAN\Count\P:\Hfref\HO-PREG\Qrfxgbc\1.rkr: 00 00 00 00 01 00 00 00 00 00 00 00
00 00 00 00 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00
00 80 BF 00 00 80 BF 00 00 80 BF FF FF FF FF DO 6A 48 OA D9 3A D5 01 00 00 00 00

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\MuiCache\C:\Users\UB-CERT\Desktop\1.exe: "1.exe"

\Y
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HKU\S-1-5-21-2853862532-1823478465-2883723831-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\MuiCache\C:\Users\UB-CERT\Desktop\1.exe: "1.exe"

HKU\S-1-5-18\Software\Classes\Local Settings\MuiCache\22\52C64B7E\@C:\Program
Files\Common Files\system\wab32res.dll,-10100: "Contacts"

HKU\S-1-5-18\Software\Classes\Local
Settings\MuiCache\22\52C64B7E\@C:\Windows\eHome\ehepgres.dll,-304: "Public Recorded TV"

HKU\S-1-5-18\Software\Classes\Local
Settings\MuiCache\22\52C64B7E\@C:\Windows\system32\MCTRes.dIl,-200005: "Websites for
United States"

HKU\S-1-5-18\Software\Classes\Local
Settings\MuiCache\22\52C64B7E\@C:\Windows\System32\ieframe.dIl,-12385: "Favorites Bar"

1l 03 S g o5 0T slis &S Llalds

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib\OO9\Counter
HKLM\SYSTEM\ControlSet001\Control\ProductOptions\ProductPolicy

HKLM\SYSTEM\ControlSet001\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Enter)

HKLM\SYSTEM\ControlSet001\services\VSS\Diag\VolSnap\Volume{47047898-1e6d-11e8-878b-
806e6f6e6963}DeleteProcess (Leave)

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Control Panel\Desktop\Wallpaper

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-
9178-9926F41749EAN\Count\HRZR_PGYFRFFVBA

HKU\S-1-5-21-2853862532-1823478465-2883723831-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-
9178-9926F41749EAN\Count\{7P5N40RS-N0OSO-40SP-874N-P0S2RO09SNSR}\Ertfubg
1.8.3\i5_ertfubg_1.8.3 _orgnl_jva32_k64 fep_ova_i5\ertfubg.rkr

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Microsoft\Windows
NT\CurrentVersion\SoftwareProtectionPlatform\Activation\LastAction

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Microsoft\Windows
NT\CurrentVersion\SoftwareProtectionPlatform\Activation\Actionld

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx

HKU\S-1-5-21-2853862532-1823478465-2883723831-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx
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47 GE 27 A5 F2 OC c8 FO 4E 71 51 00 &0
EA 18 3E 23 0B 63 53 78 B1 CB 84 62 01
6F 0§ 20 1c 7E 40 84 a0 BB &B 47 cl1 c3
BO 06 46 23 OC 22 FB 78 EF BF 8F FB 56
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00911p00 06 00 OB 00 00 00 0C 0O 00 00 00 00 00 00
00911D10 32 10 8E 00 &3 eC 61 73 73 65 73 2E 64 &5
00911p20 4B 01 02 14 00 14 00 08 08 08 00 E2 4A ZE
00911D30 7B 57 48 A9 15 00 00 A2 3B 00 00 14 00 0O
00911p40 00 00 00 0O 00 00 00 00 00 D4 Be& 90 00 4D
00911D50 41 2D 49 4E 46 2F 4D 41 4E 49 46 45 53 54
00911De0 46 50 4B 01 02 14 00 14 00 08 08 08 00 E2
00911D70 43 55 88 E4 AS DA 15 00 00 D7 3B 00 00 10
00911pg80 00 00 00 00 00 00 00 00 00 00 00 BF CC 90
00911D90 45 54 41 2D 49 4E 46 2F 43 45 52 54 2E 53
00911pa0 4B 01 02 14 00 14 00 08 08 08 00 E2 4A ZE
00911DBO 41 %D E7 1D 04 00 00 B3 04 00 00 11 00 0O
00911pco €0 00 00 0O 00 00 00 00 00 D7 E2 90 00 4D
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00911DEO 05 06 00 00 00 00 cD 00 CD 00 &B 36 00 00
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00911E20 55 B8 C4 76 1D D3 6A 52 89 91 AF 1E A3 2C
00911E30 DA Bl FA ET7 BE 09 08 4D 5F EC FA 289 Al 19
00911E40 FA &8 5C 7B A5 80 82 28 A5 D4 56 24 E8 37
00911ES0 &7 80 76 42 4C 29 Fo CD D1 S0 S9A AB EB 24
00911E6&0 18 OE 6E CT7 BC F5 00 BB AD 51 8E 2A 8C &5
00911E70 BB AA AR &2 45 36 04 1A EF EF 38 DE 8A DE
00911EE0 BD 16 97 83 75 &7 9D DS DO 78 Cé6 SC 0D EB
00911ES0 8F 00 D4 FB 90 88 61 20 55 1E OC 82 02 BB
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000FFEAD 28 G6 42 28 OB 00 E4 G896 50 25 01 BO 896 B2 - |OOOFFEAD OE CA B7 BC E3 CE D1 BE DA CE AGD EF OB OF 4 -
Q00FFEBO 83 4 04 3F B2 SE 60 07 00 64 91 TF S5 25|_| Q00FFEBO0 B6 BE 4n RZ 3F DS 849 (02 pd4 91 497 cC2 D2 EC 41|_|
000FFECO 5C c5 82 77 EQ 60 28 07 79 00 40 9D 04 00  [|OCCFFECO 9 17 68 DC EE8 FD 20 22 72 3F EQ F3 47 DA C
Q00FFEDO 18 20 2c B0 34 26 00 3B 00 BC 10 34 cO 14 Q00FFEDO &F DO 72 92 E4 19 E2 39 g3 TE 54 OC 4D 22 Q.
O00FFEEO 43 00 D4 B2 B0 OF 00 2E 21 16 58 01 EB c2 Q0Q0FFEEQ OF B8 Cce DO CC 6C BA SD 79 BB E4 FE D3 BC 1
O00FFEF0 58 Oc 0B 12 Bn 25 B0 892 ED 02 02 70 20 33 Q0Q0FFEF0 €7 7a A2 31 1E 37 EE A4 A1 96 46 DB 20 04 B
Q00FFFO0 B0 20 4E B0 23 04 11 B0 02 20 18 13 08 &0 QOQFFFO0 OB 77 21 23 E3 06 SF 11 84 me ES AC 65 BS A
000FFF10 01 A8 03 B2 cO BO Oe E0 1a 00 OA 4B 2C 04 O00FFF10 01 20 B1 cB BE 3D &7 42 74 DS 6B CA EB 45 Al
Q00FFF20 O~ 28 OD 00 D4 mO Cc2 B9 75 B6 G4 59 5C 0B Q0Q0FFF20 OB 50 CE An 98 EF CE 66 AR 30 97 BE De CcD QI
000FFF30 45 D6 38 F4 E1 D1 56 50 18 00 34 00 BC Be Q00FFF30 34 3D DE DD 38 E6 2C 16 72 7C 47 04 30 D2 E
Q00FFF40 28 06 00 57 B6 00 42 01 &0 69 28 02 36 BE Q00FFF40 24 31 04 D3 88 32 BD 59 EE FE 97 3F 26 46 1!
O00FFF50 06 B0 B0 DE 00 58 00 44 18 18 43 00 D4 B4 Q00FFF50 47 53 F2 DE SE 47 97 89 AC 21 1F 4A BE an O
000FFFe0d BO OD 76 TE 43 01 BE 25 95 92 00 28 0OC &6 Q00FFFe0 589 En BF 75 52 32 c4 00 AB DE 78 2B 71 92 4!
QO0Q0FFF70 02 BO 149 06 16 03 00 13 B0 Sc 51 41 &84 2C Q0Q0FFF70 Fl1 38 01 56 6D 897 2c D2 54 31 23 00 €3 CE &
000FFFEO 18 16 51 45 14 19 B1 Ba 57 53 09 Be 00 35 Q0Q0FFFEO0 CE &F DD 00 D2 AF FC 6&A RB 3B C2 4B 5D 61 QI
Q00FFF90 B2 3D 28 OCc 25 9F 50 FD 40 10 00 29 41 03 Q0Q0FFFS0 1a 2B BD DE SE C3 1D 85 BF 71 28 TF GE 86 &
Q00FFFRO OD 00 OB B0 2E 00 DO 98 4B 25 B0 S5C 05 EB Q00FFFRO BT BO FA 7Cc BE C5 16 A9 80 48 B2 6C BF Bl Qi
000FFFBO 38 2c 05 45 82 c9 77 84 00 7e 05 B9 40 17 Q00FFFBO CD 2B C2 TE 22 DT 14 BB 26 FA Cl 8D 2F 55 2
O00FFFCO 2B F4 94 4m 25 B0 ES 00 38 02 c0 91 FB 7D O00FFFCO QOF 4C &7 21 01 83 78 FO 2F 33 27 3C &3 EE C
Q00FFFDO OC B0 1D 80 SE OB 07 EO 81 70 00 EC 00 cO Q0QFFFDO 10 F7 32 40 FB 98 40 AE D1 FA 3E 05 42 8C 1!
Q00FFFEO 59 44 B2 CB 28 RZ2 59 44 2 c9 &4 BO 1C 9E QO0Q0FFFEO BT 892 01 7B 17 4c 17 D5 DO 29 07 B2 43 1B &
Q00FFFFO 00 14 SF 2c 00 24 00 62 50 02 90 03 02 BO Q00FFFFO 14 &2 50 35 2B Be 42 B9 52 De 21 50 44 &F B!
00100000 n2 CE &4 22 51 2B 94 05 c0O 70 01 28 22 00100000 n2 CE &4 22 51 2B 94 05 c0O 70 01 28 22 T
00100010 E4 43 01 21 72 26 01 &2 5% 55 12 EO &4 03 00100010 E4 43 01 21 72 26 01 &2 59 55 12 B0 &4 03 1o
00100020 BO 4B E1 cD CcO E5 CF 21 2% Z2E B1 CO 39 E4 00100020 BO 4B E1 CcD CO E5S CF 21 29 ZE B1 Cc0O 39 E4 oI
00100030 CB 40 61 2E 59 2F 31 8B 00 17 DS 06 17 BO 00100030 C8& 40 61 2E 59 2F 31 8B 00 17 DS 06 17 BO E.
00100040 38 39 mn 3E OB E4 BO 1B BE 66 OC FE EF 93 00100040 38 39 Rn 3E 9B E4 B0 1B BE 66 OC FE EF 93 O
00100050 30 &3 1F F1 28 09 B3 27 05 29 21 77 4c 30 00100050 30 &3 1F F1 28 09 B3 27 05 29 21 77 4C 30 &
00100060 SF CO cD c4 17 98 2B 10 &R BE &9 2B cCc E7 00100060 OSF CO CcD c4 17 898 2B 10 e BE €9 28 cC ET7 (I
00100070 00 &6 DO D1 BS E4 01 8B Os 24 B3 EB &3 00 00100070 00 &6 DO D1 BS E4 01 B8 06 24 B3 BB €3 00 T
00100080 &1 OC Sz 4B 4B 24 26 24 BS 77 5E 00 14 &1 00100080 61 OC 82 4B 4B 24 26 24 BS 77 5E 00 14 &1 no
00100090 ES BE D3 FO 26 59 Ch 5B 7C E2 B0 B4 BS 3R - (00100080 E5S BE D3 FO 26 589 Ch 5B 7C E2 B0 B4 BS 32 C -
< i r < | ([} | r

LU 10/31/2015 1:27:26 AM | 94.5 ME (99125084 | |00100000 (1048576) 7/16/2019 12:30:47 PM | 94.5 MB (99125312) | |00100000 (1048576)
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00000000 | 00 01 02 03 04 05 06 07 08 C, | 00000000 | 00 01 02 03 04 05 06 07 08 O,

oooooooo | [BBl 45 df a3 a3 42 86 81 01 4 || oooooooo | [BEle6 43 58 es 64 25 46 34 d |

00000010 | 04 42 £3 81 08 42 82 B8 &d € 00000010 | a5 £6 38 06 52 a0 39 47 ad kb

ooooonzo | 42 87 81 04 42 85 81 02 18 ¢ 00000020 | b8 b3 db 9 59 a2 Tf ca  ae 9

00000030 | 34 ¢3 cc b4 11 4d 8b 74  af 4 00000030 | 2£ 38 £8 02 74 3c le 14 5f 4

00000040 | 49 a9 &6 53 ac 82 10 03 4d I 00000040 | 71 dl c2 65 01 eb b4 84 e3 1

00000050 | ae 6b 53 ac 82 10 c7 4d kbb & 00000050 | &8 98 b4 1b dZ Oc 1b 93 22 e

00000060 | &b 53 &c 84 34 c3 Se ef  ec 4 00000060 | be 26 a6 3= &4 0d 51 08 £3 8

00000070 | 00 00 00 A0 00 00 00 00 00 © 00000070 | bd 32 cf c4 b6 32 £7 26 1d 2

00000080 | 00 00 00 00 00 00 00 00 00 € 00000080 | 86 49 59 95 05 Se 91 £3  fb 2

00000080 | 00 00 00 60 00 00 00 00 00 © 00000080 | £c SO0 c2 T7a £1 b2 cd b0 3e d

0000ona0 | 00 00 00 A0 00 00 00 00 00 € noooooa0 | 3b 01 S5c 67 d7 ba 03 51 £1 1

00000ob0 | 00 00 00 00 00 00 00 00 00 € 000000k0 | 45 ad £6 a3 dfE dc £8 ac  bd 7T

0o0oofcO | 00 00 00 00 00 00 00 00 00 € 0000000 | 71 06 3b d4 98 £8 50 fo BE 9

ooooondo | 00 00 00 A0 00 00 00 00 00 © no00oodo | e5 4o 83 Sk dl 47 56 79 20 3

000000e0 | 00 00 00 00 00 00 00 00 00 € 000000e0 | 7f 2e 53 eE 15 52 39 a2 54 O

000000£0 | 00 00 00 00 00 00 00 00 00 € 000000£0 | 88 Tb dO0 30 32 da 98 09 dc 3

oooooloo | 00 00 00 a0 00 oo 00 o0 00 €7 | nooooloo | Sb Be ed 71 12 d8 93 09 98 & 7

1 | 1 | 3 1| n | 3

“ile Comparison o x

GElBE & el

Type Offset (Source) Offset (Dest) Size

Matched 1,048,576 1,048,576 834,198,632

2loy
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4SS S 5 Jdow V-Y
e Sodinokibi 11zl cdled e s el bas S35 Sy S Sygo sla sl
5SS Vlaz | S o 13 DLl aals 5 sl sl 345 Dl 3145 L Sl3IL al a8 s S
o3l alwlid pde (sl 8 5l 51 Ll Il el 03 5 6 g 55 US55 (DGA) bslas aels A 5
o= S = IlEl ol 4 SIS el L 8 S e ealial o J RS 5 0l b s e ol

258 o Dl 3 TCP US55, b 5l ol wblsyl 55,0 15 443

:DNS a4 55 e tedd gluls sla &_;(51 Connd)

90nguyentuan.com
a-zpaperwork.eu
advancedeyecare.com
agendatwentytwenty.com
alattekniksipil.com
alene.co
alharsunindo.com
alisodentalcare.com
alnectus.com
andreaskildegaard.dk
annida.it
aquacheck.co.za
arearugcleaningnyc.com
astrographic.com
atma.nl

atrgroup.it
avisioninthedesert.com
banukumbak.com
baptistdistinctives.org
bayshoreelite.com
beauty-traveller.com
belinda.af
belofloripa.be
benchbiz.com
berdonllp.com
biketruck.de
block-optic.com
blucamp.com
bluelakevision.com
bmw-i-pure-impulse.com
bonitabeachassociation.com
bourchier.org
brinkdoepke.eu
brownswoodblog.com
bruut.online
bundan.com
buzzneakers.com
bychowo.pl
cainlaw-okc.com
carmel-york.com
carsten.sparen-it.de
cascinarosa33.it
ceocenters.com
ciga-france.fr
citiscapes-art.com
citydogslife.com
cookinn.nl

148.251.11.181
78.142.209.221
50.97.149.92
46.243.156.72
197.221.14.44
46.30.215.77
209.182.203.153
67.20.76.129
178.63.89.23
87.98.154.146
210.245.90.240
77.104.162.69
95.216.117.200
150.95.54.240
96.127.180.186
198.46.89.70
46.30.215.168
5.152.193.244
74.208.236.75
52.174.40.218
198.71.233.104
81.19.215.5
35.228.55.150
194.30.35.117
46.105.57.169
104.31.84.195
104.31.85.195
95.143.172.245
91.195.240.87
185.26.156.167
69.89.31.228
46.30.215.111
166.62.112.193
198.50.129.250
192.163.232.100
69.164.206.96
104.27.165.36
104.27.164.36
185.199.220.28
141.138.169.215
192.0.78.151
192.0.78.245
51.68.89.43
184.173.96.66
192.145.232.92
103.23.22.248
103.74.54.152
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curtsdiscountguns.com
deduktia.fi

dentalcircle.com
dentallabor-luenen.de
devus.de
direitapernambuco.com
dnga.co.uk
domaine-des-pothiers.com
dreamvoiceclub.org
edrickennedymacfoy.com
egpu.fr

elex.is
elliemaccreative.wordpress.com
endlessrealms.net
enews-gca.com
epicjapanart.com
etgdogz.de

four-ways.com
framemyballs.com
fsbforsale.com
fskhjalmar.se

go.labibini.ch
goeppinger-teppichreinigung.de
goodboyscustom.com
gosouldeep.com
guohedd.com

holocine.de
hostaletdelsindians.es
innovationgames-brabant.nl
irizar.com

janellrardon.com
Jjeanmonti.com
johnstonmingmanning.com
jollity.hu

kafkacare.com
kellengatton.com
ketomealprep.academy
kosten-vochtbestrijding.be
lagschools.ng
letsstopsmoking.co.uk
louiedager.com

lovcase.com
lyricalduniya.com
magnetvisual.com
manzel.tn
mariajosediazdemera.com
mayprogulka.ru
mensemetgesigte.co.za
michal-s.co.il
mieleshopping.it
molinum.pt

mslp.org
napisat-pismo-gubernatoru.ru
nationnewsroom.com
neolaiamedispa.com
nexstagefinancial.com
onesynergyinternational.com
onlinemarketingsurgery.co.uk
opticahubertruiz.com
p-ride.live

perfectgrin.com
photographycreativity.co.uk
pilotgreen.com

178.208.33.134
87.254.25.84
104.28.12.75
104.28.13.75
217.182.126.186
109.73.237.93
185.2.4.123
185.197.130.80
77.111.240.99
162.241.217.111
188.226.138.70
70.40.217.80
31.217.192.232
74.80.196.90
178.249.187.226
141.138.169.208
166.62.110.90
212.49.100.165
104.28.2.98
104.28.3.98
185.15.78.186
45.79.176.253
109.237.132.56
67.227.229.191
45.76.155.31
54.175.148.58
212.97.132.137
82.94.246.8
79.137.39.123
185.197.128.45
87.230.47.47
46.32.254.147
104.18.41.218
104.18.40.218
217.160.0.95
104.25.215.14
104.25.214.14
185.5.53.18
139.162.238.239
104.18.52.134
104.18.53.134
75.127.74.35
104.31.83.217
104.31.82.217
92.222.234.4
5.157.84.183
104.24.104.251
104.24.105.251
198.54.115.43
185.33.54.16
104.164.238.122
109.237.212.70
217.160.0.66
185.197.130.219
134.119.253.108
167.99.54.169
94.23.87.17
104.31.77.205
104.31.76.205
185.103.16.188
89.184.74.152
159.65.213.163
188.165.129.145
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placermonticello.com
pokemonturkiye.com
precisetemp.com
primemarineengineering.com
projektparkiet.pl
prometeyagro.com.ua
putzen-reinigen.com
pxsrl.it
gandmmusiccenter.com
racefietsenblog.nl
rattanwarehouse.co.uk
renehartman.nl
ronaldhendriks.nl
satoblog.org
schlagbohrmaschinetests.com
sellthewrightway.com
shortsalemap.com
skinkeeper.li

so-sage.fr

stabilisateur.fr
stanleyqualitysystems.com
stressreliefadvice.com
studionumerik.fr
subyard.com
sytzedevries.com
tanatek.com

thalp.co.uk
thestudio.academy
thisprettyhair.com
tilldeeke.de
topautoinsurers.net
topvijesti.net
tothebackofthemoon.com
transifer.fr

triavlete.com
tweedekansenloket.nl
ultimatelifesource.com
wyreforest.net
yournextshoes.com
zdrowieszczecin.pl
zorgboerderijravensbosch.nl

AR

104.18.57.174
104.18.56.174
109.199.121.217
213.186.33.19
192.0.78.13
192.0.78.12
103.27.206.14
139.162.224.28
37.97.209.126
172.96.187.244
64.91.251.150
3.94.148.248
77.240.183.196
149.255.59.10
149.126.4.47
217.160.0.117
37.97.189.11
81.19.159.86
162.241.217.186
83.223.101.76
69.87.221.76
104.31.65.66
104.31.64.66
45.32.222.156
206.189.227.79
89.234.180.47
104.248.116.172
37.128.144.114
138.201.182.133
192.81.213.222
69.168.78.206
91.106.198.231
173.236.197.54
77.72.1.86
195.182.210.188
162.144.26.133
207.180.243.156
104.27.187.170
104.27.186.170
104.27.139.197
104.27.138.197
77.72.0.150
217.70.186.111
178.32.149.185
162.144.17.96
66.228.32.51
104.18.61.24
104.18.60.24
159.65.212.229
92.51.181.23
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Mame Local address Local Remote address Remote Proto State

# 1.exe (3256) WIN-LQOUEMDES... 49741  WIN-LQOUEMDESNO 8888 TCP Establish...

* 1.exe (3256) WIN-LQOUEMDES... 49760 19214523292 443 TCP Establish...

Tadler.exe (3236) TIN- L UUEMDES.., ottt TCP Tisten

4 Fiddler.exe (3236) WIN-LQOUEMDES... B888  WIN-LQOUEMDESMNO 49741 TCP Establish...

0 Fiddler.exe (3236) WIN-LQOUEMDES... 49742 13.107.4.50 80 TCP Establish...

[0 Isass.exe (504) WIN-LQOUEMDES... 49155 TCP Listen

[57 |sass.exe (504) WIN-LQOUEMDES... 49155 TCPE Listen

[m7] services.exe (496) WIN-LQOUEMDES... 49156 TCP Listen

[m7] services.exe (496) WIN-LQOUEMDES... 49156 TCPE Listen

|7'|'| el mmem AOTEY AMTRD | Ml IERANCC 27N 1Hnn

Capture Window | DNS Hex View l

Time Domain Requested DNS Retumed
13:52:47 egpu fr FOUND
13:52:47 egpu fr Lacs § e FOUND
13:52:48 onlinemarketingsurgery.co.uk (S LA N FOUND
13:52:48 onlinemarketingsurgery.co.uk FOUND
13:52:48 napisat-pismo-gubematoru ru D N S FOUND
13:52:48 napisat-pismo-gubematoru.ru FOUND
13:52:49 holocine.de FOUND
13:52:45 holocine.de FOUND
13:52:50 mayprogulka.ru FOUND
13:52:50 mayprogulka.ru FOUND
13:52:50 advancedeyecare.com FOUND

File Edit Rules Tools View Help

() *#3 Replay X~ b Go |4 Stream i Decode | Keep: All sessions ~ &5 Any Process 33 Find [l Save | B8] (3) /@& Browse ~ @ Clear Cache

# | Result  Protocol Host LRL Body Caching Content-Type  Process
|'_°‘J 1 200 HTTP Tunnel to  www.gstatic. com: 443 0 chrome:...
E 2 200 HTTP www.download. windowsupdate.com  fmsdownload fupdate fv3/static/trustedrfen. .. 914 public,m...  applicationy... 1:3256'

S-Lhttp el o s

YY
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1035 185.766469  192.168.29.128 166.62,110.90 TP 54 49683 » 443 [ACK] Seq=59 Ack=2 Win=64240 Len-@

1037 185.766891  |166.62.110.98 192.168,29.128 60 443 + 49638 [ACK] Seq=2 Ack=6@ Win=64239 Len=0

1042 186.886237  192.168.29.128 104.18.41.218 TP 54 49689 + 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0

1043 186.886660  192.168.29.128 104.15.41.218 TLSv1 175 Client Hello
1044 186.886799  104.15.41.218 192.168.29.128 TP 60 443 + 49639 [ACK] Seq=1 Ack=122 Win=64248 Len=0
1040 186.238734  104.15.41.218 192.168.29.128 TLSv1 1454 Server Hello

1047 186248328 104.15.41.218 192.168.29.128 TP 1454 443 + 49689 [PSH, ACK] Seq=1481 Ack=122 Win-64240 Len=1400 [TCP segment of a reassembled POU]
1043 186.248367 | 192.168.29.128 104.18.41.218 TCR 54 49689 » 443 [ACK] Seq=122 Ack=2881 Win=6424 Len=@

1049 186.250228 | 14.18.41.218 192.168.29.128 TP 1454 443 + 49689 [PSH, ACK] Seq=2881 Ack=122 Win-6424@ Len=1400 [TCP segment of a reassenbled POU]
1950 186.256205  104.13.41,218 192.163.29.128 TLsvl 1838 Certificate, Server Key Exchange, Server Hello Dane

1851 186.256236  192.168.29.128 104.15.41.218 TP 54 49639 + 443 [ACK] Seq=122 Ack=5235 Win=64249 Len=0

1952 186.262849  192.163.29.128 104.15.41.218 TLsvl 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

1053 186.263027  104.18.41.218 192.168.29.128 TP 60 443 + 49689 [ACK] Seq=5235 Ack=256 Win=64249 Len=d

1954 186.398398  104.13,41,218 192.168.29.128 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message

1055 186.459237  192.168.29.128 104.18.41.218 TLSvl 363 Application Data

1856 186.459317  192.168.29.128 104.18.41.218 Tl 987 Application Data

1057 186.459437  104.18.41.218 192.168.29.128 TP 60 443 + 49639 [ACK] Seq=5294 Ack=565 Win=64249 Len-@

1858 186.459438  104.18.41.218 192.168.29.128 TP 60 443 + 49689 [ACK] Seq=5294 Ack=1498 Win=54240 Len=B
104.15.41.218 192.168.29.128 TLsvl 1451 Application Data

192.168.29.128 18

6691 Win=B Len=h

1869 190.527252  192.168.29.128 89.234.180.47 L 54 49690 + 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0
167 190.527852  192.168.29.128 89.234,180.47 TLSvl 165 Client Hello

LS PP R
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