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ﬁ| | » New folder (2) v| 5 ‘ | Search New folder (2) o
Organize ~ Include in library ~ Share with = Burn MNew folder EES fﬂ ﬁ
. Favorites Name Date modified Type ) Size
M Desktop | | Aampa.ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 801 KB |
l4 Downloads wiz jpg.ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 226 KB
=& Recent Places test file (2).rar.ShutUpAndDance 9/12/2018 2216 PM  SHUTUPANDDAN... 29,909 KB
test file (2).mp3.ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 4,069 KB
- Libraries test file (2).docx.ShutUpAndDance 9/12/2018 2216 PM  SHUTUPANDDAN... 539 KB
- Documents test file (1).rar.ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 72,215 KB
& Music test file (1).pdf ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 510 KB
% Pictures test file (1).mp4.ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 48,437 KB
B videos test file (1).mp3.ShutUpAndDance 9/12/2018 216 PM  SHUTUPANDDAN... 6,233 KB
test file (1).mov.ShutUpAndDance 9/12/2018 216 PM  SHUTUPANDDAN... 1,536 KB
s Computer test file (1).jpg.ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 404 KB
& Local Disk (C) test file (1).docx.ShutUpAndDance 9/12/2018 2216 PM  SHUTUPANDDAN... 12 KB
+» Media (E) f2celdaadbb.mp4.ShutUpAndDance 9/12/2018 216 PM  SHUTUPANDDAN.. 240,114 KB
dnSpy.zip.ShutUpAndDance 9/12/2018 2:16 PM  SHUTUPANDDAN... 23,553 KB
& Network B test file (1).PNG 3/11/2018 9:22 PM  PNG image 12 KB
test file (1).m 1/22/2018 6:40 PM M File 2KB
test file (1).kmz 3/14/2018 6:35 PM  KMZ File 1KB
test file (1).key 4/29/2013 .00 PM  KEY File 1KB
= test file (2)JPG 3/15/2018 1:57 AM  JPEG image 134 KB il
test file (1).dwg 3/14/2018 6:28 PM  DWG File 115 KB |
test file (2).bak 1/31/2018 8:05 PM  BAKFile 90 KB
test file (1).bak 1/31/2018 10:19 PM  BAK File 83 KB
@ test file (1).exe 3/7/2018 2:04 PM Application 5442 KB
' 23 items
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Unhandled exception has occumed in your application. if you click
Continue, the application will ignore this emor and attempt to continue. i
you click Quit, the application will close immediately.

The remote name could not be resolved: ‘www siga semamath.gob mx'.
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Memaory Physical Memory Usage History

Physical Memory (MB) System

Total 2047 Handles 16428

Cached 586 Threads 650

Available 584 Processes 52

Free 36 Up Time 0:00:10:36
Commit (MB) 1858 [ 4094

Kernel Memory (MB)

Paged 102

Nonpaged 45 “y/ Resource Monitor...

Processes: 52 CPU Usage: 41% Physical Memory: 71%
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00000000 00 01 02 03 04 05 06 07 08 09 Oa Ob 0Oc 0d Oe OF 00000000 00 01 02 03 (04 05 06 07 08 09 Oa 0Ob Oc 0d Oe Of

ooooogoo | @8l 00 00 20 66 74 73 70 63 73 6f 6d 00 00 02 00 . ftypisom. 00000000 | [B8leb 2a 83 70 13 21 78 0a 52 0Oddb &b 23 a8 fa  [He*fp.!x.R.Tc#e
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00000020 | 00 2b 45 db &d 6 6f 76 00 00 00 6c &4 76 &8 64  .+E0moov...lmvhd 00000020 | c0 ed ab b0 de 95 40 25 07 a5 c2 db c6 17 af 80 Ai«"B-@s.¥E0E. €
00000030 | 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 03 ed . 00000030 | £2 fa cb 7f 5c 16 15 2c¢  3b 09 bd 69 68 91 4f Se  GuED\..,7.%ih'0~
00000040 | 00 43 a6 ef 00 01 00 00 01 00 00 00 0O 00 00 0O 00000040 [ c2 7b c4 36 fc 08 91 78 10 05 dO0 6b fa 4c £3 01  A{A6H. ‘x..DkiLb.
00000050 00 00 00 00 Q0 Q1 Q00 Q0 00 00 00 00 OO0 00 00 00 00000050 4d bf fa ae 50 lc 9%9e 8d dc b8 15 11 bc la cf 7f MzueP.2 U,..%.10

00000060 00 00 0000 Q0 Q1 00 Q0 0000 00 00 OO0 00 00 00 00000060 1f b4 b6 c5 76 35 c€ a3 db 50 4e 6a dl c6 ec 8c . " Ghv-EefENIREIE
00000070 00 00 00 00 40 00 00 Q0 00 OO0 00 OO0 OQ 00 00 00 Q0000070 29 37 3270 c2 10 &4 ae ad b9 75 bc 59 99 4 eé )72pk. o unr™se
00000080 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00000080 | 98 54 9e d6 76 09 bb el ec 3b el a0 b2 ed a3 21  ~]#0v.»a sigt
00000090 | 00 00 00 03 00 0d 95 b0 74 72 61 6b 00 00 00 5¢ 00000090 | a4 91 Te af 61 de bl e2 £d 75 b0 91 b6 c5 67 af '~ abrayu® ‘GAg
000000a0 | 74 6b 68 64 00 00 00 03 00 00 00 00 0O 00 00 0O 00000020 [ al ba £9 63 9e 06 93 9= al 12 64 32 c0 17 1b e0  ;°dc.™%;.d2h..3

000000k0 00 00 00 01 Q0 00 00 00 00 43 =26 88 00 00 00 00
0000000 00 00 00 00 Q0 Q0 Q00 Q0 00 00 00 00 OO0 01 00 00
000000d0 00 00 00 00 Q0 Q0 00 Q0 00 00 00 00 OO0 01 00 00
000000e0 | 00 00 00 OO0 00 00 00 00 00 00 00 00 40 00 00 00
000000£0 | 02 B0 00 00 01 68 00 00 00 00 00 24 65 64 74 73

0000000 14 52 b9 3b 30 27 9f 02 29 B0 46 Sb a7 O0c £4 da SR';O'Y.LEF([S.
0000000 9f c5 ce d& de a0 cc 99 ba 73 £4 S5c 30 £4 af 34 ¥hier I™ea8\08
00000040 ge S5c 03 75 91 B1 71 4e 23 6L 39 al ef 86 cd c3 Z\v.u' gN#cd itER
000000e0 | a8 31 2e Ob e6 98 b0 c7 €9 ce e5 63 03 £4 bf fb  “1Z.="°Célac.8za
000000£0 [ fb cc ad bS c9 03 97 2f  £9 ae b5 la 27 c8 1c 47 GI-pE.—/uen.'E.G

00000100 | 00 00 00 1c €5 6 73 74 00 00 00 00 00 00 00 01  ....elst 00000100 | ©3 d6 93 d2 1e 8e 85 ab £1 23 56 8f 22 56 £5 90 A0"0.Z «A#V "VB
00000110 00 43 a6 92 00 00 00 0O 00 O1 00 OO0 OO0 Od 95 28 -CiT. 00000110 58 d3 59 30 70 2f 22 06 47 5f 6c 7f 95 18 78 Oc  XOYOps*.G 10 +.x.
00000120 6d 64 69 61 00 00 00 20 &d 64 €2 €4 00 00 00 00 mdia. Qoogolzo 89 1f 0b 95 6e 47 e7 e3 &2e 5e aa 3a 32 20 1f 74 .. nGgdi~a:2 .t

00000130 7a fb e6 T7e 32 2f 09 aa b0 d& 98 42 &5 &8 90 %e zle~2/.2"0"Be 2
00000140 | 92 71 d3 60 e3 da 33 e5 21 96 c6 6e aa c0 73 6b "g0 d03a —En*Ask
00000150 | 60 a2 95 8d 01 32 71 a6 e4 3f b0 £4 5a 5 dl bd e+ .2q|E2°0Z B
00000160 | 42 11 87 15 55 b7 36 94 89 f8 23 65 04 76 29 d8 J.+.U-6 Z2#e.v)@
00000170 71 ac la a7 £0 11 fe 11 79 c4 3c &b ba 31 03 15 q-.58.p.yA<k®1. .
00000180 dd 6c £5 3d 84 c6 Sb b9 99 73 1d ec 40 da 28 6f Y18=.E[*™3.1R0(c
00000190 | 29 4c 87 b0 5f e0 35 30 b9 89 3f 77 22 8d 59 03  )Li°_&50°%2w" Y.
000001a0 | a2 9 02 d8 24 ac a3 ac £6 le 66 45 2c 86 33 f4  ¢%.85£.5.fE, 138

00000130 00 00 00 00 Q0 Q0 00 QOO 00 00 32 00 O3 &1 ee 00 e
00000140 | 15 €7 00 00 00 00 00 2d 68 64 6c 72 00 00 00 00
00000150 | 00 00 00 00 76 69 64 65 00 00 00 00 00 00 00 00
00000160 | 00 00 00 00 56 69 64 65 6F 48 61 68 64 6C 65 72
00000170 00 00 0d 94 d3 6d €9 62 66 00 00 00 14 76 &4 &2
00000180 €4 00 00 00 01 00 00 Q0 00 OO0 00 OO0 OO0 00 00 00
00000190 | 24 64 &3 e €6 00 00 00 1c &4 72 65 &6 00 00 00
000001a0 | 00 00 00 00 01 00 00 00 Oc 75 72 6c 20 00 00 00

< i 3 < i

File Comparison
EBE S E 2

Type Offset (Source) Offset (Dest) Size

Tnserted 234,244,260 234,244,269 6
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AES_Encrypt(byte[], byte[l) : bytell

[1 bytesToBeEncrypted, [] passwordBytes)

m(memoryStream, rijndaelManaged.CreateEncryptor(), CryptoStreamMode.

@, bytesToBeEncrypted. )

Sla b 4 b o Lse Jold &5 sl encryptDirectory(,) sb by e (V 5502 505 A ankd
o S e S5 s LB (6,35 505 g | ENCryptFile() sl o dil o Sl 31l a5 50
S 505 oS 4 b g e 45 AES_Encrypt(,) Jsles Ciliss &5 Sl e sle EncryptFile(,)
A3l G 350 (sla L L sy Move(,) s 51 aslisd L 2l o 1zl Ja 5 oslinad 555

e o oa5 .ShutUpAndDance 4

encryptDirectory(String, String) : Void X

(location

(location)
(location)

, password)

tories(j), password)

encryptDirectory(,) 25 s

R
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EncryptFile(string, string) : void

EncryptFile( file, password )

[] bytesToBeEncrypted = : (file);
( (password) ;
array - Computse array);
[1 by .AES ‘bytesToBeEncrypted, array);
(file,
(file, file + ".S

Lol skl 4 .ShutUpAndDance s 05 ges 4lsl 5 s Ll (5108 50, 40 b s« EncryptFile(,) R
: LiL . CreatePassword() &b« by 3 AS anksd

CreatePassword(int) : string

length)

StringBuilder();

" [random. Next

.ctor() : void

AS e oslixal Ol ) GU SS ol pen 4 (ghadku s Al 5l Lazs ShutUpAndDance J'P‘CL.

mscoree.dll

_CorExeMain
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Pl e dl b

igled 3 Bl 3 s o8l LT S 1o L iS50y bl ys g il 5 o OLSL 3

Comed 53 sl QWL 3 (Ol sdalie LB 55 55 5 gead 5o a8 jshilen 5 LiS5e, LG (ol ) ¢l_<:,a
sdalie LB 5,4y Password cund 55 pioes 5 Jules 3l 1) )\J-;\Gp 4 by e X 4oy Extension
= SIS L 5 03 505 bkl Select Directory Cad i1 555 Jaide (65958 o1y o dslad 5515 1

g e 3l b Ll LS ey aul b Decrypt gasSs 55,

& HiddenTearDecrypter — Od X
Settings Tools About

Extension: LShngMdDance ‘ [C] Regex Ext. Select Directory
Password: |ve%6>x4G&T$735nzP Th! | | Password List

Emor loading Hidden TearKiller exe for bruteforcing: Object

reference not set to an instance of an object.

Preset Selected: HiddenTear =nat 15
Selected directory: C:\Users\SADEGH\Desktop \New folder (2)1

abcdefghiklmnopgr:

Decrypt

Idle v2.2.0.11 .:

Kot S5 oo

)JJ_xS)jﬂdﬁu 4> s ShutUpAndDance )‘J'.é‘cl..lﬂ\_:.bﬁjﬂ $as S5 gy 31 e

o3 S S s www.siga.semarnath.gob.mx uﬂ)ﬂ o s ol Sy Szl Ol

ol a3 S

Pl e SIBIZLDNS sl s s by e 5 5 sea


http://www.siga.semarnath.gob.mx/

e Ubl g yglis g eslbliyl cyljg
whplele Ublg 5 gUs ¢ lojLu

I'¥ ApateDNS ® = S

| | Capture Window | DNS Hex View

Time Domain Requested DNS Retumed

17:57.07 teredo ipv6 microsoft.com FOUND

17:57:07 dns msftncsi.com FOUND

17:57:.07 dns msftncsi.com FOUND

17:57:13 ipv6.msftncsi.com FOUND

27 i i FQUND

| 17:58:28 www siga semamath gob.mx FOUND I
d

[+] using 2.8.28.8 as return DNS IP!

# of NXDOMAIN's:
Selected Interfface:

DNS Reply IP (Default: Curert Gatway/DNS)

8888

[+] ons set to 127.e.e.1 on Intel(R) PRO/18@@ MT Network Connection.
[+] Sending valid DNS response of first request.
[+] Server started at 17:56:56 successfully.

[intel(R) PRO/1000 MT Network Connection

: VirusTotal sbLle =4 &

i 3L VirusTotal Sl 53 55> g0 S5l 5T 5 s s ST W 5,0 $A sl ol Jl= s

S g b o b B 1 0T 03 18 2 cnl bl

Ad-Aware A GenHeurBodegun.i

AlLYac A\ TroianRansom HiddenTear
Ascabit A Trojan.Bodegun.1

AVG A Win32:Trojan-gen
BitDefender A Gen:Heur.Bodegun.1
CrowdsStrike Falcon M\ malicious_confidence_100% (D)
Cylance A vnsate

Drweb A Trojan.Encoder. 10598
Endgame A malicicus (high confidence)
ESET-NOD32 M\ 2variantof MSIL/FilecoderY
Fortinet A MsiLFilecoderyir

lkarus A\ Trojan-Ransom.HiddenTear
K7AntiVirus A Trojan ( 004cd5d01 )
Kaspersky A\ HEURTrojanWin32.Generic
MAX M malvare (@i score=100)
McAfee-GW-Edition A Ransomware-FTD!04D5426462D8
NANO-Antivirus A Trojan.Win32 Filecoderethwkz
Panda A Ti/Gdsdaa

Rising A Ransom.Ryzerlo!8.782 (CLOUD)
Sophos AV A TroiCryptear-a

Symantec A\ RansomHiddenTear!g1
TrendMicro A Ransom_CRYPTEAR.SMO
VBA32 A TroisnmsiLgens

Webroot A W32.Ransom.Gen

CAT-QuickHeal

Cybereason

Cyren

GData

Jiangmin

K7Gw

Sophos ML
Tencent

TrendMicro-HouseCall

2 2 N

Troj.W32.Genericlc
Trojan[Ransom]/MSIL Ryzerlo
Win32:Trojan-gen
HEUR/AGEN.1029350
Trojan.YakbeexMSIL.ZZ4
malicious.462dbc
W32/Trojan.FACE-4774
Gen:Heur.Bodegun.1 (B)
Gen:Heur.Bodegun.1
Gen:Heur.Bodegun.1
MSIL.Trojan-Ransom.Cryptear.R
Trojan.Generic.bnniw

Trojan ( 004cd5d01 }
Ransom.HiddenTear
Ransomware-FTD!04D5426462DB
Ransom:MSIL/Ryzerlo.A
generic.mi
Win32/Trojan.BO.435

static engine - malicious
heuristic
Win32.Trojan.Fakedoc.Auto
Ransom_CRYPTEAR.SMO
Trojan.Win32.Z Filecoder.221696

HEUR:Trojan.Win32.Generic

2loy
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Dol S e g8 g pg Able oy

4 5306 S s o Sl 52 3 s Il BT s Geg s ST Slasse A slias ol -

S o b e b B 1 0T 03 18 2 cnl bl

. s l l > _.-o
5288d94dd00233562401fd10d4a5e332e06b1ee95a98h843861¢9f49518342dc.bin

oSanl dois 0PI dduns 029R9T
Dangerous: 9.15.0 sophos
Troj/Cryptear-A
Dangerous: 11.00 f_secure
Gen:Heur.Bodegun.1
SUSpiCiOUS: 55 kaspersky
HEUR:Trojan.Win32.Generic
Dangerous: 45338689 eset
MSIL/Filecoder.Y
Dangerous: 11.0.1.1607061217 drweb
Trojan.Encoder.10598
Clean 0.99.2 clam_av
Dangerous: 1.1.268025.1 comodo
Malware
Dangerous: 11.01.18 bitdefender
Gen:Heur.Bodegun.1
Dangerous: 7.9.0.30 symantec
Ransom.HiddenTear!g1




