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Organize ~ Include in library ~ Share with = Burn New folder
. Favorites Name B Date modified Type Size o
Ml Desktop test (1).apk.SHRUG2 8/8/2018 250 PM  SHRUG? File 9,288 KB
h Downloads 8 test (1).avi 1/10/2018 6:41PM  Video Clip 31433 K8
<» Recent Places & test (1).bmp 6/28/2005 1232 PM  Bitmap image 737 KB
test (1).DAT 10/30/2015 7:57 PM  DAT File 96,802 KB
-4 Libraries test (1).docx.SHRUG2 8/8/2018 250 PM  SHRUGZ File 177 KB
. Documents test (1).htm.SHRUG2 8/8/2018 250 PM  SHRUG2 File 90 KB
& Music test (1).html.SHRUG2 8/8/2018 250 PM  SHRUG? File 3,048 KB
& Pictures = test(1).jpg 7/23/2010 11:36 PM  JPEG image 374 KB
B videos test (1).mkv 10/22/2017 11:11 .. MKV File 864,500 KB
test (1).mp3.SHRUG2 8/8/2018 250 PM  SHRUG2 File 4,485 KB
& Computer 8 test (1).mpeg 8/6/2017 10:29 AM  Movie Clip 45,740 KB |
& Local Disk (C) test (1).pdf 11/19/2017 11:55..  PDF File 4,256 KB | ]
= Media (E) test (1).ppt.SHRUG2 8/8/2018 2:50 PM SHRUGZ File 579 KB
< Soft () test (1).rar.SHRUG2 8/8/2018 250 PM  SHRUG2 File 1KB
test (1).srt 9/9/2016 704 AM  SRT File 93 KR
@ Network ®) test (1.ts 11/1/2010 5:30 AM  MPEG-2 TS Video 1,015,200 ..
test (2).mp3.SHRUG2 8/8/2018 250 PM  SHRUG2 File 6,296 KB
17 items
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ShrugDecryptor

Your files will be lost on

12/08/2018 20:53:47

Time Left

2d 23h 58m 31s

Ooops! Your files have been encrypted 3 3

What happened?

Your important files have been encrypted.

Many of your documents, pictures, videos, databases, scripts,
codes, presentations are no longer accessible because they
have been encrypted. Maybe you're busy looking for a way to
recover your stuff, but don't waste your time. Nobody can do
that without our decryption service.

Can | recover my files?

Of course!

We guarantee that you can recover all your files safely and
easily. Butyou don'thave too much time. If youwantto
decrypt everything. you will need to pay. You only have 3
days to submit the payment, otherwise all your files will be

Send $70 worth of Bitcoin to

1Hr1grgHOVIE QUx7 3IRRILVKH3PFjUteNx

Put your wallet & click "Paid" after payment
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Time has expired. Say goodbye to your files.

o]




4

2loy

e Ubl g ygLis guulbli)l euyljg ‘
el Ubl g g is ¢ ojLu

Sdzma (G5l ol Doy se 53 a8 das el 3 S sz)ﬁuisfjljgl:»&w)\).é\d{ ol

S sdalie 0T Jams g5 05l 53 [y (Al L pliy Wil e L3 il

ol fL?u'\ S ) Gob a5 ol VHr\grgHAVIEgUXVYIRRILVKHY PfjUteNX ol 3 me J g iS U,UJ

Summary Transactions
Address 1Hr1grgHSVIEgUx73iIRRILVKH3PFjUteNx No. Transactions 0
Hash b8c6f7e260d8f25d3869ebelbc529b252tbd6b85 Total Received 0BTC
160

Final Balance 0BTC
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( [] bytesToEncode)
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(webClient.

action
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nameValueCollection["
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", nameValueCollection);

url, Nan y1llection nve)

result;
(WebClient webClient = WebClient(})

= webClient.L (url, nvc);
result = En . .GetString(bytes);
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mainKey, registrykey,
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subKeyName, redirect =

ists(subKeyName) ;
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Ad-Aware

AlYac
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Avira
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Cyren

e5can

F-Secure

GData

Jiangmin

K7IGW
Malwarebytes
McAfee

Microsoft

Palo Alto Networks
Qihoo-360

Sophos AV
TACHYON
TrendMicro-HouseCall

ZoneAlarm
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Generic.Ransom.Hiddentear A.BEBBD...

Trojan.Ransom.Shrug
Win32:Malware-gen
TR/Hiddenrear.agdsy

UnclassifiedMalware

W32/Trojan.¥Y5UJ-8753

Generic.Ransom.Hiddentear A BEBBD...

Generic.Ransom.Hiddentear A BEBBD..
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Hoax Agentadx

Riskware ( 0040eff71 )

Ransom.Shrug
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Ransom:Win32/Genasom
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Win32/Trojan.Hoax.4a4

Mal/Marthran-A

Ransom/W32.5hrug 579584

Ransom_SHRUG.THGAIAH

HEUR:Hoax.Win32 Agent.gen

AegisLab
Arcabit

AVG
BitDefender
Cybereason
Emsisoft
ESET-NOD32
Fortinet

Ikarus
K7AntiVirus
Kaspersky

MAX
McAfee-GW-Edition
NANO-Antivirus
Panda

Rising
Symantec
TrendMicro
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AhnLab-V3
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Trojan-Ransom.FileCoder

Riskware [ 0040eff71 )
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malware (ai score=97)

Generic.dvy

RiskwareWin32 Hiddenrear.ffkoec

Trj/Gdsda.A

Ransom.Genasom!8.293 (CLOUD)

Trojan Horse

Ransom_SHRUG.THGAIAH

W32.Ransom.Gen
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oSl dzs 0P9RIT A uRgReT
Clean 2.3.190.2675 Ulugdl
Clean 9.14.2 sophos
Dangerous: 11.00 f_secure
Generic.Ransom.Hiddentear.A.B8BBD7A
Suspicious: ) 55 kaspersky
HEUR:Hoax.Win32.Agent.gen
Dangerous: 4.5.3.38301 eset
MSIL/Filecoder.NZ
Clean 1101.1607061217 drweb
Dangerous: 1.1.268025.1 comodo
Malware
Dangerous: 11.01.18 bitdefender
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Clean 212 avast
Dangerous: 7.9.0.30 symantec
Trojan Horse




