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Organize ~ Include in library = Share with - Burn New folder
- Favorites Name : Date modified Type Size
M Desktop ﬂ avira_en_vpnb0_5a9fc013632be_ ws.exe.shino 5/25/2018 9:37 PM  SHINO File 5442 KB
l4 Downloads ﬂ Microsoft Toolkitexe.shino 5/25/2018 .37 PM  SHINO File 55,852 KB
<» Recent Places B test file (1).docxshino 5/25/2018 936 PM  SHINO File 12KB
ﬂ test file (1).exesshino 5/25/2018 9:37 PM  SHINO File 5442 KB
4 Libraries & test file (1)jpg.shino 5/25/2016 9:36 PM  SHINO File 404 KB
.. Documents @ test file (1).mov.shino 5/25/2018 9:36 PM  SHINO File 1,536 KB
& Music & test file (1).mp3.shino 5/25/2018 9:36 PM  SHINO File 6,233 KB
. Pictures & test file (1).mp4.shino 5/25/2018 9:36 PM  SHINO File 48437 KB
B videos B test file (1).PNGashino 5/25/2018 9:36 PM  SHINO File 12KB
ﬂ test file (2).docx.shino 5/25/2018 9:36 PM  SHINO File 539 KB
& Computer & test file (2)JPG.shino 5/25/2018 9:36 PM  SHINO File 134 KB
& Local Disk (C) B test file (2).mp3.shino 5/25/2018 9:36 PM  SHINO File 4,069 KB
> Media (E9) B test file (2).mp4.shino 5/25/2018 9:36 PM  SHINO File 801 KB
ﬂ test file (3).jpg.shino 5/25/2018 %:36 PM  SHINO File 226 KB
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Uninstall() : void

num2 =
num2
num2

num2

num2
num2
by P
num2
num2
ipal windowsPrincipal

num2
windowsPrincipal

num2
!

Uninstall() :

MyP

num? = 1.
P

num2 = 15;
processStartInfo.
num2 = 16;
processStartInfo.

num2 = 17;
processStartInfo.

num2 5
processStartInfo.

num2 = 19;

num3 = numd + 1;
numd = @;

(ICSharpCode.Decompiler. TLAst. TLLabel[], num3

i

numd = num2;

(ICSharpCode_Decompiler.ILAst. ILLabel[], num);

P

numd == @))

current);

tedFile");
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LS e oslizal O =6 SCelan 4 25 (5354 s AllS 51 i ShinoLocker 1531,

mscoree.dll ‘

_CorExeMain

e ShinolLocker.exe
= yssadmin.exe vssadmin delete shadows /all /quiet
=  warrFcbZ.exe

Eel aS WLl o | I shadow copy bl 4o « |, vssadmin.exe Ayl ,5 ShinoLocker )lj:ﬂd{

Pk e edalin BB 25 53 LIBIZL b g edd i 5 gla LU 51

C:\Documents and Settings\Administrator\Local Settings\Temp\holfT7c5.exe
C:\Documents and Settings\Administrator\Local Settings\Temp\Pf8u77C3.exe
C:\Documents and Settings\Administrator\Local Settings\Temp\Q41eyd.txt
C:\Documents and Settings\Administrator\Local Settings\Temp\yCYDbU.Ist
C:\Documents and Settings\Administrator\Local Settings\Temp\Q41eyd.txt.shino
C:\RECYCLER\S-1-5-21-1482476501-1645522239-1417001333-500\INFO2
C:\Documents and Settings\Administrator\My Documents\money.doc.shino

Dodd G gla L

C:\Documents and Settings\Administrator\Local Settings\Temp\Q41eyd.txt
C:\Documents and Settings\Administrator\My Documents\money.doc

S e waS Il s 25 S s sladS

\REGISTRY\USER\S 1oF) 1 EATEVT0 ) ) TE00YTITT) )V o ) I IO o\ Software\Microsoft\Windows\ShelINoRoa
m\MUICache\C:\WINDOWS\system "M\vssadmin.exe

\REGISTRY\USER\S- )-0- ¥ 1=V EAYEVTO. 1.1 T£00¥FXI9- 1 £1 Ve o ) FFTZ 04 o\ Decryptor\P
\REGISTRY\USER\S- 1-0- ¥ 1- 1 EAYEVT0L 1.1 T£00¥FFI9- 1 £1V e o ) FFTZ 04 o\ Decryptor\PS
\REGISTRY\USER\S- 1-0- Y 1- 1 EAYEVT0L ). ) T£00YFY I ) £) Ve o | FIT 04 W\ Decryptor\FL
\REGISTRY\USER\S- )-0- ¥ 1=V EAYEVTOL 1.1 T£00¥ Y Y191 £1 Ve o ) FFTZ 04 o\ Decryptor\TF
\REGISTRY\USER\S- )-0- ¥ 1= 1 EAYEVT0. 1.1 T£00¥F Y191 £1V e o ) FFTZ 04 o\ Decryptor\TD
\REGISTRY\USER\S- )-0- ¥ 1- 1 EAY £V 100 1) T£00 ¥ YFI9. 1 £1V e o | FFT- 0+ o\ Decryptor\H
\REGISTRY\USER\S- 1-0- Y - 1 EAYEVTOL ) ) TE00YFY I ) £1 Ve o | FIT- 04 s\ Decryptor\V

\REGISTRY\USER\S 10F) 1 EATEYVT0. ) ) T£00YTITT) £V o ) I TT0 0 o\ Software\Microsoft\Windows\ShelINoRoa
m\MUICache\C:\Documents and Settings\Administrator\Local Settings\Temp\Pf/u YYC Iexe

'Y


https://www.hybrid-analysis.com/sample/044d3d36c7e7377e29da769397b3e173b21acc2a07a676c377d0335c36e0e01f?environmentId=100#00030442-00001672
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\REGISTRY\USER\S 10T 1 EATEYVT0. ) ) TE0OYTITINE) Ve o ) IO o\Software\Microsoft\Windows\CurrentVersi
on\Explorer\BitBucket\c\NeedToPurge

\REGISTRY\MACHINE\SOFTWARE\Classes\.shino\
\REGISTRY\MACHINE\SOFTWARE\Classes\ShinoLockerEncryptedFile\

\REGISTRY\MACHINE\SOFTWARE\Classes\ShinoLockerEncryptedFile\shell\open\command\

\REGISTRY\MACHINE\SOFTWARE\Classes\ShinoLockerEncryptedFile\Defaulticon\

2oJ,ig_§.l>-L§JZMM“.>.-‘)Jﬁ15

\REGISTRY\USER\S 1 oF 1V EATEYVT0. ) ) T£00YTITT) £V o ) ITT0 0 o\ Software\Microsoft\Windows\CurrentVersi
on\Explorer\BitBucket\c\NeedToPurge

HECOR- U R WE,

Aas o 0L |, ShinoLocker 53 Cb- sl ol )l R ) S

d *Local Area Connection {E‘E‘Q

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A0 NREQemEFLIZEFAal
(M [tcp-stream eq 3 EAED | Expression...  +
No. Time Source Destination Protocol  Length Info
25 27.583589 192.168.1.34 217.23.11.33 TCP 54 49171 » 443 [ACK] Seg=1 Ack=1 Win=65792 Len=0
26 27.673330 192.168.1.34 271,251,311 35 TLSv1 171 Client Hello
27 27.828449 217.23.11.33 192.168.1.34 TCP 60 443 » 49171 [ACK] Seq=1 Ack=118 Win=14656 Len=0
28 27.917729 17 75185 192.168.1.34 TLSv1 1458 Server Hello
29 27.920885 217.23.11.33 192.168.1.34 TLSvl 877 Certificate, Server Key Exchange, Server Hello Done
30 27.920944 192.168.1.34 217.23.11.33 TCP 54 49171 » 443 [ACK] Seq=118 Ack=2228 Win=65792 Len=0
31 27.942310 192.168.1.34 217.23.11.33 TLSvl 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
32 28.095005 217.23.11.33 192.168.1.34 TCP 60 443 » 49171 [ACK] Seq=2228 Ack=252 Win=15680 Len=0
33 28.101288 217.23.11.33 192.168.1.34 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message
37 28.305689 192.168.1.34 A7) 254,31 S5 TCP 54 49171 » 443 [ACK] Seq=252 Ack=2287 Win=65792 Len=0
162 29.157349 2h17, 23201 3 192.168.1.34 TLSv1 91 Encrypted Alert
163 29.157356 217.23.11.33 192.168.1.34 TCP 60 443 » 49171 [FIN, ACK] Seq=2324 Ack=253 Win=15680 Len=0

[> Frame 103: 6@ bytes on wire (48@ bits), 6@ bytes captured (480 bits) on interface @

I Ethernet II, Src: ZyxelCom_99:36:cc (58:8b:f3:99:36:cc), Dst: Vmware_63:96:84 (00:8¢c:29:63:96:84)
> Internet Protocol Version 4, Src: 217.23.11.33, Dst: 192.168.1.34

> Transmission Control Protocol, Src Port: 443, Dst Port: 49171, Seq: 2324, Ack: 253, len: @

0000 9@ Bc 29 63 96 84 58 8b 3 99 36 cc 08 00 45 80  ..)c..X. ..6...E.
0010 00 28 22 2f 48 02 30 06 82 9e d9 17 @b 21 <6 a8  .("/@.0. ..

LI P01 bb c@ 13 d1 ¢8 b2 e/ 6c 96 c9 d2 50 1. |
0030 [NERanpliil 00 00 00 0 @0 @6 FEEREL. ...

© 7 Transmission Control Protocol (tcp), 20 bytes H Packets: 230 * Displayed: 16 (7.0%) H Profile: Default .||
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Capture Window | DNS Hex View

Time Domain Requested DNS Retumed m
23:02:20 darknet.com FOUND

23:02:20 darknet com FOUND 4
230220 darknet.com FOUND

23:02:20 darknet com FOUND

230221 darknet.com FOUND

23:02:21 darknet.com FOUND

23021 search services mozilla.com FOUND

23:02.21 clients1.google.com FOUND

230221 darknet com FOUND |
23021 search services mozilla.com FOUND

23:02:21 clients 1.gooale.com FOUND -

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

Using 8.8.8.8 as return DNS IP!

DNS set to 127.0.0.1 on Intel(R) PRO/100@ MT Network Connection.
sending valid DNS response of first request.

server started at 22:59:43 successfully.

Stopping Server...

DHCP detected, setting DNS back to DHCP.

DNS Restored.

Interfaces list has been refreshed.

DNS Reply IP (Default: Curent Gatway/DNS): 8.8.8.8

# of NXDOMAIN's: 0
Selected Interface: [Intel(R) PRO/1000 MT Network Connection - Stop Server
Wl 03 S 13 5 LI OT L I3 2L oS e
L;.’,LSTJ")JT Sy osled )}..':Srl,'.
YAV.IE ) XY il s
TCP

ouhﬁf,;:ﬁu;ﬁsug&)tpléc&c”ﬂa_Lﬁf&@w\ dad o Ol b s,

ol odaline J.‘L; S J..’J»AS B

2loy
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217.23.11.33 - Geo Information

IP Address
Host
Location
City
Organization
ISP

AS Number
Latitude
Longitude
Distance

Map Location™

Map Satellite §

217.23.11.33
jupiter.parknames.net

— NL, Netherlands

b

WorldStream

WorldStream

AS49981 WorldStream B.V.
52°38'24" North

4°89'95" East

1744.92 km (1084.24 miles)

O World Map @ Google Maps O Yahoo Maps O Microsoft Live Maps

Finland

Estonia
Latvia

Lithuania

Belarus

Ireland Poland

Netherlands

Germany
Belgium
Czechia _
. Slovakia’ : Ukraine
“Austria v Mqldbva
France i gomHiungary ol
3 Romania |
Croatia 3
. _Serbia' e y
Italy g |
: Bulgaria w
Portugal E

“Greece

Spain
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GenMarianLRansom.Shinolock 5

TrojanWin32Agent R189022

Trojan Win32 AGeneric

Win32:Trojan-gen

TR/AD.RansomHeur.gahiav

Win32.Trojan. WisdomEyes. 16070401....

Ransomwate.ShinoLock A3

W32/Shinolock A gen!Eldorado

GenVariantRansom.Shinolock s (8)

GenMariantRansom.Shinolock s

W32/shinolock Agen!Eldorado

MSIL/Generic AP SEDD4!

Trojan-RansomShinalocker

Trojan ( 0050feb31 )

HEURTrojan.Win32.Generic

makhware (al score=100)

GenerlcRXAH-SX!BA61 3ACABAB3

Trojan.Win32.Filecoder.fapdhm

genericml

Win32/Trejan.Ransom 48

Mal/Shinolock-A

Trojan.Gen.2

Ransom SHINOLOCKSMIO

TScope.TrojanMSIL

TrojanWin32.Ransom.195074

Trojan.Deshacop!

AegisLab
NYac
Accabit
NG
Nware

BitDefender

Falcon

fig

ESET-NOD32
F-Secure
GData
Sangmin
KIGw
Mabwarebytes
McAfee
Microsoft
nProtect
Panda
SentinelOne
Sophos ML
Tencent
TrendMicro-HouseCall
VIPRE
Webroot
ZoneAlarm

N R N R

Tecf W32.Genericlc

GenVariant Ransom Shinolock.5

Trojan.RansomShinclock.5

Win32:Trojan-gen

Trogan Win32.Generic!BT

Gen:Variant.RansomShinolock 5

malicious confidence 100% (W)

Trogan.DownLoader22.15733

malicious (high confidence)

avariant of
Win32/Filecoder. ShinaLockerA

GenVariant.RansomShinolock s

Gen:Variant RansomShinglock 5

Trojan.Deshacop.rk

Trojan ( 0050feb31 )

Rarsom.ShinaLockerMSIL

GenelicRXAH-SX!B4613AC4BAB]

Ransom:MSIL/ShinoLockA

Trofan/W32.Deshacep. 195072

Tri/GdSda.A

static engine - malicious

heuristic

Trojan-RansomWin32.ShinoLockera

Rarsom SHINOLOCK.SM®O

Trofan.Win32.GenericleT

W325uspicious Heur

HEUR:Trojan.Win3Z.Generic



