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medvedeg has stopped working

Windows can check online for a solution to the problem the next time you go
online.

2 Check online for a solution later and close the program

= Close the program

A Hide problem details

Problem signature: -
Problem Event Name: CLR20r3 W
Problem Signature 01: Sample_Sbf2666f6cBbbal3efefGTEE E
Problemn Signature 02: 1000
Problem Signature 03: 5bb72024 i
Problem Signature 04: mscorlib
Problem Signature 05: 4.7.2558.0
Problem Signature 06: 59d4127
Problemn Signature 07: 704 L
Problem Siagnature 08: f

sl sle go, g an S o0 &UﬁbjT&b.Ml{@SCrabber)bé\Cl{ Sl g 3L 5,50
jc\?wébJ‘@)bGL&uI}CMﬂ‘ PR b 8)&&&»@‘45%3;01,&% cob‘}:buﬁ‘)‘ o.)\.\ﬁ‘)m‘

Q)H BE S "\_";'LL}_A U_3~| L;oMJOL:.J Scrabber )bj‘c\; C..AJS S » 4.:.9J§ Q)M LQLQL}'"")J”
Aily o eSSl 5 s OL3 53 4 ALzl play Jols OT (6 5o 45 READ BLET.txt Ol o ol

Z.L.'T:L_L;ao)u‘ J)jﬁ&&bé\}bww.byfﬁ)ﬂj@' .LSL;onq‘\DeSktOp 6‘5)}’\)



=le Ublg glis g eulbliyl eyljg

whplele Ublg 5 gUs ¢ lojLu

w51 S ealial L 0Lk 5 sla Jib plad 4 Wles pos oMl (o len szl pliy ulul

decriptscrabber@mail.ru slas |l mﬁT SIS et g8 (’U 3 s <=U Il b sl 5 e

Aled Cals 1y e b ,LiS 5e 5 WS trinskert@bk.ru U

ailS lad 4l Blel oo Sl Do 5o 5 Al el el 4 bg e o oy Sl L

Pl sdalie B L3 55 Of b sead S 550

7

Scrabber

.
Files was encrypted

- RUSSIAN —

Bce BalM ©ainbl 33WMPPOBaEHEI B HBAEXHOM anropuTMe Widposanna AES-256
1 TENEpb MMEIOT ypoBeHs CBEPX CeKpeTHOCTM. He crelwnTe sakpbisaTh AaHHOe
loiHO TaK KaK Bbl Gonblue ero He yeuaTe. BoinonHnTe panbHeiwme yKasanus,
[Ho He criewnTe Beab Mbl AoMXHbI paccKasaTh ABE NPOCTLIX BEWEi:

1. Mol He MOWILWEHUKY 1 He 0BMaHLMKK, Mbil 33 Bac 1 noMoxeM ¢ palwmneposKoit
| Bawwx AparoLeHHbX $aitnos

12. ndposarme - 370 0BpaTMMOE KpMNTorpahuyeckoe AeiCTBME KOTOpPan
M3MEHAET KOAMPOBKY aiina Ha CBOK coBCTBEHHYIO (0T 3TOro BUAHLI B 34ECh
weporan:bl Ho Mbi KaK M3 NEPBOro NYHKTa MOMOXEM BaM C ARLMPPOBKON)

|Mbi geficTByem o npuHLWANY: 3alwmngpoBanice a Mbl Bam gaitnel Gecnnato,
HaM He Haao BUTKOIMHEI NONYYeHHbIE Pa3MEHOM MK A0AMMM TPYAOM C BaLMM
MaiiHiHrom. OBpaTTECh HaM Ha NOYTHI:

decﬂpiscrabber@mail u

Ecnw Xe HalLa 0CHOBHaA nouTa GyaeT 3abnokupoBaHa no NpUYMHe Xanobb!, To

coseTyem oBpamTcA No noyTe:
ltrinskert @bk ru

e . J___
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txt, .doc, .docx, .xls, .xlIsx, .ppt, .pptx, .odt, .jpg, .png, .csv, .sql, .mdb, .sIn, .php, .asp, .aspx,

.html, .xml, .psd, .dp, .iso, .evy, .mls, . mra,.mJYs, .m, .mov, .Ink, .pdf
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Scrabber Ransomware

has been encrypted.

Bce Bawm gokymeHThbl, oT0, 6a3bl AaHHbIX
n apyrue daiinel 3amgpoBaHbI.

Please contact to post address: trinskert@bk.ru &

Moxanyncra CBSKUTECH MO NoYTe:
n

PAEL e oL g0 0z 3 ssr e Al by e b e 25 gl

richTextBox1.Text X
|--- RUSSIAN --—-

Bce Baum dainm 3awmdpoEaHsl B HagekHOM anropuTme umpposanna AES-256
M Tenepb MMENT YPOBEHbL CEEPX CEKPeTHOCTA. He CrewMTe 3aKpuBaTh AaHHOe
OKHO T Kak Bw Bonbwe ero He yewguTe. BunonnuTe gancHeRWWME yKa3aHWA,
HO HE cneuMTe Befb M JOMKHN PaccKasaTh ABE MPOCTHX BEle
1. Mu HE MOWWEHWKM W He obmaHmukw, Mul 3a Bac W nomoxem C pawndpoBKOR
BawMx AparouexHsix daiin
2. lmpposan - 270 obpaTumoe kpunTorpadMiecKoe AeACTEME KOTOpas
MSMEHSET KOAWPOBKY daiina va csow cobicTBeHHym (0T 3TOro BUAHM B 3fECh
Mepornugsl HO Mbl KaK W3 MEPBOTO NYHKTa NOMOXEM B3M € AEWHGPOBKON)
Mul feficTByem no npuHunny: 3auwdposanuce a Ml Bam daiinu BecnnaTo,
HEM HE HELo GMTKOWHB MOAYYEHHBIE DESMEHOM MAW JONTHM TPYAOM C BAWWM
M. OBpaTUTECH HAaM Ha MOWTH:
rabber@mail.ru
e HaWa OCHOBHAA nouTa GymeT 3abmoKWpoBaHa No NpuuKHE Xanobw,To
06paTMTCA no noute:
ertibk
KPHBAMTE ABHHOE OKHO, TaKk Kaxk Bw BOMLUWE HE

YBWAMTE Er0 NPU MEP TPY3KE.
¥aauHoH pacuwdposku, Aa 4To Mu Sabeuin!
Ana nonyuyenus knwya oTnpasbTe uma MK M NONBI0BATENA HaM, NOMYHEHHbIA
Naponb BEEAUTE M HEXMMTE Ha pacwnposky. YTobb ySHATE CNHCOK Sawndpo-
BaHHbX (ainos HaxmuTe Ha kHonky: "Encrypted files™
Tenepb yAaYHOH TOYHO pacumdpoBKu

END RUSSIAN ---
ENGLISH ---

your fi are encrypted in a sec AES-256 encryption algorithm
and now have a level of over-secrecy. Do not rush to close this
the window u won't see it again. Follow the instructions below,
but do not rush because we have to tell two simple things:
1. We do not mosheniki not liars, we are behind You and will help with rasshifrovka
Your precious files
2. Encryption is a reversible cryptographic action that
changes the encoding of the file on its own (this is visible in here
the characters but We the first paragraph will help you with deciphering)
We operate on the principle: Encrypted and we give you the files for free,
we do not need bitcoins received by exchange or long work with your
mining. Contact us at mail:
decriptscrabberfmail.ru
If our main mail is bl ed bec of a complaint,
we adv you to contact by mail
trinskert@bk.ru.
Again, we repeat: do NOT CLOSE this window because You NO LONGER
WILL SEE IT WHEN YOU REBOOT.
A successful decryption, Oh yeah we forgot!
To obtain the key, send the PC and user name to us, received

enter the password and click on decryption. Te find out the list of encrypted files click on the button: "Encrypted files™

Now successful accurately decoding!

—-- END ENGLISH ---
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startAction() : void

artInfo

.QLuﬂ‘aJAT

sword) ;
location logicalDrives)

ctory(location, password);

(startInfo);

startInfo2

CreatePassword() o)

GetlLogicalDrives()

3 g oo osliial 3 g sa gla gl s L;b:‘-\,é@@:.-@li o

SendPassword()

Sy iy 0l 5 s

encryptDirectory(,)

J.J:La@ a)u\ JJ)A

messageCreator()

A3l Al el iy BB sbl 26 4 bss e 0 ol
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CreatePassword(int) : string

DEFGHIJKLMNG [random.Next

bed mb ol Sl eslaal bll-L oS AiL e GetlogicalDrives() ~U 4 byye 5 S askd
S o Sl b BB (08 ey g U SL A e S0 2 25 e sl

Environment

num
num2

(num != Bu)
({num & 1u) != 6u)

num2-++;

[num2];

[1

num JlogicalDrives;

num2

(num != @u)
(Cnum & 1u) !=

array[num2++]

SIS ey i by ny g (ﬂ&'lj_;-\féb.6MQL5«SendPassword() qubﬁfﬂjﬁuﬁé
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SendPassword(string)

password)

L1

password
3
addr
Clien
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encryptDirectory(String, String) : Void X

ory(location , password

(location)
(location)

(files(i))
n)
files(i))
, password)

55s s sl 5 encryptDirectory(,) Gls L aS A5 . EncryptFile(,) @U @by IS aakad
L3l o K 5a, w8l 4 by e oS AES_Encrypt(,) 22U les il wl 5 S5 osdle
D das e e junked” o 1 DBl e 550 gba LB L sy Move(,) & 51 eslizad b

EncryptFile(string, string) : void

password)

(file);

(password) ;

array . . ay);
[1 bytes . r rt (bytes leEncrypted, array);
(file,
(file, file + ".ju
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AES_Encrypt(bytell, byte[l) : byte[]

[1 bytesToBeEncrypted, [] passwordBytes)

am memory

treamMode.
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messageCreator() : void

el 5 ot U Jlasl b OB 3 a5 Wiles gl el oal sl ol 53 rarlge a3 5ed o5LS1 a5 shailon
IS trinskert@bk.ru L, decriptscrabber@mail.ru sla | w)ﬂ Sl S s 68
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sender, E
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DecryptDirectory(string) : void

location)

(location);
[] directories = : (location);
( i=8; i< files. 5 di++)

extensi : (files[i]);

(extension == ".ju

j < directories. 3 Jj++)

ectory(directories[j]);

s b aal junked bbb &y 85 S50 3 ol sdaline LB US anad cpl 43 45 sl
L gd o 28 5e, DecryptFile(,) =

b s 5LiS 50, Cg | AES_Decrypt(,) b 45 AL e DecryptFile() mb a0 by e 25 A axks
LS e Sy

DecryptFile(string, string) : void

(file);
FileName = file string(@, file. - extension.

destFileName);

S W P AES_Decrypt(,) GU @ bge 55 US ankad
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AES_Decrypt(bytel[], byte[]) : byte[] X

[1 bytesToBeDecrypted, [1 passwordBytes)

tream memoryStream =

t, 1080);

~yptor(), CryptoStreamMode.

result = memory

result;

.«ctor() : void

S o eslizal (O U Kol en 4 23 (655 4l 51 s Scrabber 35l

mscoree.dll \

_CorExeMain

PSS Sl e
OF e Sl 5 (godalie w3 ge 3L ai |21 LB zu )3 4 Scrabber B RCCHPUPE T
S a3 LU 5 b SSI L B L (s
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: VirusTotal sbLls =4 &

i 3L VirusTotal wlolw 53 54> g0 S5l 5T 5 es s STV 5l 88 sl ol Jb= o

Antiy-AVL
Avast
Avira
CAT-QuickHeal

CGylance

F-Secure

GData

Jiangmin

Malwarebytes

Microsoft

Palo Alto Networks
Qihoo-360

Sophos AV

Tencent
TrendMicro-HouseCall

ViRobot

Zillya

>R PEPEPRPPPEPRPEPEDRDPDPD

Gen:Heur.Ransom.HiddenTears.1
Trojan|Ransom]/MSIL.Ryzerlo
Win32:Trojan-gen
HEUR/AGEN.1016243
TrojanGENERIC

Unsafe

Trojan.Encoder.10598
Gen:Heur.Ransom.HiddenTears.1
Gen:Heur.Ransom.HiddenTears.1
Gen:Heur.Ransom.HiddenTears.1
Trojan.Generic.crgca

Trojan ( 004cd5d01)
Ransom.HiddenTear.Generic
Ransomware-FTD!69C8186ASD29
Ransom:MSIL/Ryzerlo. A
generic.ml
Win32/Trojan.Ransom.786
Troj/Cryptear-A
Win32.Trojan.Generic.Wrqu
Ransom_RAMSIL.SM
Trojan.Win32.Z.Ransom. 1236480

Trojan.Generic.Win32.148699

S o b e b B 1 0T 03 18 2 cnl bl

AhnLab-v3

Arcabit

AVG

CrowdStrike Falcon

Gyren

ESET-NOD32

Fortinet

Ikarus

K7AntiVirus

Rising

TrendMicro

VBA32

>

PP PEPERPPPEPRPDEPDEDPDPD

Trojan/Win32 Ryzerlo.C2844860

Trojan.Ransom.HiddenTears.1

Win32:Trojan-gen

Gen:Heur.Ransom.HiddenTears.1

malicious_confidence_100% (W)

W32/Trojan.SAOY-3488

Gen:Heur.Ransom.HiddenTears.1 (B)

a variant of MSIL/Filecoder.Y

MSIL/Filecoder.AK!tr.ransom

Trojan-Ransom.FileCoder

Trojan ( 004cd5d01 )

HEUR:Trojan.Win32.Generic

malware (ai score=100)

Ransomware-FTD!69C8186A9D29

Trojan.Win32.Encoder.figvyb

Trj/GdSdaA

Ransom.Ryzerlo!8.782 (CLOUD)

Ransom.HiddenTear!g1

Ransom_RAMSIL.SM

Trojan.Encoder

W32 Trojan.Gen

HEUR:Trojan.Win32.Generic
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m Sample_5bf366616c8b6a73efef6788.BIN.69¢8186a9d29¢24171bbIbecIBBe0etb 1ol ol

Cublfe LE 1l ans

LSRR I VIR N
69c8186a9029c2417fbb9bcc3B8cledb :MDS
fd2ad45698107149486f2402648594003e3a1966 (SHAT

44712deaebc7c9967897¢1007b 1 db96ad026be7 581 fc2cb7b1922dchbdB89%e :SHA256
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