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A1l of yous important files encrypved with RSA-2048, RSA-2042 ia a powerful cryptography algorithm
For more information you can use Wikipedi
“attention: Don't rename or edit encrypted files because it will be impossible to decrypt your files

R3k is a 1 ha, You need twe ey

1-Public key:
2-Private K

you need it for encryprien
you need it for decryprion

30 you need Private key to recover your files.
It's not possible to recover your files without private key

You can receive your Frivate Key in 3 easy steps:
Stepl: You must send us One Bitocin for each affected PC to receive Privave Key.

Step2: After you send us one Bitcoin, leave a comment on cur blog with these detail: Your Bitcoin tramsaction reference + Your Computer name
“Your Computer mame is:

Srepd: We will reply to your comment with a deczyption softvare, You should run it on your affecved PC and all encrypved files will be recovered

“Cur bleg addre

: heep://f

*Our Bitcoin address:

Bitcoin iz an innovative payment network and a new kind of monmey.
You can create a Bitcoin account at https://blockchain.info/ and deposit some money into your account and then send to us

There are many way to buy Bitcoin and deposit it inte your account,
You can buy it with Bank Wire, 1 Bank £ Cash deposit and etc

heeps://localbiteoing.com -==> Buy Bitcoin with WesternUnion or MoneyGram
https://coincafe.con/buybitcoinswestern.php ~--> Buy Bitcoin fast and Jecure with WesternUnion and Cash deposit
httpa://www.bivstamp.net =-=> Buy Bitcein with bank wire, International bank tranafer, SEPA payment
https://ww.kraken.com ===> Buy Bitcoin with bank wire, International bank tranzfer, SEPA payment

hetps://www kralen.com ---> Buy Bitcoin with bank wire, International bank transfer, SEPA payment
hteps://wiw.ccedk.com --=> Buy Bitcoin with bank wire, International bank transfer, SEPA payment
hetps://biteurex.con/ ---> Buy Bitcoin with bank wire, International bank transfer, SEPA payment

If you want to pay with your Business bank account you should create a business account in exchangers

they don't accept payment from third party

#what happened to your files?

#How to recover [iles?

#How to get private key?

#what is Bitcoin?

#Eow to buy Bitcoin?

b
‘ﬁ J’Sﬁ

How to find the Bitcoin transaction reference?

Login into your blockchain account -> go to "My transaction™ tab -> Click on your transaction -> In "Transaction Summary™ page, You will find a "hash™ with &4 characters long

Serd us this hash with vour comment on our blog + your computer mame
“Your Computer name is

We send you a simple software with your privave Key
¥ou just nesd run this softvare on each computer that enceypved and all affected files will be decrypted

7 days to send us the Bizcoin after 7 days we will remove your private key and it's impossible to recover your files

You just have

#How to use private Key?

#deadline
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plainFilePath, encryptedFilePath, [1 key, [1 dv, [1 signatureKey,

)
(plainFilePath);
(encryptedFilePath))

(encryptedFilePath);
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c pathfile)

fo fileInfo = = fo(pathfile);

driveInfo = Dr (pathfile);
availableFreeSpace = driveInfo. 5
length = filelInfo. =

(length < availableFreeSpace && ile (pathfile). 0 & 5 ts(fileInfo.

fileInfo. E: (
(pathfile, Pr am.publi Y5

ts(fileInfo. + "\\" + fileInfo.

eInfo fileInfo2 = FileInfo(fileInfo.
(fileInfo2. > length)

fileInfo. = FileAttributes.
(pathfile);
(pathfile))

t(fileInfo.
¢ (P

(fileInfo. "\\" + fileInfo.

(fileInfo. "\\" + fileInfo.
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Tencent

TrendMicro

Yandex

Avast Mobile Security

Cyren
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Gen:Variant Ransom.Samas3
Trojan/Win32.5amas.C1342294
Trojan/Win32.5Generic
Win32:Ransom-AYN [Tj]
TR/Samas.217600.1
Gen:Variant Ransom.Samas.3
WinTrojan.Samas-1

malicious confidence 100% (W)
GenVariant Ransom.Samas.3 (B}
Gen:Variant Ransom.Samas.3
Gen:Variant Ransom.Samas 3
MSILTrojan-Ransom.SamSa.C
Riskware ( 0040eff71)
HEUR:Trojan.MSIL. Tpyn.gen
Ransomware-SAMAS!IE26C6A20139F
Ransom:MSIL/SamasA
genericml

Win32/Trojan.627

static engine - malicious
Ransom.SamSam/Variant

Msil Trojan.SamasAihw
Ransom CRYPSAM.SM
Trojan-Win32.Generic!8T
Trojan.Samas!

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean
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GenVariant!c
GenMariant.Ransom.Samas.3
Trojan.Ransom.Samas.3
Win32:Ransom-AYN [Trj]
TrojanWin32.Generic! BT
Trojan.inject.TL3
UnclassifiedMabware

Unsafe

malicious (moderate confidence)

3 variant of MSIL/Filecoder SamasA
Ransomware FOLMr
Trojan-Ransom.SamSam
Riskware [ 0040eff71)

malware (ai score=99}
Ransomware-SAMASIE26C6A20139F
Trojan.Win32 Samas.ebgnih

Tej/GdSdaA

Malware.Undefined!8.C
(TFEC:InSpToyuQHT)

Troj/RansmSam-A
Trojan.Gen
Trojan/Filecoder Samas.a
Ransom_ CRYPSAM.SM
TrojanWin32.Z.Samas.217600
HEUR:Trojan MSIL. Tpyn.gen
Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean

Clean



