Ryuk 15174 o3 Jdos



e Ubl g yglis g eslbliyl cyljg
whplele Ublg 5 gUs ¢ lojLu

&

D dede

Aas » .t Ryuk (U“-.’LSJ%V".' @ gad Solad @f’:j\ U\J-_élcl._, oo 50 S mlw slad Loy 5 edalin

asmal> . Cul odd slow| Bitpaymer ases sl o VLM sHermes gls us .S 5 3 )b’é‘cl.f o)

.wtou%ﬁ-t,&mcpag,ﬁzpsuﬁ&viwwau Sy sls o538 0 Gaa

S 5 sk K a8 e Sl 1 e O 5 Sl oS axdls el 2l plig s 13 2L ol

S 5 S5 5SS  sl p S w00 m SVL L W Dbl S s B 5 0L
ol b (sl 4558 48 Bl Jlger (sl 55 8 s nlgiing L) S e TO LB NO il
Saa s SRl b s OLLE IR 2L ol e 13,8 e penal GL S 4 a2l el 0
ol S s gla )53l CL.‘J}?'J”)JT Sk b b (ol oo i 55 b 5 S o Ol S

@l_np‘ OJ\—.\: LS)"\'—?)") Lquib LSLG;" 4.: b ‘5""’)"”‘3 LAJ{U LSJ‘J‘gj"J J‘ w )‘JB‘CL: U'i‘ &:A.M:‘ o.,\,j;

GJ_JA 6.33&?_,0 Yo\A Jl_.w k:;—;vljfi ole .]a.,w‘jbb)‘)ﬁ‘cb w‘ CA.:JLxﬁd.SMJL;O QL.:..’ LQ‘-SM:JJ.’ JuSw.:

J-SL;‘ oslaiwl AES + RSA L.S)KJJ‘J VJJ")‘}Q\ )‘ )\JA‘C}J kﬁ“ Ca-w‘ Y e

D 2l b Slasie

YYfAqad ¢ffbYc AalYVYYofeVfeeoVAAAA gAY Y YceYdo%ecéda ) YaYfAoY Y YdbY. exe

Y\« .exe.bin

2loy

ryuk.exe

Sac f+o+fA¥fATe14+Yfaea fbbi o MDeo
V. 4vVifdedecVéad i fedAedYad:YY4caddoy) SHA-\
YYfAqad ¢ffbYc  AalYVYYofeVfeeoVAAAA«gAfYYYceVdoCecéda ) YaYfAeY Y YdbY SHA-Yo"
YALKB LG ol
Microsoft Visual C++ A </ Lisls

el oLl Sles o510 Sole oyl 95
giott £EYYY £+41 1) text
YV g YYAOA £4\0Y ¢ .AQ rdata
YYrooo YYYove VYVYA Y data
o\Y YA ARNARA V.41 gfids




leUbl 5,98 g eulb il eyljg
wlplele Ubl g ;gUs v lojLuw

£+a1

Yt Ve A AAR

reloc

Hermes Ryuk 32-bit

Hermes /il =L LRyuk s ol ) s

Loy po

p—



il
=le Ublg glis g eulbliyl eyljg ‘ —

whplele Ublg 5 gUs ¢ lojLu

1 Result

© This ransomware has no known way of decrypting data at this
time.

It is recommended to backup your encrypted files, and hope for a
solution in the future.
Identified by

+ ransomnote_email: WayneEvenson@tutanota.com
Click here for more information about Ryuk

& would you like to be notified if there is any development regarding this ransomware? Click here.
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Process
[]System Idle Frocess
= 5] System
B Intemupts
[m7 smss.exe
(w7 carss exe
) (w5 wininit exe
= B services exe
[l [m7]svchost exe
[E7 WmiPrvSE exe
[m7] WmiPrvSE.exe
[=7T vmacthlp exe
[= Tsvchost exe
[l [m7svchost exe
[m7 audicdg exe
[l [m7svchost exe
(277 dwm exe
[l [m7]svchost exe
5| WMIADAP exe
[m7svchost exe
[m7Tsvchost exe
[= " spoolsv exe
[m7Tsvchost exe
|m Ttaskhost exe
[= 7 UploaderService exe
[E7T VGALthService exs
mvmtoolsd EXE

[=°1 ManagementAgentHost &...

[l [m7] Searchindexer.exe

[m7] SearchProtocolHost &...

[m7] SearchFitterHost exe
[m7Tsvchost exe
[m T dlihost exe
(> medic exe
[E7svchost exe
[m7svchost exe
[57 sppsve.exe
[m7svchost exe
(=7 Isass.exe
=7 Ism.exe
(87 csrss exe
1) winlagon exe
(] [ explorer exe
() vmtaclsd exe
T 4fa761p.exe
27 procexp64 exe
iusched Exe

CPU

1.14

0.39
0.02
0.16

0.01

1.56
0.15

<0.01

<0.01
<0.01
0.07

0.04

1.09
0.10
216
215

Private Bytes

128K
0K

436 K
1996 K
1432K
5,476 K
4348 K
8744 K
2628 K
1428K
4496 K
18736 K
15816 K
5,500 K
59,660 K
34288 K
2,140K
7312K
15736 K
9436 K
10,456 K
8532 K
3136K
4580 K
10716 K
5912K
24136 K
2424K
2484 K
2,052 K
4336 K
3520 K
339K
67216 K
2704 K
1680 K
4100K
2592 K
10,552 K
2516 K
43724 K
11,584 K
27700 K
15104 K
3.804 K

Working Set
24K
78D K
DK
1128 K
4476 K
4328K
9,480 K
9.632K
14,396 K
6.456 K
4,09 K
8.800K
19,568 K
15,820 K
13,668 K
T4TODK
44256 K
5440 K
14100 K
17,764 K
16,152 K
13.232K
9.880 K
7.832K
10472K
20432K
11.312K
21660 K
B256 K
6444 K
5,640 K
11416K
8.004 K
18,640 K
27,544 K
8.816K
4588 K
11,04D K
4 288K
8916 K
6.740K
76,608 K
23772K
27,052 K
30,848 K
10,464 K

PID Description

n/a Hardware Intemupts and DPCs
252 Windows Session Manager
332 Client Server Rurtime Process
384 Windows Start-Up Application
488 Services and Controller app
586 Host Process for Windows 5.
2648 WMI Provider Host
3272 WMI Provider Host
660 VMware Activation Helper
704 Host Process for Windows 5.
788 Host Process for Windows 5.

2276 Windows Audio Device Grap...

832 Host Process for Windows 5.
1440 Desktop Window Manager

856 Host Process for Windows 5.
3480 WMI Reverse Perfformance ...

112 Host Process for Windows 5.

612 Host Process for Windows 5.
1100 Spooler SubSystem App
1148 Host Process for Windows 5.
1316 Host Process for Windows T...
1468 TechSmith Uploader Service
1676 VMware Guest Authenticatio ..
1792 VMware Tools Core Service
1844

540 Microsoft Windows Search |...

1700 Microsoft Windows Search P...
1608 Microsoft Windows Search F...

2056 Host Process for Windows 5.

2316 COM Sumogate

2752 Microsoft Distributed Transa...

2840 Host Process for Windows 5.

1772 Host Process for Windows 5.

3168 Microsoft Software Protectio...
520 Host Process for Windows 5.

456 Local Security Authority Proc...
504 Local Session Manager Serv...

352 Client Server Runtime Process
440 Windows Logon Application
1452 Windows Explorer
1736 VMware Tools Cors Service
1636 Fast and Secure Gatewayto...
3276 Sysintemals Process Explorer
1508 Java Update Scheduler

Company Mame

Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
WMware, Inc.
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
TechSmith Corporation
WMware, Inc.
WMware, Inc.

Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comoration
Microsoft Corporation
WMware, Inc.

Dynamic Intemet Technal....
Sysintemals - www sysinter...

Cracle Corporation
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Process
[X|System Idie Process
= 5] System
B Intemupts
(57 smss exe
(=7 cares exe
= [ winiinit e
[l [0 services exe
[=) [ svchost exe
[T Wimi PrvSE exe
[m 7 vmacthlp exe
[= 7 swchost exe
[=) [ svchost exe
[T audiodg exe
[=) [ svchost exe
= T dwm exe
[m 7 svchost exe
[= 7 swchost exe
[= 7 swchost exe
[m 7 spoolsv exe
[m7svchost exe
|m taskhost exe
[m7 UploaderSenvice exe
[E7] VGALthService exe
m\rmtcclsd EXE

|m | Management AgertHost 2.

[=) [m7] Searchindexer.exe

[=°7 SearchProtocalHost &. .

[m°7 SearchFiterHost exe
[E7svchost exe
[= 7 dllhost exe
(3-s msdic.exe
[m 7 svchost exe
[= 7 swchost exe
[= 7 swchost exe
= svchost exe
CREEETS
(=77l exe
(57T csrss exe
ﬂ winlogon.exe
E1 | explorer exe
m\rmtoolsd.e:ne
o fg761p exe
2 procexp64 exe
{Z)HWorks64 exe
= wincmp3.exe
& chrome exe
iusched e

- Private Bytes

712

<0.0
0.13

513
0.m

0.04
11.18

6.09
246

0.02

132K
0K
436K
2,004 K
1432 K
5,684 K
4328 K
7976 K
1428 K
4420 K
18,048 K
15,692 K
5772K
61864 K
26012K
7.544 K
15,228 K
9488 K
10,468 K
60,300 K
3136 K
4580 K
10,784 K
68,080 K
34436K
2740 K
3,048 K
1948 K
4336 K
3520 K
3292K
67160 K
1628 K
568 K
4112 K
2592 K
10,588 K
2516 K
44568 K
17072 K
30,708 K
20820 K
TE4D K
7E12K
32.040K
3648 K

Working Set

PID Description
24K
1.068 K
DK n/a Hardware Intermupts and DPCs

1128 K 252 Windows Session Manager
4476 K 332 Client Server Rurtime Process
4328 K 384 Windows Start-Up Application
5,556 K 438 Services and Controller app
9624 K 596 Host Process for Windows 5.
13252 K 2648 WMI Provider Host
4036 K 660 VMware Activation Helper
8792K 704 Host Process for Windows 5.
18828 K 782 Host Process for Windows 5.
15712 K 275288 Windows Audio Device Grap...
13580 K 832 Host Process for Windows 5.
785952 K 1440 Desktop Window Manager
35940 K 856 Host Process for Windows 5.
14444 K 112 Host Process for Windows 5.
17524 K 612 Host Process for Windows 5.
16,164 K 1100 Spooler SubSystem App
13424 K 1148 Host Process for Windows 5.
40,720 K 1316 Host Process for Windows T...
7832 K 1468 TechSmith Uploader Service
10472 K 1676 VMware Guest Authenticatio...
20588 K 1792 VMware Tools Core Service
T1836K 1844
324K 540 Microsoft Windows Search |...

7136 K 23088 Microsoft Windows Search P...

8,084 K 39612 Microsoft Windaws Search F...
5608 K 2096 Host Process for Windows 5...
1420 K 2316 COM Sumogate
8004 K 2752 Microseft Digtributed Transa...
18588 K 2840 Host Process for Windows 5.
23920 K 1772 Host Process for Windows 5...
4572K 920 Host Process for Windows 5.
2668 K 42536 Host Process for Windows 5.
11,060 K
4292 K
1M.712K
6740 K
T1AT2K
29904 K
28,252 K
36,824 K
19176 K
16,480 K
83244 K
10,380 K

352 Client Server Runtime Process
440 Windows Logon Application
1452 Windows Explorer
1736 VMware Tools Core Service
1636 Fast and Secure Gatewayto...
3276 Sysintemals Process Explorer
2880 Hex Workshop
2340 Compare It! - file compare an...
2200 Chromium
1508 Java Update Scheduler

496 Local Security Authority Proc...
504 Local Session Manager Serv...

Company Name

Microsoft Corporation
Microsoft Comporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Comporation
Viware, Inc.
Microsoft Comporation
Microsoft Comporation
Microsoft Comporation
Microsoft Comporation
Microsoft Comporation
Microzoft Comporation
Microsoft Comporation
Microsoft Comporation
Microzoft Comporation
Microsoft Comporation
Microsoft Comporation
TechSmith Corparation
VMware, Inc.
WMware, Inc.

Microsoft Corporation
Microsoft Comporation
Microsoft Comporation
Microsoft Corporation
Microsoft Comporation
Microsoft Comporation
Microzoft Comporation
Microsoft Comporation
Microsoft Comporation
Microsoft Comporation
Microsoft Comporation
Microgoft Comporation
Microsoft Comporation
Microsoft Comporation
Microsoft Comporation
YMware, Inc.

Chynamic Intemet Technal .
Sysintemals - www sysinter...
BreakPoint Software, Inc.
Grig Software, www grigsa...
The Chromium Authors
Oracle Corporation

CPU Usage: 100.00% Commit Charge: 24.65% Processes: 50 Physical Usage: 62.06%
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| RyukReadMe.txt - Notepad

Eile

Edit Format View Help

or

fvour network has been penetrated.
A1l files on each host in the network have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted.
shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

we exclusively have decryption software for your situation
No decryption software is available in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.

To get info (decrypt your files) contact us at
wWayneEvenson@protonmail. com

WayneEvenson@tutanota. com

BTC wallet:
14hVKm7Ft2r xDBEFTNKKRC 3kGstMGp2A4hk

Ryuk
No system is safe
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M ) Computer » -‘QH Search Computer ol

~  Systemproperties  Uninstall or change a program  Map network drive  Open Control Panel - 0 @

rites
sktop
wnloads

zent Places

ries

cuments

1sic

tures
eos

puter

4 Hard Disk Drives (1)
Local Disk (C:)
344 GB free of 499 GB

4 Devices with Removable Storage (1)

&4
$ DVD RW Drive (04

4 Network Location (1)

% RyukReadMe.bt
Text Document
| 804 bytes
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wayneevenson@tutanota.com
tome |-

to unlock files, needs to pay 10 btc

Securely sent with Tutanota. Claim your encrypted mailbox today
hitps://tutanota.com


mailto:WayneEvenson@protonmail.com
mailto:WayneEvenson@protonmail.com
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Ryuk Inbox X

transitaly@keemail.me
to me |~

Good morning, can decrypt files from ryuk, have software, interestad?

transitaly@keemail.me
to me |~

Its cost some btc. more lower what u must pay for this.
1.5 btc for decrypt

Y ¢hVKmVYFtYrxDBFTNKkRCYkGstMGp YA ¢hk

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

sSummary Transactions

Address 14hVKm7Fi2r<DBF TNKKRC3kGstMGp2Adhk Mo. Transaclions 1]

Hash 160 2890a8b7bf8e92e51024id6cd260e7621c12b981 Total Received 0BTC
Final Balance 0 BTC

Request Payment Donation Button
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» Computer » Local Disk (C:) +

« [42 ][ Search Local Disk (€3

~  Sharewith~  Bum  Compatibilityfils  Newfolder
= Narme Date modified Type Size
ktop | RyukReadMebt 8/27/2018 11:00 AM  Text Document 1Ke
amloads 1. Tools 8/27/2018 11:06 AM  File folder
ent Places 1. Tor Browser 8/27/2018 1106 AM  File folder
1 TCPView 8/27/2018 11:06 AM  File folder
ties 1. snapshot_2018-01-28_12-18 8/27/2018 1105 AM  File folder
uments ). Psiphon3 8/27/2018 1105 AM  File folder
sic 1. regshot 183 betal _win32_64 8/27/2018 1105 AM  Filefolder
tures 1. Program Files (36) 8/27/2018 11:04 AM  Filefolder
cos |, PEID-0.94 8/27/2018 1102 AM  Filefolder
1. Perflogs 8/27/2018 1102 AM  File folder
puter 1. pestudio 8/27/2018 1102 AM  File folder
al Disk (C) 1. ProcessExplorer 8/27/2018 1102 AM  File folder
1. Program Files 8/27/2018 1102 AM  File folder
ork 11 jd-gui-windows-14.0 8/27/2018 1102 AM  File folder
11 MD5_and_SHA 8/27/2018 1102 AM  Filefolder
1 odbgl10 8/27/2018 1102 AM  Filefolder
11 IDAPro6 6 8/27/2018 11:00 AM  Filefolder
1 Users 8/27/2018 11:00 AM  Filefolder
1. DiskMon 8/27/2018 1100 AM  File folder
1 dnspy 8/27/2018 1100 AM  File folder
[ 1. apateDNs 8/27/2018 1100 AM _ File folder
[ 1 v Computer v Local Disk (C) » Windows » ~ [ ¢4 ]| Search Windows 2]
- "] Open »  Print  Bum New folder 0 @
- Name Date modiied Type Size =
ktop [ WindowsUpdate.log 8/27/2018 10:54 AM Test Document 110KB
vmloads | setupactlog 7/25/2018 10:21 AM  Test Document 30 KB
ent Places [ bootstat.dat 7/25/2018 10:21 AM  DAT File 66 KB
[ 10+ Computer » Local Disk () » Windows » = [ 43 ||| Search Windows 2|
v 5 0Open  Bum  Newfolder 0 @
. Name Date modified Type Size a
kiop | Temp 8/27/2018 11:00 AM _ File folder
wnloads 1 inf 8/27/2018 10:58 AM _ File folder
ent Places 1. System32 8/21/2018 10:58 AM _ File folder
[0 » Computer » Local Disk (C) » Windows » Temp » « [ ¢ | Search Temp 2|
=  [JOpen ~  Print  Bumn  New folder M @
. Name Date modified Type size
ktop & vmware-vmsvelog 8/27/2018 11:24 AM  Text Document 95 KB
['2 v UB-cerT » - [ ¢ ||[ Search uB-cerT 2|
- [ JOpen  Sharewith »  Bum  Mewfolder 0 @&
- Name Date modified Type Size E
ktop | NTUSER.DAT 8/21/20181142 AM  DAT File 1,250 KB
wloads || ntuser.dat LOGL 8/27/20181142 AM _ LOGL File 256 K8
ent Places  RyukReadMe.bt 8/27/2018 1106 AM Text Document 1B
. 1 Deskiop 8/27/2018 11:25 AM _ File folder
o 1t Favorites 8/27/2018 1115 AM _ File folder
B 7 Links 8/21/2018 1115 AM _ File folder
. B Saved Games 8/27/2018 1115 AM_File folder
- 1 Searches 8/27/2018 1115 AM _ File folder
18 Downloads 8/27/2018 1115 AM _ File folder
A | My Documents 8/27/2018 11115 AM _ File folder
ELDBE(C) 1 My Music 8/27/2018 1115 AM _ File folder
=1 My Pictures 8/27/2018 1115 AM _ File folder
= & My Videos 8/27/2018 1115 AM _ File folder =
5 Contacts 8/21/2018 1115 AM _ File folder
AppData 8/27/2018 1106 AM _ File folder
. » UB-CERT » AppDats » Roaming » = [ 43 ][ Seorch Roaming )
v 4/ Open  Sharewith v  Bum  Newfolder 0 @
- Name ° Date modified Type Size
op |, AUavaDecomp 8/27/201811:15 AM _ File folder
mloads 1. Blueberry 8/27/201811:15 AM _ File folder
ant Places 1. dnSpy 8/27/201811:15 AM _ File folder
| HexRays 8/27/201811:15 AM _ File folder
ies | Mentities 8/27/201811:15 AM _ File folder
uments |, LogSys 8/27/201811:15 AM _ File folder
iic | Media Center Programs 8/27/201811:15 AM _ File folder
ures 1. Microseft 8/27/201811:15 AM _ File folder
w0 | 1. PE Explorer 8/27/201811:15 AM _ File folder
| Psiphon3. 8/27/201811:15 AM_File folder
uter 1 sun 8/27/201811:15 AM _ File folder
31 Disk (C:) 1. TechSmith 8/27/201811:15 AM _ File folder
| Telegram Desktop 8/27/201811:15 AM _ File folder
ark 1. WinRAR 8/27/201811:15 AM _ File folder
). Wireshark 8/27/201811:15 AM _ File folder
| www.shadowerplorer.com 8/27/201811:15 AM_ File folder
| jd-guictg 8/27/20181115 AM _ CFG File 1B
| RyukReadMe.bt 8/27/20181115AM  Text Document 1KB
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|\ » UB-CERT » AppData » Local » Temp » = |42 || Search Temp

04 L_| Open Share with + Bum New folder

tes | L] ~DFOASB8A2BB607 C19E. TMP | | ~DF3985F283D89FSEBC.TMP | L Ocejhapo | _ wmplog0l.sqm || L wmplog03.sqm |
@op | L wmplag05.sqm | L wmplog02.sqm || L wmplog04.sqm | _ wmsetup.log || L wmplog00.sqm |
Inloads | L dd_veredistMSI4668. bt | L dd_veredistUM668 txt | | JavaDeployReg.lag | @ Microsoft NET Framework 4.5.2 Hot... | _|Microsoft NET Framework 471 Set... |
“nt Places | | Microsoft Visual C++ 2010 x86 Redis... | | | RGBDSF.tmp-tmp | L RGIF384.tmp-tmp |  Snagit_12_20180304232743.log | | Snagit_12_20180304232743_0_Snagitl... |
| | StructuredQuery.log | (& UB-CERT.bmp || £ vminst.log | _ Microsoft Visual C++ 2010 x64 Redis... | | SDKSetup_7.0.6918.0.log |
- | L] tmp-ht8axpi | ] unattend.cmd || [ vmmsi.log_20180302 150456.log | ASPNETSetup_00000.log | | ASPNETSetup_00002.log |
rmanis | | dd_Setup_decompression_log.txt | @ Microsoft Visual C++ 2010 %64 Redis... | @ Microsoft Visual C++ 2010 286 Redis.. | | RGBD5Fimp || [ RGIF384.tmp |
- || jusched.log | L dd_NDP452-KB2974336-x86-164-EN... ||| dd_vcredist_amd64_20180302155244... | dd_wef CA smci 20180302 115252_... | | Microsoft .NET Framework 4.5.2 Hot... |
. | @ Microsoft .NET Framework 4.7 Set... | @ Microsoft [NET Framework 4.71 Set.. ||| dd_SetupUtility.tet | = dd_veredistMSI627.00 J[E |
- | ) dd_wcf CA_smci 20180302 115250_... | | | dd_wcf CA_smci 20180610 085850_... | | dd_wef CA_smci 20180610 085857_... | | | AB73ED368CBABAG4 tmp | | ASPNETSetup_00001.log |
| | ASPNETSetup_00003.log | L chromium_installer.log || - dd_veredist_amd4_20180202155244.... ||| Dgiwueto || RyukReadMe.bet |
| {cffaad72-47bd-4c5e-0d60-foefScedfafl}  8/27/2018 1114 AM  File folder
| WPDNSE 8/27/2018 11:14 AM _ File folder
1. Microsoft Visual C++ 2010 %86 Redistrib...  8/27/2018 11:10 AM  File folder
| Ju vmware-UB-CERT 8/27/2018 11:10 AM _ File folder |
| | hsperfdata UB-CERT 8/27/2018 11:10 AM _ File folder |
| KLUDAS7 tmp.dir 8/27/2018 11:10 M File folder
1 Low 8/27/2018 11:10 AM _ File folder
| Microsoft Visual C++ 2010 ¥64 Redistrib...  8/27/201811:10 AM  File folder
| FlashBackBackup 8/27/2018 11:10 AM  File folder
| FlashBackTemp 8/27/2018 11:10 AM _ File folder
| FTSUploadAgentTemp 8/27/2018 11:10 AM  File folder -
1. » Computer » LocalDisk (C:) + ProgramData » [ 43 || Search Programbata 2|
- ) Open Burn New folder
u Neme Date modified Type Size
dop | RyukReadMe.t 8/27/201811:05 AM  Text Document 1KB
mloads 1 VMware 8/27/201811:05 AM _ File folder
ant Places 1. regid1995-08.com.techsmith 8/27/201811:05 AM _ File folder
| TechSmith 8/27/201811:05 AM  File folder
ies 1. Oracle 8/27/201811:05 AM _ File folder
uments | Package Cache 8/27/201811:05 AM _ File folder
iic | Blueberry 8/27/201811:05 AM _ File folder
ures | LogSys 8/27/201811:05 AM _ File folder
w05 | Microsoft 8/27/201811:05 AM _ File folder
[ 1 » UB-CERT » AppData » Local » ~ [#3][ Search Local 2]
~ [ )Open  Shaewith v  Bum  Newfolder
B Mame Date madified Type Size
ktop || GDIPFONTCACHEVLDAT 8/27/2018 11:29 AM _ DAT File 57KB
vnloads %) IconCache.db 8/27/2018 11:10 AM  Data Base File 1,752 KB
ent Places _ RyukReadMe.xt 8/27/2018 11:06 AM  Text Document 1KB
. Temp 8/27/2018 11:48 AM _ File folder
fes 1. CrashDumps 8/27/2018 11:28 AM _ File folder
uments | VirtualStore 8/27/2018 11:14 AM _ File folder
sic | MSfreeInc £/27/2018 11:10 AM  File folder
ures | Programs £/27/2018 11:10 AM _ File folder
=05 | TechSmith £/27/2018 11:10 AM _ File folder
| dnSpy £/27/2018 11:10 AM  File folder
suter | Microsoft 8/27/2018 11:10 AM _ File folder
al Disk (C:) 1. Chromium 8/27/2018 11:06 AM _ File folder
| assembly 8/27/2018 11:06 AM _ File folder
= | Destop » | #2 |l| Search Deskton 2|

v [ Open  Sharewith v  Bum  Mew folder

[ Narme size e type Date modified
esktop B 1K TotDocument  3/4/20181:49 AM
lownloads ~ desktop.ini 1KB Configuration sett.. 3/2/2018 3:03 PM
ecent Places ). Vietims File folder 9/4/2018 10:46 AM
| vietim File folder 9/4/20181:49 AM

raries | RyukReadMeit 1KB TextDocument  9/4/20151:30 AM
locuments desktop.ini TKB Configuration sett.. 7/14/2009 9:24 AM
tusic (& Recycle Bin
iictures [ Control Panel
‘ideos € Network

/8 Computer
mputer A ue-CERT
ocal Disk (C:) 4 Libraries
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E desktop.ini - Notepad

|| File Edit Format View Help

[.shellclassinfo]

LocalizedResour ceName=@%systemrRoot% system32'shel132.d11,-21802
InfoTip=E%5ystemRoot%"system32'shel132.d11,-12688
IconResource=%systemrRoot®system32Yimageres.d11,-3

E desktop.ini - Notepad
File Edit Format View Help

|[. shellclassinfo]

LocalizedrResour ceName=@%5SystemRoot® system324shel1132.d17,-21779
InfoTip=E%SystemRoot¥%\system32\shel132.d11,-12688
IconResource=%5ystemRoot®'\system32'imageres.dl11,-113
IconFile=%5ystemRoot¥%\system32\shel132.d11

IconIndex=-236
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summary |cPU | Memory |10 [ePu |

XT Yﬁ-wv“'ﬂr‘*ﬂrwv'- R o, ‘;"T’ e TY e e LA S et v T e -r--\—
L ]

CPU Usage

100.00% faa AT
System Commit

12GE

Physical Memory

|

15GH

v

120 Me L o o hosh B add .L 'y JM P
Network
e b ) :

&
e |
&

Disk:

234 MB




s
e Ubl g yglis g elbliy | e)ljg ‘
whplele Ublg 5 gUs ¢ lojLu
Ll B4 b
.Lmni‘ ‘HW

odl LS)U‘S/J‘)) V.H.w J‘.’.b 4.’)».: M..il.in V_«;JJS "’\'.‘.’.’. Cewd o) GL'L’ MRyUk )‘f‘cl.» V\SMJ‘ o

C\Users\UB-CERT\Desktophvictim\web manai.docx C:\Users\UB-CERT\Desktop'web manai.docx

0|1 2 3 | 4|5 §eN 7 B8N (012345678 o1 |2 (3 (4|5 |6 (7|8
00000000 3E CE 35 50 9B 56 SE E4 2F >.5P.V../ =~ [J00000000 90 76 92 B4 BF AC 15 C7 48
00000009 06 64 7A BB B6 FC %4 D6 C3 |.dz...... [d |joocoooos 36 ES 34 A2 59 14 1A 66 AS
00000012 62 6D A7 F3 0E 52 09 6D 3D jm...R.m= 00000012 9C CF D2 76 DF 9F 23 AF 7B
0000001B 46 46 EZ 26 3F 5C 7D €4 BE FF.&?\}idn 0000001B 15 D7 6D 21 80 35 7A 87 43
00000024 DS 8E 43 55 38 76 78 E6 44 |..CU8vx.D 00000024 E3 64 54 E6 EE 62 B8 4D D1
0000002D 94 E5 BD 52 92 DE AC F2 CA 0000002D B7 32 6A 31 7F 4E BC 3C EZ2
00000036 56 €0 BE B2 20 25 2F 18 13 00000036 84 95 9D 56 F4 4F 84 47 62
0000003F 24 B9 2B 54 FD 7A DF 50 Bl 0000003F FO ED DA 99 EE E7 A2 4F 71
00000048 74 17 27 FF 87 1A 11 4E 30 00000048 64 FB 60 76 AA BA 60 8A 97
00000051 DA 78 93 EE 79 E1 &4 F8 DC 000000 72 5D AE 44 C5 0OF AF 5E 16
00000052 6% A6 AR Cl1 1 E8 D7 9B EC 000000 EAR C9 34 B3 C8 DF
00000063 FB OD E9 C4 A9 4C B9 00 c8 00000063 18 6C E7 05 68 AD
0000006C BE 07 89 AE 19 EE 89 12 1B 0000006C <7 A9 61 AE 64 1D
00000075 EO FA 35 23 D5 D3 E6 5A 5 00000075 D5 78 D4 A1 83 15
0000007E CO C9 BA 46 84 57 D5 BO A7 0000007E B4 6B 90 31 0C 3cC
00000087 BA 5B C1 CE 86 9A AC 7A 79 00000087 D5 0A 7D BAR 1A C7 5
00000090 62 33 B2 13 EC &B AR3 5A 95 00000090 D6 5E 04 9%9E C7 82 @0 c
00000092 BA BE CA 37 36 1F 41 5F 27 00000099 FB 62 39 17 53 AS ~b9.5
000000A2 BF 6F E3 OB 03 FA D2 8E 41 000000Ra2 45 B9 6A 33 DE 2F E A3/
000000AB FD 95 22 34 44 9D 14 62 65 0000002 Al 59 90 1 8C .&.+Y
000000B4 A4 EF 9B 8F CE AF B9 A1 B5 ......... 000000B4 5D FF 13 8 AR (1,.-.-..
000000BD 6F 72 78 6B 93 75 EF OB 4E ozxX..u..N 000000BD 32 g6 86 5 D3 2.U%..R
000000C6 57 EA 42 BF 77 4A 6E 2D D1 W.J.wJdn-. 000000Cc6e 52 Cc9 B9 0 60| | B-A- - - - . "
000000CF AZ BC 9B 8F 8B 77 2D 3E AC ..... w—>. |.[|[JOO000OCF | 7F CA 89 E F2 s -1 ol -

:L;)\J\fy))\@&lédﬁéovwdﬁlzéuql{:lJu.?

x
« | web manai.docx vs web manai.doox All - | % | E x
¢ Type Source [B)  Count [ Count [8) Target [8) Count 9] Count [B)
Replaced 00000000 19522 4042 00000000 19522 442
Tﬂ %Compare mchecksum | ﬂ’ﬂ Find | -@Eoohnarks | Dutput |
o

00004aB0 6C 01 00 00 E4 02 00 00 11 00 00 00 00 00 QO 00
00004AC0 00 00 00 00 00 00 10 44 00 00 64 6F 63 50 72 &E
00004AD0 70 73 2F &3 6F 72 62 2E 78 6D &C 50 4B 01 02 14

00004aD0 A7 2B BB 95 EF 7D 62 F3 7D 87 AB 7E 21 23 A2 52
000042E0 GF 59 EA B8 FO 68 EB D4 00 FO DD A2 D7 76 E7 E1
00004AF0 9A 49 BS FE A9 BC 3C 03 AE 45 D1 ED DC 2B E3 50

000042E0 00 14 00 OB 08 08 00 00 00 21 00 EA D1 38 OA DC ..... - 00004800 B7 7C 52 24 BB B2 05 4E 71 7D 24 90 12 7D &1 78
00004AF0 01 00 00 E3 03 00 00 10 00 00 00 OO0 0O 00 00 0O - 00004810 D9 OC 59 62 85 64 DB C1 B4 0B 60 AE AC EO D4 FC
[00004B00 00 00 00 0D 00 BB 45 00 00 64 6F 63 50 72 6F 70 ...... E..docProp 00004820 90 4D 59 E6 E1 27 FB D7 97 FA 28 07 17 57 D1 48
00004B10 73 2F 61 70 70 2E 78 &D &C 50 4B 05 06 00 00 00 s/app.xmlPE..... 00004830 I‘!E EEREPAE IR LREEN 01 02 00 00 10 66 00 00 00 A4
00004820 00 0D 00 OD 00 44 03 00 00 DS 47 00 00 00 ODI: ..... Th- = - =E- - 00004840 00 00 F1 56 FF 72 AE A3 03 8E OF 45 5E E1 €7 1F

0004850 49 2F 10 AS 6E 1A 92 C8 €B 48 F4 38 4A 1D Bl A4
00004860 E6 E3 OF 3B F1 F6 EC 47 58 D7 09 FE C2 63 75 83 ...;.
00004870 E1 OC €F 81 87 BB CC GA 45 E3 46 47 09 51 A9 FC ..o E.EG.Q..
0004880 €5 72 3E 88 SD S50 69 EQ DE 44 EC AE SB AD 62 6F er>.]Pi..D..[.bo
00004890 D3 68 93 2C 50 I1C D& B1 49 72 FA 1D €B 78 8A 18 .h.,P...Ir..kx..
p0004RAD 47 47 12 02 A2 2E 95 37 96 74 70 51 F7 25 32 06
p0004BED 44 CB A4 E6 38 F2 55 94 AD F3 AF FF F8 45 CA 1F
00048c0 DC 00 A5 €3 c2 D7 55 CB OA 10 08 2E C§ 07 7D 35
00004800 €8 5B 88 7a €7 EC 37 10 EB FO 57 DF EG E7 96 SC
p0004sE0 CB FO A2 AB DO ZE 38 AZ 82 8F AL S5F BO C5 04 61
b0004sF0 28 95 B2 5D DS 74 32 SE DD 87 88 9A AF EF 20 BF
0004c00 SE 3a E1 74 72 CE 88 C5 52 BO AS FA 0B 45 DS E4
pooosc10 43 D0 3 E0 A1 ES 34 6D DE 77 A2 €8 3B 39 03 SO
p0004c20 DE 6D F5 07 DF 6F AS AF 2A BS 84 52 D5 1F FB A2
__|ooooacao 47 17 06 7 A5 B0 B3 4C G1 EA 75 AA 3D AS A1 BT
[ |ooooacan 1 81
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s VirtualAllocEx, WriteProcessMemory 5 b jlu S 4< . ol aal_s log Gu 33

D35 s By setews okl b 4 CreateRemoteThread

[ ] VirtualAllocEx (hProcess= ;
[ ] WriteProcessMemory (in: hProcess
[ ] CreateRemoteThread (in: hProcess

| I NT AUTHORITY L 5 5 dilS didw Cond 53 ab g 0 Al 3 ol oS 55 o plonil 553 Gio

LA esls a5 "taskhost.exe”, "dwm.exe" , "taskeng.exe" |l ol s Al el

"c:\users\°p°nrgjn - js halpmcxz\desktop\A1cY) ¢bcYdcYYbaAefY Y1 ¢acdo) » AcYb.virus.exe"
modifies memory of "c:\windows\systemY Y\taskhost.exe"

"c:\users\°p®°nrgjn - js halpmcxz\desktop\A1cY) ¢bcYdcYYbaAefYY 1 ¢acdo) » AcYb.virus.exe"
modifies memory of "c:\windows\systemY Y\dwm.exe"

"c:\users\°pe°nrgjn - js halpmexz\desktop\A1cY) ¢bcYdcYYbaAefY Y1 ¢acdo) » AcYb.virus.exe"
modifies memory of "c:\windows\systemY Y\taskeng.exe"

IRIEL Sl Sl e ptens 43 oS LS (6 5 SladlS

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HKEY_ CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\svchos
HKEY _CURRENT_USER\Software\Microsoft\Command Processor
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\AutoRun
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\CompletionChar
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\DefaultColor
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\DelayedExpansion
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\DisableUNCCheck
HKEY_CURRENT_USER\Software\Microsoft\Command Processor\EnableExtensions
HKEY_ CURRENT_USER\Software\Microsoft\Command Processor\PathCompletionChar
HKEY_ CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\System
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\AutoRun
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\CompletionChar
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\DefaultColor
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\DelayedExpansion
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\DisableUNCCheck
HKEY _LOCAL_MACHINE\Software\Microsoft\Command Processor\EnableExtensions
HKEY_LOCAL_MACHINE\Software\Microsoft\Command Processor\PathCompletionChar

J\S;;c Obm\ﬁ) 6M)%l§)‘ ‘Lﬁ"bJ‘;MJJ )?L.:,JS}LSJKJJLG Ls‘j’ Ryuk)bﬁ‘cb

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Adds "C:\Users\bp5NrGin0jS HALPmcxz\Desktop\86c314bc2dc37ba84f7364acd5108c2b.virus.exe" to
Windows startup via registry.
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KERNELY'Y.dlII

GetLastError
InitializeCriticalSectionAnd
SpinCount

HeapFree
GetSystemTimeAsFileTime
EnterCriticalSection
LCMapStringW
GetModuleFileNameW
GetConsoleCP
GetVersionExW
FreelLibrary
QueryPerformanceCounter
IsDebuggerPresent
GetTickCount

TlsAlloc

GetOEMCP
GetEnvironmentStringsW

ADVAPIYY.dIl ‘

SystemFunction - Y

KERNELY'Y.dlII

GetStdHandle
DeleteCriticalSection
GetCurrentProcess
GetWindowsDirectoryW
GetConsoleMode
HeapSize
GetCurrentProcessld
WriteConsoleW
GetCommandLineW
GetCPInfo
UnhandledExceptionFilter
LoadLibraryExW
MultiByteToWideChar
GetStartupInfowW
SetFilePointerEx
FreeEnvironmentStringsW

SHELLY'Y.dII

ShellExecuteW

KERNELY'Y.dIl

InitializeSListHead
GetProcessHeap
SetStdHandle
RaiseException
WideCharToMultiBy
te

TIsFree
FindFirstFileExA
SetUnhandledExcep
tionFilter

WriteFile
DecodePointer
CloseHandle
IsProcessorFeatureP
resent
FindNextFileA
GetACP
HeapReAlloc
GetStringTypeW

FOW PRINEVE R

KERNELY'Y.dIl

TerminateProcess
GetModuleHandleExW
IsValidCodePage
CreateFileW

FindClose

TlsGetValue
GetFileType
TlsSetValue
ExitProcess
GetCurrentThreadld
SetlastError
LeaveCriticalSection
FlushFileBuffers
LoadLibraryA
RtlUnwind
GetModuleFileNameA
GetCommandLineA
GetProcAddress
GetModuleHandleW
HeapAlloc

7 210.exe (PID: 2664)

o [ElppDRp.exe C:\210.exe (PID: 2860)
o ®Mlcmd.exe /C REG ADD "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Curre
ntVersion\Run" /v "svchos" /t REG_SZ /d "%PUBLIC%\PbDRp.exe" /f (PID: 2056)

o O O O O

- ] reg.exe REG ADD "HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Curren
tVersion\Run" /v "svchos" /t REG_SZ /d "%PUBLIC%\PbDRp.exe" /f (PID: 4016)

®7 taskhost.exe (PID: 1332)
] dwm.exe (PID: 1444)

®1 conhost.exe (PID: 1292)
1] conhost.exe (PID: 2708)
®1 conhost.exe (PID: 3164)


https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00013633-00002664
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00013857-00002860
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00014555-00002056
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00014577-00004016
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00014571-00001332
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00014602-00001444
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00014632-00001292
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00014662-00002708
https://www.hybrid-analysis.com/sample/23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2?environmentId=100#00014692-00003164
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: VirusTotal sbLle =>4 &

535 VirusTotal wlelw 53 35> 50 S50 1 5 es s 1TV 51550 £4 sl Jul= > o

Ad-Aware
AlYac

Arcabit

AVG

AVware
BitDefender
CrowdStrike Falcon
Cylance
Emsisoft
eScan
F-Secure
GData
Jiangmin
K7GW
Malwarebytes
McAfee
Microsoft
Palo Alto Networks
Qihoo-360
SentinelOne
Sophos ML
Tencent
VBA32
ViRobot

ZoneAlarm

Nl Nl Nl N -l

Trojan.Ransom.Ryuk.A

Trojan.Ransom.Ryuk

Trojan.Ransom.Ryuk.A

Win64:Malware-gen

Trojan.Win32.Generic! BT

Trojan.Ransom.Ryuk.A

malicious_confidence_100% (W)

Unsafe

Trojan.Ransom.Ryuk.A (B)

Trojan.Ransom.Ryuk.A

Trojan.Ransom.Ryuk.A

Trojan.Ransom.Ryuk.A

Trojan.Invaderbsk

Trojan { 005328931 )

Ransom.FileCryptor

Ransom-Ryuk

Ransom:Win32/labaxsta.B!dr

generic.ml

Win32/Trojan.836

static engine - malicious

neuristic

Win32.Trojan.Raas.Auto

Trojan.nvader

Dropper.S.Agent.393216.

HEUR:Trojan.Win32.Invader

S o Jle e bl 1 0 235\ BlzL nl alold

\o

AhnLab-v3
Antiy-AVL
Avast

Avira

Baidu
CAT-QuickHeal
Cybereason
Drweb
Endgame
ESET-NOD32
Fortinet

Ikarus
K7AntiVirus
Kaspersky
MAX
McAfee-GW-Edition
NANO-Antivirus
Panda

Rising

Sophos AV
Symantec
TrendMicro-HouseCall
VIPRE

Webroot

AegisLab

opbbPPPPPPPPPEPEPEPPPEPEPEDEDEDEDDD

Dropper/Win32.Ryukran.R234915

Trojan/Win32.Invader

Win64:Malware-gen

TR/FileCoder.biysh

Win32.Trojan.WisdomEyes.16070401...

Program.Unwaders

malicious.fdeSec

Trojan.Encoder.25857

malicious (high confidence)

a variant of Wing4/Filecoder.T

W64/ Filecoder.Titr

Trojan-Ransom.FileCoder

Trojan ( 005338931

HEUR:Trojan.Win32.Invader

malware (ai score=100)

BehavesLike.Win32.Dropperfh

Trojan.Win32.Invader.fgronb

Trj/GdSda.A

Trojan.Filecoder!8.68 {CLOUD)

Troj/Ransom-FAB

Trojan.Cridex

Ransom_RYUK.THHBAAH

Trojan.Win32.Generic! BT

W32.Invader

s
m
w
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23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2.exe ;b ol

ColglS PAF 1l pos

1ol - 1Y o050 VSl Eo)
5ac0f050f93fB6e69026faea1fbb4450 :MD5
9709774fdeSec740ad6fed8ed70903296ca0d571 :SHAT

23f8aa94ffb3c08a62735fe7fee5799880a8f322ce1d55ec49a13a3f85312db2 :SHA256

L |

Clean 2.3.190.2675 LAngals
L Bl | plazadi sophos
G bl elasdi f_secure
i Bl | clazadi kaspersky
A Bl clazdi eset
i a2l pelams drweb
A Bl clazdi clam_av
i Bl clazdi comodo
i Bl clazdi bitdefender
i a8l pelamin avast
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