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File Name: | C:\Users\UBCERT\Desktop\92c50cd253de42823az

=8 CRC32 :: 000B47D0 :: 00485500

-~Referenced at 004773D8
~-Referenced at 004773EC
~Referenced at 004773FB

About I [ Close

| Detected 1 crypto signature (in 0.2s)
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push
push
push
push
push
call
test
jz

eax ; phkResult

1 ; samDesired

esi ; ulOptions

offset SubKey ; "Software\\Autolt u3\\AutolIt"
800000081h ; hKey

ds :RegOpenKeyExl

eax, eax

loc_H43ECOA

push
lea

push
push

call
jmp

lea
mov
push
lea
push
call

jmp

AS

; CODE XREF: sub_40C707+61Tj
DATA XREF: .text:off_40C88FTo

104h ; jumptable OO4OCT68 case 87
eax, [ebptBuffer]
eax ; lpBuffer

offset aUserdnsdomain : “USERDNSDOMAIN"

; CODE XREF: sub_40C707+35A18Tj
; sub_40CTOT+35AA2Yj
ds:GetEnvironmentUariablell
loc_441ADY4

PSS oo ez o L S S 06 pU e

; CODE XREF: sub_40C707+61Tj

; DATA XREF: .text:off_40C88FTo
eax, [ebp+nSize] ; jumptable 0O4OCT68 case 79
[ebp+tnSize], 1084h

eax ; pcbBuffer
eax, [ebpt+Buffer]

eax ; lpBuffer
ds: GetUserNameld

loc_441AD4

PSS o o e b AL 5 S b lad I BIL pl e 5 U8 askd a5 L

lea
push
lea
push
lea
push
push
call
test
Nz
fild

eax, [ebptTotalNumberOfFreeBytes]

eax ; lpTotalNumberOfFreeBytes
eax, [ebp+TotalNumberOfBytes]

eax ; lpTotalNumberOfBytes

eax, [ebp+FreeBytesAuailableToCaller]

eax ; lpFreeBytesAvailableToCaller

[ebp+lpDirectoryName] ; lpDirectoryName
ds:GetDiskFreeSpaceExl

eax, eax

short loc_46B45A

quword ptr [ebp+FreeBytesAuailableToCaller]



whplele Ublg 5 gUs ¢ lojLu

: Aib o broadcast . sl a5 conl o il alabl= 3 aS s o LS | (S Sie i 5 IS dakad

jnz short loc_H47TEFT
mou ecx, [ebp+cbMultiByte]
mov edx, offset a255_255_255_25 "h55.255.255.255“

call sub_45A14D
test al, al
jz short loc_4T7TEFT
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details TriD distribution is very similar to the QIERRE;' family (e.g. SHA256: chba56bd16222191f1468a1d9306394539437Icth9ffe38f34a9575¢5655e57a)
source TriD Evaluation
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More Info Malicious

DANGER

KillRabbit Ransomware was detected
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winmm.dll
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iphlpapi.dil
userenw.dll
wersion.dll
comctl32.dll
wetheme.dll
kernel32.dll
users2.dil
gdi32.dll
comdlg32.dil
advapi32.dll
shell32.dll
ole32.dll
oleaut32.dll
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AlLYac
Arcabil
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AVware
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Cylance

F-Secure

KTAnLVirus

McAfee GW-Edition

Palo Allo Networks

Yandex

Symantec Mobile Insight
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A TrojanGenerickD.31155041
A Trojan.RansomikillRabbit
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A VinizMalware-gen
TrojanWin32.Ganeric!BT
TrojanGenasom
UnclassifiedMalware

Unsafe

Trojankncoder25778
TrojanGenserickK 031155041
TrojanGenerick.31155041
TrojanGenerick31 155041
Trojan { 00539ckb1 )
Trojan-RansomWin32.Gan khy
malware {ai score=100)
Behaveslike Win32 Downloader.dh
BENEnCm

Win32/Trojan Ransom.5el
Mal/Generic-5

Backdoor. Tinybaron
Ransom_KILLRABEIT.THHOGAH
TrojanWin32.Generic!BT
Trojan-RansomWin32.Gen khy
Clean
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Avira
BilDefender
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CrowdStrike Falcon

Cyren

ESET-NOD32

Cybereason
Endgame
Jiangmin

ViRobol
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Alibaba
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Malware/ Win32.Generic (2656723
Trojan/Generic ASVCS35.1E5
Win32:Malware-gen
TR/FileCoder.mponi

Trojan GenerickD31155041
Win.Trojan.Agent-6538162-0
rhalicious_confidence 100% (W)
W32/ Trojan. FEXR-0205
Trojan.GenerickD31155041 (B)
awvariant of Wind2/Filacoder Autoit T
W32/Filecoder_Autoit Titr
Trojan-RansomuAuloit

Trojan { 00539chi )
Hansom.FileCryplor AutolL
Artemis!FEICBOT36230
Ransom:Win32/Genasom
Tr/ClLA

static engine - malicious
heuristic
Win3Z.Trojan.GenEdxk

Hansom KILLRABBIT.THHOGAH
W32 TrojanGenkD
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Dangerous:
Trojan,Encoder, 25778

Dangerous:
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Dangerous:
Malware
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Trojan.GenerickD.31155041

Clean

Dangerous:
Backdoor, Tinybaron
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