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DesktopDirectory, MyComputerDirectory, DesktopDirectoryDirectory,
MyDocumentspDirectory, MyMusicDirectory, HistoryDirectory, PersonalDirectory,
DownloadsDirectory, DocumentsDirectory, PicturesDirectory, VideosDirectory,
MusicDirectory, UserProfile, FavoritesDirectory, ProgramData, SystemDisk + "\\Users\\"

.txt, .doc, .docx, .xls, .xIsx, .ppt, .pptx, .odt, .jpg, .png, .csv, .sql, .mdb, .sIn, .php, .asp, .aspx,
.html, .xml, .psd, .rar, .zip, .mpY; .exe, .PDF, .rtf, .DT, .CF, .CFU, .mxl, .epf, .erf, .vrp, .grs, .geo,

.elf, .Igf, .Igp, .log, .st, .pff, .mft, .efd, .ini, .CFL, .cer, .backup, . Vzip, .tiff, .jpeg, .accdb, .sqlite,
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.dbf, lcd, .mdb, .cd, .cdr, .dwg, .bmp, .hwp, .cmd, .dll, .gif, .Ygp, .Vz, .php, .flv, .vb, .cpp,

.html, .cs, .config, .csproj, .settings, .xml, .p, .js, .vbs
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Bl Desktop

avira_en_vpnb0_5a9fc013632be_ ws.exe.RansomAES

4 Downloads dnSpy.zip.RansomAES

= Recent Places

READ ME.txt
test file (1).docx.RansomAES

Libraries test file (1).dwg.RansomAES
Documents test file (1).exe.RansomAES
<. Music test file (1)jpg.RansomAES
Pictures

test file (1).mp3.RansomAES
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test file (1).PNG.RansomAES
test file (1).rar.RansomAES
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test file (2).JPG.RansomAES
test file (2).mp3.RansomAES
test file (2).rar.RansomAES

& Computer
& Local Disk (C)
& Media (E:)
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test file (3) jpg.RansomAES
softokn3.dll.RansomAES
ssI3.dll.RansomAES
updater.exe.RansomAES

updater.ini.RansomAES

smime3.dll.RansomAES
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j00000000 4D SA 90 00 03 00 00 00 04 00
0000010 B8 00 00 00 00 00 00 00 40 00
00000020
00000030 31 SD 7A 2C 94 S8
00000040 A8 38 EF 05 C4 BC
jo00000S0 B3 BS 89 2C 6éF 03
00000060 B8 ES A9 06 27 OC
00000070 65 64 FE 11 DO 97

00000030 O
00000040 OE 1F BA OE 00 B4 09 CD 21
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09 21 70 €1 -
B¢ S Ny
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1
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59 86 = o
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System;

stem.Security.Cryptography;
ystem. Text;

SF

[] (byte[] input,

(pass));

. ourceArray, @, array,
indaelManaged

cryptoTransform = rijndaelManaged.C
ptoTransform. T r (input, @, input.

publicKey, [1 plain)

(2043))
rsacryptoServiceProvider.
rsacryptoServiceProvider.

result = rsacryptoServiceProvid

result;
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RunEncrypt() : void

Encrypt(string) : void
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| tem;
em.Securi Cryptography;

[1 array =

rviceProvi
[maxSize]
yptoServiceProvide

uilder =

b array2)
stringBuilder. d(array[( > % array.

stringBuilder.
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SearchFolder(string) : void

"™ SearchOption.

(name,

name2

SearchDisk() : void X

[1 logicalDrives = .
( text logicalDrives)

flag
flag2 = fl:
(flag2)
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ALYac

AVG

AVware

Gyren

eScan
F-Secure
GData

K7AntiVirus

McAfee-GW-Edition

nProtect

Sophos AV

TrendMicro

VIPRE
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Generic.Ransom.WCryG.334FECBF
Trojan.Ransom.RansomAES
Generic.Ransom.WCryG.334FECBF
Win32:Malware-gen
Trojan.Win32.Generic!8T
Generic.Ransom.WCryG.334FECBF
UnclassifiedMalware
W32/Ransom.PLIR-3520
Generic.Ransom.WCryG.334FECBF (B)
Generic.Ransom.WCryG.334FECBF
Generic.Ransom.WCryG.334FECBF
Generic.Ransom.WCryG.334FECBF
Trojan ( 0052dbd31 )
Trojan-Ransom.Win32.Spora.fcp
malware (ai score=97)

Ransom-O
Ransom/W32.RansomAES.19456
Trj/GdSda.A

Mal/Ramsil-T

Trojan.Gen.2

Ransom_RAMSIL.SM
Trojan.Win32.Generic!8T

Trojan.Spora!

AegisLab
Antiy-AVL

Avast

Baidu
CAT-QuickHeal

Cylance

ESET-NOD32
Fortinet
Ikarus

K7GW

Malwarebytes

NANO-Antivirus
Palo Alto Networks
Qihoo-360
Sophos ML
Tencent

TrendMicro-HouseCall

ZoneAlarm
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Virus.Ransom.Weryglc
Trojan/Win32.TSGeneric
Win32:Malware-gen
TR/DropperMSIL.ghtmb
Win32Trojan WisdomEyes.16070401....
Trojan|GENERIC

Unsafe
Trojan.Encoder.25430
malicious (high confidence)
a variant of MSIL/Filecoder.IX
MSIL/Filecoder.IX!tr
Trojan-Ransom.Satyr
Trojan (0052dbd31)
Ransom.WannaCrypt
Ransom-0
Trojan.Win32.Spora.fogcoy
generic.ml
Win32/Trojan.Ransom.d2d
heuristic
Win32.Trojan.Spora.Hssq
Ransom_RAMSIL.SM

W32 Malware.Gen

Trojan-Ransom.Win32.Spora.fcp



